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Abstract: Reconfigurable security system with high flexibility, adaptability and scalability is a hot issue in the field of security research.
At present, research on the reconfiguration mechanism is mainly based on the static reconfiguration method. As an active security defense
method, it should have the ability of dynamic automatic reconfiguration. In order to solve the problem of modeling and describing
dynamic and automatic reconfigurable security system, this paper proposes a new model, SSPE based on intuitionistic logic, and presents
its syntax and inference rules. The transformation rules from the specification of security reconfigurable component to SSPE logic
expressions are obtained by the method of mapping relationship. In the end, the paper describes the reasoning and generating process of
security system reconfiguration based on IPSec protocol. Modeling and expression method based on intuitionistic logic can provide new
ideas and methods for the research of reconfigurable security system, which is of great significance.
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SR K SSP B Ve B3 N H F nl T AN 2 AT ST R G A7 48 LA T )8, 20 & TR 6 19 5 IS — A T A A
B 1 Ay 2 B0 P i T R 1 A T G P A R A R T Ik R v vl 6 T AT A DAL FE ERROR, T SSP ANRE ¢
FEER 15 A YR SSP HE ER ML I AN S 45 43 S0 I8 P8 45 00, 1S o 17 200 A T A A Bt R 2 S AR AT A 1 R AT
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Fig.2 A security reconstruction element combination model for outbound processing in IPSec protocol
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Ippacket, Ippacket-C, Ippacket-R,Ippacket-E, Ippacket-A,S /& iy 45 &S J& — > 14145, IPpacket-RolPpacket-A
{Au, gy 30, gl S 1R J sz L. U 1PSec Bhis ) SSPE 3 4 ikl .
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e |Ppacket-RolIPpacket-E{Ar,encrypt};

e |Ppacket-EolIPpacket-A{1e,authenticate};
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“L3 AL 4> 2 0R 8 SRR 3% 7 W] T 2 vk SR b, — A 22 4 T T 1 R 3E R IV ) A — B T g B
ARR
1.2.2  SSPE & /%A
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1) i8I AHI SSPEL:
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2) HRATHIME LN SSPE2:

I'>m:ASBAC I >n:BAWDG
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3) IEANGIHI & NN SSPES:
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5) 21k ER MU SSPES:
I'—>m:L .
T+ {abort'm}:C’
6) A VIHER LI SSPEG:
I'>m:Vx.A |
7) A3 BRI SSPET:
> m:IxA T u:[a/x]A[alx]n:C
I — {let(x,uy = min n}:C '
SSPE & JSHE I th SSP kA4 BIAN I 4 5 1M ok, 58 4% PEUE W] 2 WL SCRR[3].

2 HEEBHERERZEEHWTHEL

g H Y TTAE A R 2 T RGN IR AT R, R RGN RIR 2 e TTIA A T A SR R
S 1 AN FTH W24 F T H P 2R 10 05 2 a7 22 4 B U R R ik 22 4 75 3K T LB & 3L
M43 2 00 BB IRE T AWK OO ALY SSPE AR R UT T 2 A E A T A Uy ik, DR WK
SRCS(security reconfigurable component specification).

E X 2(& 2 EHIT(security reconfigurable component,f&#f SRC)). 4 & o2 By Ihas. 5 EF
SCEEAG . O RS RIRE . BRI AL Z PR RIS G e 2RSS . HATZ AR e ) AR S AR 4
H4 70 a] BLIE 2 A 48 3R S —ANPU JC2H (1D, Metalnterface, Function, Detail), Ho 1D & 22 4 544 JC B ME— R i
Metalnterface & CH#% I, #liiR T 42 43 HE A 04 1 AR B 042 11 AR B2 ) 6 P S B8 AR G 3R DA e 2 EE R 0 2
(] R 20 5 O 2% A8, A 1 LA AS 4R 90 s Function S Th RE R BR AR & 3R 22 48 R 0 B0HE A0OR O% 2R 1 L A SR B
Detail & % & HEH TR A FE R, O RE. Lemik. ek

E X 3(7t#EO Metalnterface). Metalnterface & — ™ 1.7t 41(Ml,InterfaceVariable|constant|Metavariable,
Binding,Relation,SecProperlist), 1,

o MIEIHEHA T,

o InterfaceVariable J& % 1A% i, €045 %2 4 544 0 1) iy A\ AL I R A H A8 i LA R T X T

InterfaceVariable::=Indentifier::Specifier.
Forh, Indentifier i 4% 148 & f Pk — 42 7 0 N T 12 4 — A iy AR B Specifier i 4% 148 B (1) 2871 287
A LU AR TR 5 IR A R AR AC S Y b m) DL 0 1 B2 42 A O AR IR
Specifier::=int|...|float|Metalnterface|SRC.
o Constant J& ¥ & % I T2 45 b (1 5 AR K
Constant::=InterfaceVariable{val}.
L val S H bR AR P 18 5 T
e Metavarible /& JcA8 i, JOAL it & — FRRF R I 486 1 A8 B, 0 AR it (198 PH 224 A G SIEAP) sl o4 ) SR 4
IR H TR

Metavarible::=Metavarible=(MetInterfacename|SRCname).
H v MetiInterfacename J2 G4 HF5 R, SRCname 42 4 F K Jo bR IR, 52401 (1 F AR SEE N 7 & il 72 v
HEATTF 5. 08 B AT g B Binding 1 Relation H7;
o Binding J& < H AL i 2 7] H 46 K R, H A T 2

Name::=Indentifierl .Name_;

Binding::=Name=Name.
FETR AN 2 11 AR 5 9 SE IR 20U A A [ (4B L Name 7] D2 44 AR 1 Indentifier ] LR R & 44
.40, Encrypt.IPpacket % 74 H78 & Encrypt [K)4% 175 & IPpacket;
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o Relation 37545 AR &2 [ (0 B A O 28 00 B 128 b 1) — S A B
Relation #ii& T 224> H 44 0 RE W% 424 10 9T AT 1K oF B 68 0y 10 1 2 & :U0R:
Relation::=[IndentifierList[,SubtaskList]]—Indentifier[|Alternatives] ERROR{realization}.
o,
IdentifierList::=ldentifier[,IdentifierList];
Alternatives::=ldentifier[|Alternatives];
SubtaskList::=Subtask[,SubtaskList].

B E 5 AR TN S8, AT DU 2 1 e 51T 55 | dentifierList J2& (1) 4% 1148 2 1 3% SubtaskList 18 & ¥
RS A 20 S 775 A AR fn th 280 v DU DA & Identifier sl H A vl 6 2 30 Alternatives, 2 7] fit /2
ERROR,ERROR /& —~/™ i &, /x4l R 4b P1 realization % . —ANSZBLFR )T Relation ik T 4 i NS5 L
SNBSS, e R SEIR realization S R 06 B O848 5 UG T S 403

e SecProperties f2 2243 J& I, E IR T 22 2 E A TU I SR AL 1 22 4 IR 55 UM 22 A A5 g OB A

SecProperty(type, levelx)
type e {confidentiality,integrity, non-repudiation, access control,authentication} .
levelx e[0,n],ne N

PG 1507498 1 52 X, % 4 It 45 25 50 40 5 B %% 1 (confidentiality) . 5¢ % 1% (integrity) . $70 % 46 % (non-
repudiation). 7 il 45 (access control). AiiE(authentication)ix 5 P, 4531 [ 22 4 T M) 0 R 40 B T4 4,
H levelx #7x, 3L levelxe[0,n],neN, & AR ARG (1 22 4 H ) 70 41 4 1T e ) 22 42 IR 45 6 1 22 K 1)
AR 2R.

TE X 4(F1E 5 Subtask). Subtask J& —/N B SEHLER 4 H Relation B85, TR AN REMSLAFAE, — AE IR A
Relation ff 5 & 45 H B 7E 28 & xC I 26 30 0 % XU

Subtask::=[ldentifierList]—Identifier{¢}.
IdentifierList &4 A\ DR B 413, 1l LL Ky 25 Identifier &4y 135 28 B o7 TS5 K A0 52 B
EX S(EMIFXK). BT RE LT —MpRBIN 22T ITTA SR v, B R anF
RR ::= MetalnterfaceList — [ Assumptions] — [MetalnterfaceList.]Identifier{y/},
MetalnterfaceList ::= MetalnterfaceName[, MetalnterfaceList],
Assumptions ::=[MetalnterfaceName.]ldentifier[, Assumptions],
H:H MetalnterfaceList—[Assumptions]{E 24 % 4 T #) JL 414 wit) it N ;MetalnterfaceList j& Jo 4% AR IR 213K, & 47
UE T 25 AW VPG 1 0 1 B KA B, 2 HE R AT 5¢; Assumptions f2 2 55 SRR R A A S 808136 2 N
(A B ] 51K, S 50RT DU oo DA i 0] DL T4E 4% Subtask;[MetalnterfaceList.]Identifier % 4> F#) G4 A w
IR TIPS ANES R
EX 6(IEHIZE Control). 4 548 BCLE — A9z I ok $, T R EAGE SO B b AR 3R . B 0055
R AR, B T
Control::=[InputParameterList] »>[OutputParameterList]{control}.
Hrp,
InputParameterList ::= InputParameter[, InputParameterList],
OutputParameterList ::= OutputParameter[, OutputParameterList].

InputParameterList & ¥ il 48 & )%t 2 5051 &, v LU #5048 & v] UZ T4F: 4% OutputParameterList 2
iyt B8 3.

TIEFRATEL BRG] 1 ¥ IPSec B B, 1 W 22 4 E AL ST IR HE IR DT VE.

Pl 2z 4> E M) JC Encrypt 4], H: SRCS ik 40 T
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Encrypt

{
IPpacket-R :: Bitsteam ]—Interfacevariable
IPpacket-E :: Bitstream
Auth:: Authenticate ]—Metavariable
Auth=(Authenticate) 3 Binding
Auth.Ippacket-E=lppacket-E I Relation
IPPacket-R~IPPacket-E{Encrypt} - secproperty
SecProperty(confidentiality,level2)

}

o IPpacket-R, IPpacket-E 24 148 5 Auth 2 0% it Auth=(Authenticate) & 7 Jy st & # Auth it T —4
Authenticate SZ 4 ;Auth.IPpacket-E=IPpacket-E J& 46 & ¢ 5, K7 M| 24> F A4 JC Encrypt 55—~ Authenticate 5%
) B AT — AN L= 52 148 B IPpacket-E;IPpacket-R— IPpacket-E{Encrypt} & — AN HdE 4 i 5% & Relation, H& X4
“Encrypt J& T %0 W] #3810, Ay AR i IPpacket-R W] #4) 3¢, M) IPpacket-E & 7] 1451 SecProperty(confidentiality,
level2) 3R 7~ 22 4> T4 JG Encrypt (122 4 8 P, 2L 22 2 28 B % confidentiality, Z2 425 20 4 level2.

42 & loopl 1¥) SRCS ik &1 T

Loop1::Classify.IPpacket-CAEncrypt.IPpacket-R—Authenticate.IPpacket-A{ p}—result{Loop1}.
Horp 280 A B — A 4T 4% Subtask::1Ppacket-R—>IPpacket-A{ ¢}, Loopl 45 #lli% 14T 4% 1) B & 4T

3 ETEREIXRRIBIEIE R

B 9. KR ZAeRBES RN,

T ARIEZ A R GE b AIE I A R SR (AT R0 AR R 28 b e FRAT MR B e A AL T R DR B MR ML
A2 A R IO, 45 (X, X, - Xi) AT F4 J00Z G T IR AR T6 22, ) M T oE 0 2 HAN Y

MI—X1,Xs,... . XkAX1,Xa, ..., Xe—=>MI.

31 HEEX

h T AR 5, S e — SR 1 A L

o RN BRGNS,

o CRRYMFEHT)VESR;

o SEIRBEOZEMERMNES,

o O RAMBHEEA MNBEIEMARA L RAG BHRIF oD, B —NEEL T, W Encrypt.En I Hy

177 K F R R G G H N R T8 1Psec, 2 & FF— AN o4 1 Encrypt::MIL U N 44 7 Encrypt £)24

BN I8 R S IN F T RN AT XS S AT 4 IPsec.Encrypt, i1 IPsec.Encrypt.En, A I {4 T & — A
B R E A RS R B AR,

o ab TR T SRCS HIAILTEILE M, I AR VEAT T e AT I bR 3 BE AT LR ) .42 74
A PAR B A 445 38T LR — AN AT 25 A Bl 24 B 2 2 3 5K 1 e 30 Bl A 3

o VERREHNTERMERNLTHES,

o r BRI EAF BRI S,

o Val LR HirgfEE S MHERES,

o M IR A TSI R () 42 F A

o SP R uAeEMAER;

o id FR—AMESE R XA SR HUR ] LU E A T 2R,
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3.2 MR

ENX T(3EXEH LP). % Sexp &M AL SRCS #ih £ ik 3,0 X Z AT S, B LForm AR 24
Wi SSPE M %~ 3X.SRCS ik A X 12 48 78 S LA R e& H0E X

LP:sexp—(O—LForm).

ZA XK SRCS #iiid £ I8 B 15 T SSPE B ¢ A&,

FE X 8(RFF & # Unfold). Unfold 256 T AT A4 T MI FIXS R TSR O 1%, H 777 44> SSPE
A AR A, Unfold 8 5505 8 SCoR %5 LP B T 45 s a8 D A — MR A X sexp:

Unfold(MI1,0)={L"[sexp](O)sexpesp(MI)}.

Horpsp 2 —AMB R T AR JoH: 0 ML SRCS g RIS
3.3 BRI

TN R A E S SRCS H & 2R R A I R TE L

AN 1. % 0,00 2T ST 4 v 2B AR, H viiS, 45 Seq Ul reo.v,rs R o.v [FSEHL, AR R 5L
;4 Se 7,0 rg:0.vuUnfold(S,0.v),Unfold(S,0.v) & = 70 #2 11 S [¥) SRCS #fiidk 2 1 AL T K % 21 8 o.v, HE X
W
r,:ov, ifSer
r, :o.vuunfold(S,0.v), otherwise

BN 2. ¥ 0,00 & Y HTR R ATE, v /& — /ML L &, H. ve:S{val}, il

LPLv::S{val}](0)=LP[v::S](0)uL"[—v{val}](0).

AN 3. 1% 0,0€0 & LT R ATEE,(C) e — AN IC AR, | R AFLZE & A 208, r Ron A& A

5, )

L”[v::S]](o):{

vYwC(w), ifp=I
1)) = {awqw), ifp=r’
B3N 4. % 0,0e0 & AT S ATSE flalsity 374 58 Ak 22, )
LP[falsity](0)=F.
BRI 5. % 0,0e0 & 10X B A1 4%, [control] 2 44 il A% &, I
LP[[control]](o)=control.
IR 6. 1% 0,00 & Y HI N R ATAL a=b £ ToH NI — AP X R, id & —/MESE R 4, )
L°Ta =b](0) = L"[a — b{id}I(0) U L [b — a{id }I(0)
LP[a — b{id}1(0) =id : L"[a — b](0) '
BN 7. 1% 0,0€0 & YRR RATE, m A& — AN A H ) S, )
P m: L"[a — b](0), if m is constructor
LTa = b{m}(0) = {(rs" ,m):0 A L°[a — b](o), otherwise '

PASE R R Tk 2 IR

L°[MI — a — b](0) = L"[a — b](o.MI)

L°[— aJ(0) =T > L"[a](o)

L"[a— b](0) = L'[a](0) > L [b](0)

LP[a — b{val}l(o) = val : L°[a — b](0)

L"[a,bl(0) = L"[all(0) A L"[b](0)

L"[a|bl(o) = L"[al(0) v L"[b](0)
BN 8. % 0,00 & 1% % T 4%, SecProperty(type, levelx) J& 7o 43 11 22 42 J& 1k, U
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LP[SecProperty(type,levelx)](0)=0.Secproperty(type,levelx).
2450 LA B3R 1 IPsec BN 224> TR TG Encrypt S5l I 4k B 45 SSPE W1 R

/l Extend axioms

r: Encrypt

id : Vx.Encrypt(x) o Encrypt

id : Encrypt > Ix.Encrypt(x)

Il Interface variables

X, : Encrypt.IPpacket - R

X, : Encrypt.IPpacket - E

X, : Encrypt.Auth

/I Metavariables : Auth = (Authenticate)

Id : Vx.Authenticate(x) o Encrypt.Auth

Id : Encrypt. Auth o 3x.Authenticate(x)

/I Binding : Auth.IPpacket - E = IPpacket - E

Id : Encrypt.Auth.Ippacket - E > Encrypt.IPpacket - E

id : Encrypt.IPpacket - E > Encrypt.Auth.lppacket - E

/I Relation : IPpacket - R — IPpacketE{Encrypt}

Encrypt : Encrypt.IPpacketR — Encrypt.IPpacket - E

I/ SecProperty : SecProperty(confidentiality, level 2)

Pr: Encrypt.SecProperty(confidentiality, level 2)
Hrp g B A Extend Axioms FI T 5] A —A Encrypt %4> 544 7T SE 41, id: vx.Encrypt(x)>Encrypt F1 id:Encrypt>
Ix.Encrypt(x) 2 4 X & Encrypt=(Encrypt) i 77 3, X, X, F1 Xg 239 /2 42 78 & Encrypt.Ippacket-R,Encrypt.
IPpacket-E 1 Encrypt.Auth [¥) 51 4% ; JCA% & Auth=(Authenticate) 5] A\ —™ Authenticate 24> 558 7 524190 7€ 5% &
Auth.1Ppacket-E=IPpacket-E J& T 4 A~ 20 1d:Encrypt.Auth.lppacket-ESEncrypt.IPpacket-E 1 id:Encrypt.
IPpacket-ESEncrypt.Auth.lppacket-E;Encrypt:Encrypt.IPpacket-R—Encrypt.IPpacket-E & 2 # i H 3, Encypt /&
FHE A 0C ZR I B ARSI, 6 N gm FEE N R AU B SecProperty (confidentiality, level 2) &2 2 4 J& .

4 FEBEHMEWEEEM

FTiRshA A E R, fa 4 8 — A K, R G0 AT U 22 8 1 8 RE 4 5L, B Sl b v S50 HL i A EE A A SR
FCE, XML AT EANTAAN.Q EReEHM TEHAMAES EAR— 1l Q WK ZEFHERIER Q-
XA AX =Y 1A AY g, T 56 08 ) EGE 1 SRCS BEAT G BEAN &0 12 BT 5 e e 2 A 2 Hs SRCS #e ik 184
Wi SSPE, /A M TR AR IR R 5 QHEFL RGN 2 T KB AR MR N Q B e B2 HiT 5 SSPE MIME
W FSCE I ABRE T AKX TSI X AX YA AY )X AT 1] 82 RT LU E B B, Ut A7
N EVE IO T DA L 2 4 oK, IE R wA R SR A A R TR

NI Ak IPSec WAL 5], 45 R AL 2 v SR G H bR H 3 L R

WA B br oA IPpacket—result{p}. iZ #4342 4T 70 Classify,Encrypt 1 Authenticate,loopl /& ¥
A, L SRCS ik W& 3 i,

W e R E M T IR 3 WA T i R TR R R IA RS Q.Q 5% 4T K (AT K) I R Ge
VUPHE) L0 SR AR oy PR 5 T, R T, K R AT 4t S HE A OG22 B (%), 4

Ippacket-Rolppacket-E{Encrypt}
Ippacket-Eoippacket-A {Authenticate}
Ippacket-Rolppacket-A{ b ")

(Ippacket-R—Ippacket-A { g} )nppacket-CoResult {loop(@)
[Ppacketslppacket-Clclassify}
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Classify
I
LS
[Ppacker::Bitsteam
Ippacket-C:Bitsteam ;IDOP
[PPacket—iPPacket-C{Classify} t
SecPropertiaccess control Jevell) Ippacket-C( Ippacket-R—Ippacker-A{ p})—>result{loop( @)
}
[Ppacker [PpacketC
—P| Classip | Loopl result
’ N
’
e N
R S
-’
-, >
N

-,
- N\
—A> Encrypt  —————P  Authenticate A—»
[PpackerR / [PpacketE \ [PpacketA

Encript Authenticate
{ 1
1
[PpacketE::Bitsteam

Ippacket-R::Bitsteam
Ippacket-Ex:Bitsteam
Auth:: Authenticate

Auth=(Authenticate)

IPpacketA::Bitsteam
EnvEncrypt
En=(Encrypt)
Entppacket-E=lppacket-E

Auth Ippacket-E=Ippacket-E
IPPacket-R—IPPacket-E{ Encript} IPPacket-E—IPPackei-A{Authenticate}
SecPropertconfidentiality,level2) See Propertauthentication fevell)

)

Fig.3 SRCS description of Outbound processing in IPSec protocol
3 IPSec MY Outbound Ab it 7 (1) SRCS #fi ik

R4 SSPE HEFLILIN HE T Rl i
Ippacket-R 2 Ippacket-E{ Encrypt} Ippacket-E 2D Ippacker-A{ Authenticate)}

. - - (SSPE3)
Ippacket-R 2 [ppacket-A{ Epcrypt,Authenticate}

(Ippacket-R—Ippacket-A1{0} W ppacket-C D result {loop(o)}

(SSPE2)

[PpacketD lppacket-C{classify} Ippacket-C 2 result{loop(Encrypt;Authenticate))

> £ . (SSPE3)
1Ppacket D result{ Classify;loop(Encrypt,Authenticate)}
Fig.4 Reconfiguration generation instance of Outbound processing in IPSec protocol
4 IPSec Hri¥ Outbound 4b B 44 fit & A= B S 451

ML 4 FRATVE B, 4 2 0 P R R SR, o i & AR A B v ) &5 AR A ), T T

R R D A L 1 5675 BI{Encrypt; Authenticate}, 28 Ji5 75 1 {loop(Encrypt; Authenticate) }, i & 75 Hi:
y={Classify;loop(Encrypt;Authenticate)}.
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