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Research on Trusted Virtual Platform Remote Attestation Method in Cloud Computing
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Abstract: In cloud computing, how to prove the trust of a virtual platform is a hot problem. A virtual platform includes the virtual
machine manager that runs on the physical platform and the virtual machines that are different logical entities with hierarchy and
dynamics. Existing trusted computing remote attestation schemes, such as the privacy certification authority (PCA) scheme and the direct
anonymous attestation (DAA) scheme, cannot be directly used for trusted virtual platform. Moreover, the remote attestation scheme of
trusted virtual platform in virtualized trusted platform architecture specification of TCG is only a framework without concrete
implementation plan. To address these issues, this paper proposes a top-down remote attestation project, called TVP-PCA, for trusted
virtual platform. This project designs and implements an attestation agent in the top-level virtual machine and an attestation service in the
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underlying virtual machine manager. With this approach, a challenger can first use the top-level agent to prove that the virtual machine is
trusted, and then use the underlying service to prove that the virtual machine manager can be trusted, both attestations together ensure the
credibility of the entire virtual platform. This paper solves the identity problem of the top-level attestation and the underlying attestation
effectively. Experiments show that this project can not only prove the trust of the virtual machine, but also prove the trust of the virtual
machine manager and the physical platform, thus establishing that the virtual platform of the cloud computing is trusted.

Key words: trusted computing; trusted virtual platform; remote attestation; trusted cloud computing
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Fig.1 Trusted virtual platform remote attestation method
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Fig.2 Initialzation of virtual machine remote attestation agent
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Fig.3 [Initialzation of virtual machine manager remote attestation service
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Fig.4 Process of virtual machine remote attestation
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FRIRFT IDes BN Nop, VMAgent ] Ko il 55 351545 B N &

A UR 6. VMAgent [1] vIPM & H T E TE 415 B E 3K, 2 (1 2 AR 9 596 :VMAgent F5R4F 1Dy BRI Nop BA K
VMAgent i3 Certy Xf 5 B K125 4 Sigcey, (1Dy][No2), VTPM {5 B 5 K ik VMAgent (%5 44

Verpun vmagent( Sidcer, (IDVING2));

BT VTPM [i) CA 1L & 1% VALK GIE 103 5K, R 6 B A A 2545 .VTPM FRIRFF IDyrem~ VAIK 24 Koup_vaics
VMAgent #5714 1Dy BLI Ng A ] vEK GIEF3 X5 B K125 4 Sigee . (IDvremllKpub_vaikl|1Dyl[Nos), CA BAiEH B
Verpu_vek( Sigcen,.,, (IDvrpmlIKpun_vaikl|IDy[[Nos));

PR 8. CA 2y VTPM L8 VAIK UEF5 Certya JF 2 IF, Certyaix F A& A 24T 1Dyrpm~ Kpup_vaiks BT8R Tog BA K
CA 11244 Sigpri_ca(Kpub_vaiklliDyreml|Tor).CA HCr il VTPM 35 [H15 L, 5 B0 ¥ FLAA Py 25 9 SN Nog S CA %4
Sidpri_ca(Noa)Fl VAIK 1ET5 Certya, VTPM %:1E CA %F VAIK GIE T2 4 Verpu ca(Sidori_ca(Kpub vaikl1Dvreml [ Tor))
FICA XTI 9% 44 Verpus ca(Sigpri_ca(Nos));

BB 9. VTPM HEHCE IR Nog F1 VIPM Z i i) CA K 3% 375 3K B I LT Nog HEAT VCHL, 4n SR VE L sl Th, & 1%
AU £ B 47 VMAgent, 5 1 EL AR 3 247 :vPCRs BLIN N S VAIK X VPCRS %544 Sige,y,,, (VPCRs || Ng,) |
VMAgent %1k vTPM 345 L2544 Ver pun vax (Si9 g,y (VPCRS | N2))

A% 10. VMAgent W EI5 UG 8RNI BLN Noo 1 VMAgent 2 §if [1] VIPM A& 15 5K IS (LI Nop #E47 L
T, o SR DCE R B g A5 B Koo N T {5 IR 45 ) % 45 Challenger, il %% ¥ o] {5 TE 95 45 )5 ) 2846 :vPCRs
Msig,,, . (vPCRs) » VMAgent b5 45 1D, {04 1 HIMERIHLAR 4T vmFlag, URLvmmService. JLI Noj 4.

35 2 5y 2 Challenger ] VMAgent (¥R [FIE, T Koo fiff 25153 X 2645 B 27 SE R B IR Nog A0
Challenger 2 i 1] VMAgent & %15 SR i I Nog 2547 VG EC, 41 SR VT RL B 2, 0k % 36 0F CA b vAIK HiE 15 1)
%5 % Verpu ca(Sigpri_calKpu_vaillIDyreml|Tor)), T F - VAIK IE 45 %t 4 1E vPCRs 1 %8 4 Ver pub_vAIK (S19 core e
(VPCRS || N ) 355 M4l vPCRs 550 HH 5ok R SRUML AT 4 vk 556

(1) Challenger A i 52 % 77 2 KE U F- 65 .24 Challenger & 3% H 3% Sk 4 VMAgent #2208, 3% [B] {145 B A
RBAHFRIRFT vmFlag BER 1WA 77 4 BAHLT & 52, T P 3 & i R 77 =2 g UL
S B OR B 1E TR 57 ZERE— DA W B ML 75 1 6 LML A B35 A A B 7 6 02 FTAE 15

(2) AT o M FUNL A BRAS D 767 & DR A2 UOUE IR 25 Hh k. 2% vmFlag (184 1 1,2 B Challenger 4§ %:
TIE (12 2 UM, 32 M8 B I R RE, Challenger N i% 4k £: 6 IF 21T T BT & 2 F i R 0L B8, D4,
Challenger M2 FF ) 2SN B 2$ U E IR 45E 5 Certs 3R H3E URL ymmservice 38 1 %1k, 52 Bt
BAT T YT G 2 L0 R LA B 88 HEAT I R UAIE.
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2.3 REESITTYIET A Z £ 89 E UL E 32 35 E AR B B #3

BAT TV & 2 BI R ARLAE R 25 UE W B Bl m] Doy Ry BN 3L — B AT T HLF & 2 b i 40
WU B2 1) P e 7 42 A4 T 45 UE A5 5, — o Pl ) vl A5 TR 40 R AT 50 0E A8 7 ) e 3R

8§ 1 PIsAT T EE G 2 B0 LA B ) Bk ik S A TR E B R R LA B UIE R 45 A B
HA G Pl & FATH VMMService 4835 i N1 B 25 UUE IR 25 Koy A2 o Pk A% 225 326 5 1R 0 Bk 25 91, BT A
VMMService [ {¥1 {5 % 315, (Kpub_vmmservices Kpri_vmmservice) 2 /1% HE ML B 28 UAIE IR 45 10 4 46, TPM ARE AT (5
A B, (Kou_exo Kori_ex) %78 TPM ) EK Z80F, Certex E7n EK TE 13, (Kpup_aiKpri aik) %7 TPM (1] AIK %4
XT,Certa s AIK IEFS, Ty & —/M AL, PCRs 327 TPM 2 ££4% H1 [ {A.Challenger #1 VMMService X J7 i £
FH LA o AN JEAR ag ] 5 s

10,1, T_T 7‘DrrruH*'m_meDHN“
‘ \‘{5\79(- c (WD || Koue_am 111D, | [Nys)
2.0, HI’: \

B8.Nyy [ | Sign,,;
1| Cartaw
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\

4 . N
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Fig.5 Process of virtual machine manager remote attestation

K5 RIS 2 A% 2 R E W o e

ESRUSURENIR T

1. Challenger—CA:ID||Y¢1, 2, Y, = 2t mod gy, X1 & Challenger f{I4T% 255, X1<qy;

2. CA—>VMMService:ID||Yci[Sigpri ca(IDcl[Yer)-VMMService il CA Xf Challenger /%544 Verpu, ca(Sidpri_ca
(IDG[Yer)), 285 AERE Z A Xoa, H. Xea<q, JFH 5 Ky = Y3 mod q;

3. VMMService—CA:ID||Ysy, Hi 1, Y, = 8t mod qy;

4. CA—Challenger:1D||Ys1lISigpri ca(IDs||Ys1).Challenger 4:iiF CA %} VMMService [f1% 4 Verpw_ca(Sidpri ca
(ID4||Ys0)), I3 K, = Yo mod qy;

5. Challenger—VMMService: E,  (ID([[N1;),VMMService JiI K fi# % 73 £ 1D, Nyy;

6. VMMService—>TPM:ID||Nyo| Sigee,, (IDs][N12), TPM %riiE: VMMService ()25 44

Verpub_vmmservice( Sidcerr, (1Ds|[N12));
7. TPM—CA:1Drpwl|Kpuo_aikl1DelIN1all Sifcer,,, (IDTemlIKpuo_aiklIIDsl|N1s),CA B iiE EK HIEF5 %] 17 B #1458 44
Verpu_ek( Sidcer, (IDTpMIIKpun_aikl[1Ds||N13));

8. CA—TPM:Ny3|ISigpri_ ca(Nis)lICertak, H 1 ,Certa=[Kpu, AIK“IDTPMllTllelgprI cA(Kpuo_aikl[1Drpml[T12)], TPM

KUE CA XF Nyg (%54 Verpu, ca(Sidpri ca(N1iz)), TPM BiiE CA Xt AIK UE T (#1444

Verpu ca(Sigpri_ca(Kpub akllIDremllT11));
9. TPM—>VMMService:PCRS||Nyo| Sige,, , (PCRS|IN1.)[|Certa, VMMService % ilF: AIK il 155 {5 £l %5 44

Ver pub_AIK(SichnAIK(PCRS INw2)) ;
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10. VMMService—Challenger: g, (PCRs||Sig.,. (PCRS) I Certax Il IDs|vmFlag==0||N ,) /] Ks1 i {5 &,
Challenger %125 % Ver pus ai [l (Sig g, (PCRS)) -

R FRATTHE bR A — D AT RN AR B Ak R

A% 1. Challenger [i] CA &% R A5 &, &% 10 HLAK A 847 :Challenger 4R 4T 1D, Yoy, 2P, Y, = ) mod
01, X1 A Challenger HI/Ti% 24, X <0y,

I 2. CA [i) VMMService & i% Challenge #7iR4AT 1D A TFAMM Yo, K%M BAK K 41D, Yo, BL K CA
(11254 Sigpri ca(IDc|[Yer),VMMService Y £I15 )5, %1 CA Xt Challenger (1454 Verou ca(Sidpri_ca(IDel|Yc1)), 25
JE AT B Xog, H Xa<qp, 75 K, =Y mod qy;

LI 3. VMMService [1] CA R I&TERKA5 B, &% 1 H AR N G VMMService FRIEFF 1D, Yy, Hor:

Yo =2 mod qy;

B 4. CA [ Challenger & [H] VMMService F5iR5F 1Dg, Yo L CA (1% 44 Sigyri_ca(1Ds||Ys1),Challenger %
iIE CA Xt VMMService (11444 Verpus ca(Sidpri_ca(IDl[Ys1)), 315 K = Yo mod qy;

Z L H T 4 2P, Challenger £ VMMService Z [A 3RS —AN L2 (1R 3 %4 Koy dX 4 30 50Br 2 REB ik i)
A B i) Diffle-Hellman 592

SBE 5. Challenger BT K N4 7] VMMService Jk 3% (1328 FE UGIE 15 SR, 02 19 24K A 2% 24 :Challenger 45
IRFF 1Dew BRI Nyp, VMMService [ K, 25 554945 BN 2

IR 6. VMMService [1] TPM & H il {5 UEHR (5 B/ =K, K% ) B AR P 2545 :VMMService FRIRTRT IDgs LIS Nyp
L VMMService X A5 5 12544 Sigey,, (1Ds]IN12), TPM i 245 55, 4l VMMService 192544

Verpun_vmmservice( Sigcen, (1Ds[IN12));

HHR 7. TPM [ CA ik AIK TE A5 3K, K1 1 BAR N 5G  TPM FRIRAF ID1ems ALK A8 Koup_ arks
VMMService #5IRFF 1Dsy BLI Nyg KT EK IEF X5 B K254 Sigeen,, (1D7emlIKpun_aikl|1Ds]|N13),CA Kk EK ik
IR BT L Verpu ex( Sigcen,,, (IDemlIKpun_aixllIDs[N13));

A B 8. CA 4 TPM B AIK GIEFSGE 15 i H AR A 547 1Dt~ Kpup_aik~ IR Ty BLA CA HI%E4
Sidpri_ca(Kpub_ai|IDreml|T11),CA H1Lr ] TPM 32 [B145 545 B H AR 9 25 0 I Nygy CA BIZE 4 Sidpri_ ca(Nig) Al
AIK GIET5 Certa, TPM BG3IE CA X AIK UE15 892544 Verpun ca(Sigpri calKpus_ai/IDreml[T1a)) FH CA X BLRS [1)%5 4
Verpu_ca(Sigpri_ca(N13));

AP 9. TPM I HLIN Nyg F1 TPM 2 i 1] CA 1% BN Nyg BEAT DT TC, 1 SR DT C B T, 3 W] A5 ik 3
4 VMMService, %1 ) H AR 3 2847 :PCRs BLIN Ny A1 AIK E TS Sz AIK LE T3 % PCRs 12644 Sigc,,,, (PCRS[IN1),
VMMService %l TPM X5 51254 Ver puo_aik (S19 ¢y, (PCRS [ N12)) 5

A 10. VMMService W B B S ST BRI Noo AT VMMService 2 i 1) TPM A 3% IS Ny HEATULHC,
T JEUCHC S Lh, ek OB SRR Koy 0% nI{E U945 B & 145 Challenger, il 1) vl {5 WE 88 {5 B W 245 :PCRs J&
Sig o, (PCRS) ~ AIKHE TS VMMService b5 IR1F IDg. {E24 O IIHERINLAR 4T vmFlag. LI Ny 4, Challenger
H Ky fif 2545 2045 .

S 2 #4y & Challenger #%U#] VMMService [fiR [AI4E, & 56, U I 2 (LI Ny, A1 Challenger 22 i [i)
VMMService 1% IR ELIN Nyg BE47 DLHC, 4t AL DT T /8 2y, W Challenger 4 1iE CA X AIKIE 15 125 44 Verpu ca(Sipri_ca
(Kpuo_aikll1 DremllT10)), 545 ik AIK ik 4556k PCRS 192544 Ver pus a || (Sig oy, (PCRS)) S Hb ik # % PCRs REAT S0 iE,
MM ] DUEAT BAEIE 4T T EF & 2 B0 E pLE Bas R B ] {5,

it Challenger T4 58 A ERINLANIZ AT T BEF & 2 1R UL AE B AR I AIE .

3 TVP-PCA AEWAIEHIE
T A R 005 £ 00328 PR B 7 8 A0 A0 2 A0 OB ) 850 s A0 60T LA £ S5 2% 5 s 0 201 5 i 0 288 3 92 B
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BEAHW) & R, 20 S0 VE A1 23 BT M UM B A5 AR5 B SUNLAE B35 0015 AR B, D S FE I B 1) 0 SR A SR Ak ORiE .0 T
T B SCREROR, FAVETE A 8 SR AT A5 ARG SR AR 3.
EX L. a5 R 6 AR AT 2 SO C={Cy,Co}, He 1, Cy R T2 REFUNL R ERA ZHAH4R, C R iR 2 is
17T ERE A L1 VMM R B I8 ) S 4L E 4.
AT Coi TR I JZ REFUNL A B AT AL Crim{(Cai-codes Cai-d-code: Cai-cofite) (C1i-f: CainviCai-o) 3 FE Y,
*  (Cii-code:Cti-d-code: Cti-cofile) 2 1 Cri IV ARFHRFAE :Cri-code FF Cri IIVRARHECoig-code £ Cri M, Tt FEAK L
MIERAS T BhAS B = 7 ARRS 8 s Caiccorite fR 3 Coj 1 SEME L & SCAF;

4 (Cli.fycli.v,Cli»o)ﬂéﬂ? Cii EI‘JIJJ’H‘E%ﬁE:C“,ﬁ%% Cii E"]Ijjﬁlé;cli.v Feari Cii H‘Jﬁ}izli%;cli.o TR Cii L Ah A
Kg e kb4 . FFRE . RATI REE.

HI Coi 7 VMM B A B R B A AL A - Coi={(Cai-codes Cai-d-codes Cai-cafite)  (Cai-f Caiv: Cai-o) 3 F2 1,

*  (Cai-code:Cai-d-code:Cai-cofile) 2o 8 VMM B B AT Coi IIACIERRFAIE :Coi-coe XK Coi TR Coicg-cone FRHE
Coi RIS, A HARAG R B A T« Bl P B8 =07 AR 2 Coicotite TR Coy I HHEWE TIE B SCAF

° (C2i.f,C2i.v,C2i.o)?%'/T< Cai E’]IJJEE%:“@ECmf%/T\ Cyi E@IjJﬁE,CZi.V Kon a2k Cy; E/‘]H&Z!K%,Czpo RN RA AL 2F
Coi F LA AH DG 1.

AT X1, TE R UL R AL 4 Ci={C11,C1, - Canver VMM BAE BRI B A AL AR SR N

Co={C11,C22,-.-,Cony--- }-

EX 2. fFAEHRAE (trustedroot set) 8 Xk TRS={TRS;, TRS,}, 1, TRS; J& T 2 M ML 115 AE AR TRS, A2 i
FIaAT THEAEAE B VMM B8 B A5 AR AR AR AF AR ARG — A e kB M e B 5 B & g ol (s
PEJG AT UE B 1 s 1, 0T LA TRS ={VTPM}, TRS,={TPM}.

EX 3. FEEENEME A S O 1={1, 1.3, 3,

o Iy RTE MU 78 F I A A4 L = (i o,y 1 P i€ Cy;

o LIRIRZEBAT TYEAEE F VMM B B 8 2 PR I B AR AR =0z, v2ny - 1 L 20 € Co

TE X 4. Measure(in,int1,PCRu+1,SMLq) 2 78 7F 58 FE I 0 5t b A2 i X g R0 S8 B PR R4 T I 528 030 S 0 A5 (1
AT PCRuey AN N A AF A I AH H & SMLpeg,n A2 E 4 H 0<Sn<<23. 41002 B N LEEAT 58 4 ML Il 1 1
B WA A {E AT AE vPCR A1 % W (I 28 H BEAFAE vSML W 2 K Z B AT T BEAEAE B VMM & 8 B R AT 5¢
I HE I W5 A (AT i 42 PCR Hp o B I H A7 A2 SML v,

TEX 5. 58 ML U E e %L Verify(in,ines, PCRuva, LPCR ) R AR HE i X e M58 HE ML DI B E PCRyyy 55 W {5 S
O] I R AR E LPCRaq AT LLASL. M THZ M PN LAEAT 58 2L ML B0 IR I % PCR H B AN LPCR A (R0 LE -l R
564 UL, 3R (8] TRUE; 75 ), 3% [1] FALSE. LM, 24 i )28 AT T W B A 1 (1) VMM B8 BRI AT 50 2 PR 50 1 1
H vPCR P FELAT VLPCR HE S B A 2R 58 42 DU RC, 3R 0] TRUE; 57 W, i [9] FALSE.

TEX 6. 563 A% 3 2R B Integrity(in, i) #8756 2Pk BB N in 15 RUHIAR 38 2 T, 1T AN 2058 S5 402K 1 T
ZE R RINUEAT Se BN N iy B ROAE R iy, A E Z B S 8K Y K2 18T T B AR 1
VMM K & BEIRIEAT 58 2L B0 UE I 4 AN 00 73 BRHAE 36 5 ipneq, 1A Z 0N 51125
3.1 TMZIEMMATEHE

01 E W 2 UE IR IE AT T M LS B 2 B MR LI W] A5 SE 002 48 R JUUNL i A 4 T 50 A 4 ) i 119 2 40
WU AEBEAL 2. T 0RAE VMAgent TTA5, 34T 19 Rz U BL ¥ 45 AF A% 3265 75 4 (INIT—vBIOS—VMOS  Loader—
VMOS—VMAgent—Application. i1 & 6 i 7, i 5 AF 4 VMAgent 7524 {5 - & i X B2 &8 1 B 2 — IR X R 07 X
& RAT 9, VMAgent )5 5 0]t VMOS = 358 i, VMOS K VMAgent B2 548 b 25 1 AN R T 15 56 )5 4.

TEE 6 SEIAE AT AR 3 W AH 06 S 80 - B A

(1)  RGIE s 5e B W A G A A7 VTPM (1 24 4~ vPCR H1;

(2)  RERMLAEAE AR H 2% (VM storage measurement log, fii#x vSML), Herh A& T 724548 vIPM TR BT

2L P = A 4 ) LA R e ) P 6 A 4 A ) (C i, Caiows Cico) -
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t P 6 A0, R UL 58 e vk B 2 4 1,={INIT,vBIOS,VMOSLoader,VMOS Kernel VMAgent,Applications},
TR 1,cCy.

FRHE LA b3 A, B AT T2 R AL ) B9 o B 7 o T 7 ARV SR W (S AT AR AR R AN 2 5 AR S )
WifEAEAREE I TRS, 5 AT AR & AN 2 M — A Sk W AN 45 34 e ar, WU - Measure B30k INIT—vBIOS—VMOS
Loader—VMOS—VMAgent—Application 34T 5¢ 4 1 I &, H U4 H 58 2L ML 500 s £ Verify GEAT 560 0E, an S e, )
P HT Integrity AT 56 48 R A5 A 8 B 5 i e 4 M 50 UF #558 , W HY TRUE; 785 )0 % 4 FALSE.
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Fig.6 Measurement of attestation agent by VTPM
Bl 6 LT VTPM IRE WA ] 45

B 1 THUZUE I A5 452 57 VM_Trusted(1y).

Nl

4 TRUE 5, FALSE.

1.IF (TRS==NULL) OR (JTRS|==0) THEN return FALSE END IF; //|l|#&R4EE 1 h It &A%
2. IF ((TRS; in TRS) AND (|TRSy|==1) AND (INIT in TRS1)) THEN /3] Ifr {5 AT A J& 15 47 75 H.n—

3.
i11=|N|T:
4 FOR n=1to |I;,| DO
5. Measure(iin,iin+1,YPCRp+1,VSMLn+1);
6 IF (Verify(iin,izn+1,YPCRp+1,LPCRy+1)==TRUE) THEN
7. {Integrity(iin,izn+1);
RETURN TRUE;}
8. ELSE
9. RETURN FALSE;
10. END IF
11. END FOR
12.
13.END IF

Fig.7 Decidability algorithm of the top-level attestation
Bl 7 T E IR A5 ) e

3.2 ERIEMABAEHE

JRG S IE WY A I W R UL B 8 1) WD A S TR R B AT FE W) B ¥ 26 2 b (1 R UL AET B 5 AL 6 T 58 A R D
;-E_H’JJEUHL iﬂ%%ﬁ’ﬂ*ﬂ’iﬁ:ﬁ% ?'JEF“)EiiFEH‘ﬁ%EF')ﬁTMﬂﬁF%ﬁﬂ VMMService ”ﬁ(ﬂféﬂm G L,

Loader—>OS—>VMMSerV|ce—>AppI|cat|0n Kl s ﬁﬁT # VMMService ’ﬁfjjj‘{aqz&%;ftr—iﬁl‘]Egﬁﬂ‘ M7
32 ATAT (1, VMMService (¥ 5 5 W] By OS 723 58 B, I Y OS K VMMService T2 /7 1E 4 58 1 AR AR 5 5 2 A 3.
71 8 i, S AR A A% 38 IR AH OGS 80 A A
(1) RGERCE K 5 RN R AL IS A AF A TPM () 24 4 PCR
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(2) AFfiHMEAH H & (storage measurement log, fiii #& SML), H 40 7 T AZ A 7E TPM Hh i) BT 0 124 ) A
45 4 LA S Ak 00 52 1) AR 2 A 9 (C it Ciows Caico) -
B 8 A %0, i LML A% A o8 vk I R 4 44 4 1,={CRTM,BIOS,0S Loader,0S Kernel, VMMService,
Applications}. 2 4#%,1,cC,.

L —
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Fig.8 Measurement of attestation service by TPM
8 AT TPM [RIE W IR S5 (¥ AT {5 5 &

AR LA b o341, FRAT 149 JEC 2 R UM LT B2 10 ) e S an P 9 oo B 9 SR i SE PG AR AR AR e AN 2 ¥
SR 5 FIWTR AT AR AR B TRS, {5 AT AR S A J& M — . 0 SR P AN 45 A4 3 i 57, IR B measure 6 %06 CRTM—BIOS—
0S Loader—0S—VMMService—Application 3E47 52 5 i & #ﬁfﬂ”ﬂ*& P60 58 5 Verify BE4T 360, 1 5%,
S, Integrity 34T 5¢ 0 AT A5 ALl SR i S e 2 B0 E AR G, I 4 TRUE; 45 ), %47 Y FALSE.
Bk 2. JRJZUEW AT e S0 VMM_Trusted(l,).
LITDANA PR
ig;tH:TRUE o FALSE.

1.IF (TRS==NULL) OR (|TRS|==0) THEN return FALSE END IF; //|l]& RS 1 o Z 5
2. IF ((TRSz in TRS) AND (|]TRS,|==1) AND (CRTM in TRS;)) THEN  //34] Wi {5 fEHR /& 15 17 £ HLe—

3.
13=CRTM;
4 FOR n=1to |l DO
5. Measure(izn,izn+1,VPCRy+1,VSMLys1);
6 IF (Verify(izn,izns1,VPCRns1,LPCRy+1)==TRUE) THEN
7 {IntegritY(iZninnﬂ);
RETURN TRUE;}
8. ELSE
9. RETURN FALSE;
10. END IF
11. END FOR
12. 3}
13.END IF

Fig.9 Decidability algorithm of the underlying attestation
B9 R EAIF I 0w A5 ) e Sk

33 E—MAEHE

FE AR SCHE 2 ARV IE B 7 56 BRI R AU & B R E, R B SR I TUZ R UL R AE AR G R
JEJZ W BP0 R ML B 1R AR E AN A S ST (V)38 BB AT S AR 3 By BEUE W 2 B 3 A R — M i)
RIEE 1 BYBRIMUFBIAIZE 2 B BF 2R 2 M — R S8 A — WV 5. TCC BT & TEAE R
(Virtualized Trusted Platform Architecture Specification) 1.0 i 4 B A5 Hiix — [ .

EX 7. "5 BRT G G0 FEUE B 10 Rk ) 8, 2 4 VU2 T 5 R AL 1) 328 R AE BH DS J2 v A i UL 2 2%
PR 2T E TR — B a8 F— 5.



2886 Journal of Software #k#3 3% Vol.29, No.9, September 2018

[ — P 10 AT P45 R 00T 6 2 R IE B o i SI T REA AT, D51 O 4% M TVP-PCA Uy 48, M Bkl 7 56 1 55 T 2 i 40
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Fig.10 Process of the untrusted virtual platform remote attestation (1)

K10 AAE B RLF & R UE R R (L)

T B 1R 3 el 0 R A, R AT R A B s 2 T U A AT ) e VR R B A iR AR N T2
AT 2 1) 7 R IR R SR A 5 ) — Mk 1) AR 1] 6 AT 8, AT N & BT BE M S IR T

EX 8. HREIKARRIRIKZFEHEMN BT —A PCR Y 2 T2 {5 T4, R 2 5=

VPCR[0]==Hash(PCR[last]||INIT)

Hrp VPCRIOVETH 2 E IS R BRI 55 1 AN (8, PCRlast] )& JiE 205 A 85 1 ds 5 — AN AL INIT 2 T0 )2 1%
TIHLIAES 1 A0l & 4 1

HRAE LA b 43 b, BRAT 145 H ) — ek i 80 455 A4 ) o v, 1) 11 o,

(B A3V R IR 2 A AR B ) Sk R — AN B 45 4, B Trusted_Chain(PCR[last],INIT)# [1] FALSE, U 15 2
TIE W0 I 2 A0E B — 58 A7 7 [ — P ) 0 e 2 AR B a7 9 () 1 b 3 T A4 X — A

W3 ARG 1R 2886 1 CY L TPM, B H BRI &4 vIPM; BRI 4 2 A 93 TPM
HRRHLET VIPMA TR IRk 2 B & 1 FeE Bk # 0 BT & 2 AT R SRR & 2 1)
PCR Fi 4, 71 4 FE T I R A TUZ BN UEATHE. 2 5 BT & 1 AR B 2 10 F. Bkl 3 1 R TR 5¢ 7
B BEAZ EE WY, 9 A Th i a5 A 40 s Sk AR i L R i 1] 12 BT,
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B3k 3. {5 e E 5% Trusted_Chain(PCR[last],INIT).

i N\ :PCR[last],INIT;

71l : TRUE 8% FALSE.

1.IF (PCR[last]==NULL) OR (PCR[last]==0) THEN return FALSE END IF; //}#|W#f PCR[last]/& %%

2. 1F ((INIT in 1) AND ((INIT==I4[0]) THEN /7Bt INIT J& 45 4776 - AF T2 1 UL S (10 50 1 A4

3. {
5. Measure(PCR[last],INIT,vPCR[0],vSMLy);
6. IF (Verify(PCR[last],INIT,vPCR[0],LPCRo)==TRUE) THEN
7. {Integrity(PCR[last],INIT);
RETURN TRUE;}

8. ELSE
9. RETURN FALSE;
10. ENDIF
1. }
12. ENDIF

Fig.11 Decidability algorithm of the trusted chain

Bl 11 5 AR e Bk
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Fig.12 Process of the untrusted virtual platform remote attestation (2)
Kl 12 ARE R G e I (2)

H T B IR L AR, FRATTEE HE MAC k40 52 5 BT 1 MAC b k4 5 12, 3t 2 3 78 Jee )2 28 FIE W A
T2 AZ HAE W] P A% 35 s A0 (K MAC kil 2 75 R 7] R 40 5 7] — P 1) A& 12 7T LU H:Challenger 7E3E47 T3
JEUE WIS (R B0 VR T R A 6 12 REAT IR 2 E WY s ) e SR8 T 401 6 2, 1 B B il i 2 0. ) MAC
Huhk— g AR T8 T A0R, 152 X MAC il s 48

EX 9. MAC_Parser j& MAC Hhl fi# 7 b8 2, 3L 0% £ 7 B4 4 mac_address MAC_Parser(send,recieve), 2 1,
oR # 4 & MAC_Parser,mac_address /2 i [H] 7Y 1% of £ 75 B AN 4 A\ S 80 3L —send {38 &% 77, H = receive
REREZTT.

R LA F 53 b, BAT 145 Hh (R — P i) @) MAC stk ) e 5005, ] 13 Piow.

Bk 4. MAC Hbhik #5854 MAC_CHECK(Challenger,vmAgent,VMMService).
#ir A\:Challenger,vmAgent,VMMService;
ffirth - TRUE = FALSE.
1. IF (Challenger==NULL) AND (vmAgent==NULL) AND (VMMService==NULL) THEN
return FALSE END IF; //#|W; Challenger,vmAgent,VMMService & i k) 2%
2. IF (MAC_Parser(VMAgent,Challenger)==MAC_Parser(VMMService,Challenger))==TRUE) THEN
3. reture TRUE;
4. ELSE

5. reture FALSE;
6. END IF

Fig.13 Decidability algorithm of MAC address
13 MAC Ml e 52
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AR B 2, JRATT 2 T LA R W5 B B A L i IP ik SR BT 175 00 3, = B 455 5y T iR [T 3 —
RERIE S M2 iR i 2 8 5 R AR TR R 1P Huhk T H W AN B e i SR R SOk A
[/ — T 4.

3.4 TVP-PCAAEMAEHIEE X

AR T2 UE B 1) PO AE 40 o TR 2 F B 1R R 15 ) 0 ] — w45 ), 3N 149t TVP-PCA Uy 8 S If ml {5 )
SE S N 14 TR,
B 3% 5. TVP-PCA W] {5 i 52 57% TVP-PCA_Whole_Trusted_ CHECK(Iy,l2,PCR[last],INIT,Challenger,vmAgent,VMMService).
i N\ :11,12,PCR[last],INIT,Challenger,vmAgent,VMMService;
i 1 TRUE B FALSE.
IF (VM_Trusted(l;)==FALSE) THEN return FALSE; /3] & T5 |2 4iF W] & 145 v 15
ELSE IF (VMM_Trusted(l,)==FALSE) THEN return FALSE; //}] € J&& /ZiF B & & 7 {5
ELSE IF(Trusted_Chain(PCR[last],INIT)==FALSE) THEN return FALSE; /3] 5E [d]— 1 1) {5

ELSE IF(MAC_CHECK(Challenger,vmAgent,VMMService)==FALSE) THEN return FALSE;
ELSE reture TRUE;

agrwNE

Fig.14 Decidability algorithm of TVP-PCA
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VMMService 32 [l A 15 1IE 5, 40 7 X FR B 235 55 ] Kg s, 2 A5 Bl I, 0o 2 & 1l T 300 S AR AL 235 55 ] Ky
T TCIE IR 15 B B Ay 2%t e i & Challenger F1 VMMService (1)l {5 22 4.

(2) HABP AL

r RN it 2 — ol o A sk Oh 2k e 33 SR T O B s KT B 8, 7E TVUE S R AIE [ BEXE BRI
BB Koo 774, FRATR A 2 B0 18] A B 11 DH B, Challenger Az s B 0238 2580 Ko T ZE 1) Yoo VA K
VMAgent 2B 56 FR N3 35 4] Keo BT 75 LA Yoo 3950 1 CA 2544 28 1, v 1) N T2 i Pk 38 R0 R 48, 2Lk 7B iR 2 i 2
TATEBY BERRR N3 %5 81 Ky 107 2E, AT RIRE R A 09 2 0 ] N B0k (19 DH B3, Challenger AE Sond #45in 2 25 41
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K1 FIT 5 B/ Yoy BAK VMMService A2 6 BRI 35 25 8] Koy BT 75 B Yy $ 2 E CA & 4448 1, A A [RIBETE v
£l M1 ;55 = Challenger, VMAgent,vTPM,VMMService, TPM Fl1 CA 25 2 i) i {5 #5 & 48 5 3F 1548 42 50 25 (1),
S B B IETh g, P e N TC ikt i

(3) HAprE L.

ETHE IAIE R Bt Challenger [1] VMAgent &% {5 B LS LI Nog, VMAgent 3% [F] (145 & o0 2 20 7% Noy,
Jit LA Challenger AT LLJE b %of b Nog SR A £ A8 2 5801 6L AR, VMAgent i) vTPM & 145 )3 AL 75 LI Noo,vTPM
IR [B] (45 L AL 7 Noo, VMAgent 38 3351 bE Nop SR R A 2 S G vTPM 1] CA K415 B AL B BT Nog, CA
R[5 A AL Nog, VTPM S I 5% Lt Nog ST PR AN 2 TR0 SR 5T LALE TUZ DR B B2 w] LA J i B 119,
75 i 2 2 FE U AE R BE, Challenger [i] VMMService & %45 B A5 B Ny, VMMService & [ )45 B o 2 254
% Ny, BT LA Challenger w] PLIE I %F BB Nyg S A BRAS A2 F130E S [REE, VMMService [ TPM & %45 5 A& & I
N2, VTPM 35 1] 45 5L o 40 5% Nip, VMMService 38 i 6 HE Nyo KAl PRAS & FEAE BTPM 0] CA Ak b g
Fr LI Nyg, CA IR [ 45 JE P B AL 2 Nyg, TPM S8 3 56T EE Ny s SRAA R A2 5 500 89T ULE i J2 VIR B B T LU
I .45 b T DU R 32 A TVP-PCA J5 2 119 mT LAHT T i B 1.

(4) AR

AR J7 S KRS S — SRR T AT E R BT A 3 R A E (9 5] — 1 () L B A T A AT ) e S A
MAC Hb ik J4) 52 S A e T2 06 P2 1E AN 2 e Rl W 2 B T Al — BB sl [/ — B 4.

5 ETF XENIfEH TVP-PCA LIS [EB S Hf

%S — A 3 BTN — & %8 PC HL,CPU 2 Inter(R) Core(TM)2 Duo CPU E7500@2.93GHz,
17 4G, B RPLE HAE 2 Xen 4.1.6.1,Dom0 #:1ERSA Ubuntu 12.04.1LTS(H# 3.2.0.29),DomU #:4E RSN
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Fig.15 Architecture of experiment of trusted virtual platform remote attestation
15 AIfE AT B AR A LR S50 2R A 14

@ Javodoc %, Dodaration| B Consale 12 L% KBS 2 -r4-"8 @ Jovados | B, Declaration | B Console 5 LR 1Y tB-ri~"0

eterminateds vmagent [1ava Apphcation] C!Program Fles\ava'jdk1.7.0 40\bietjavaw exe (201689 FAR41217) clerminae > wmmservce [bava doxpfcaion] C4Proxgram Fles) a1 7.0 B0 bl rvem e (1688 FE4A127)

vmagent:start.... ymmservice:start. ...

vmagent: Initialization of vmagent vmmservice:Initialization of vmmservice

vmagent:Request cerificate of vmagent from CA vmmservice:Request cerificate of vmmservice from CA

vmagent:Resevie the cerificate of vmagent vmmservice;Resevie the cerificate of vmmservice

vmagent:Initialization is finished vmmservice:Initialization is finished

vmagent:Waitting a request of remote attestation... vmmservice:Waitting a request of remote attestation...
Fig.16 Initialization of VMAgent Fig.17 Initialization of VMMservice
16 LBLIE G 1L A7 LB ERS UAE I B A6

23

T2 ii%%U\iIEB"B’i,Challenger 1 VMAgent 38 13 28 B A AIE B RUL I T {5, 1] 18 24 Challenger iz 17 45 3L K
% 19 2§ VMAgent ia 4745 R4,

@ Javedos [ Declsration | B Cansele © ¥ He|wiBEE sR-ri-"0
- sted = Challenger Lave Apphestion] CAProgram Files\lvedh) 7.0 B0 kin jave. sxe (2016.8.0 Tt 605
Challenger:start ... =
Challenger:send YC to CA
Challenger:resevied of ¥V from Ca
Challenger:the communication key of challenger and vmagent is #*##ssssssss
Challenger:request remote attestation of wmagent
Challenger:resevied the trusted massage from vmagent
Challenger:massage include vAIK certificate . wPCRs . sigvaik(vPCRs)and vmFlag
Challenger:resevied the sigvaik(vPCRs) is

1d 76 82 26 fd ie Be 8d 8e 94 3 3e 89 12 al b8 2¢ 8¢ 93 8a
Challenger:sign vPCRs by vAIK certificate is

1d 76 82 26 fd ie @2 @d 8e 94 3 3e 89 12 al b@ 2c @c 33 @a
Challenger:the vmFlag is 1
Challenger:the vAIK certificate and vPCRs are trusted
Challenger:the trusted massage is to belong of a virtual machine
Challenger:VMMService IP of the virtual machine. 222.196.281.21
Challenger:waitting remote attestation of virtual machine manager

Fig.18 Run result of Challenger for remote attestation to VM
Bl 18 Pk L A A E SN 3 AT 25 R 1
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@ Javadoe [ Declaration | £ Conuole 17 X mpEE t D0
aterminated vmagent ava Application] C:\Program Fles\Javaljdki.7.0_80\binljsvaw.exe (2016-8-9 F7d16:42)
vmagent:resevied of ¥C from CA
vmagent:send YA to CA
vmagent:the communication key of challenger and vmagent is **#x*ssssxs
vmagent:resevied a regquest of remocte attestation from Challenger
vmagent:request the platform attestation message from vTPM
vmagent;:send the platform attestation message to Challenger
vmagent:massage include vAILK certificate . vPCRs . sigvaik(vPCRs)and vmFlag
vmagent:sigvaik(vPCRs) is

1d 76 82 26 fd ie Be &8d Be 94 f3 Ze @9 12 al b8 2c¢ @c 93 @a
vmagent:the vmFlag is 1
vmagent:remote attestation of vmagent is finished

Fig.19 Run result of VMAgent
K19 ERIFEAERHEIZE 1T 4R K
JE% S22 PR A IE i Bt Challenger F1 VMMService LLﬁCEﬂ%U\IF@ T & 1) RILAE BL2% 1 mT 45 1
20 KBk ia AT 45 R LB 21 9 AL FLAR UIF RS AT 45 R K.

@ Jaeadoe | (12 Decaration | B Conscle 51 X hilF@ ~#~ D3~ ~
<terminated> Chalienger [lava Application] CAPragram Fles\avaljci].7.0_B0Mbinjavaw.ene (2016-8-9 F417:41)
Challenger:send ¥YC1 to CA c
Challenger:resevied of ¥Ys from CA
Challenger:the communication key of challenger and vmmservice is ####téssids
Challenger:request remote attestation of vmmservice
Challenger:resevied the trusted massage from vmmservice
Challenger:massage include AIK certificate . PCRs . sigaik(PCRs)and wmFlag
Challenger:resevied the sigaik(PCRs) is

26 fd ie Be 8d Pe 94 f3 22 89 1d 76 82 12 al BB 2e Bec 93 @a
Challenger:sign PCRs by AIK certificate is

26 fd ie Be 8d Pe 94 f3 32 89 1d 76 82 12 al b8 2e Be 93 Ba
Challenger:tha ymFlag is @
Challenger:the ALK certificate and PCRs are trusted
Challenger:the trusted massage is to belong of a virtual machine manager
Challenger:the trusted wvirtual platform remote attestation of is finished
Challenger:the trusted virtual platform is trusted

Fig.20 Run result of Challenger remote attestation the virtual machine manager
K20 Bk i FEUIE RE SN L BEA% (R 3s AT 45 K

@ Javadoe | B Dedaration | D Conucle 1 g REE8E D=0
inated s ice [Java Applicaton] CAProgram Files\lavaljdkl 7.0 80\binjavaw.exe (2016-8-9 FF418:53)
vmmservice:resevied of ¥C1 from CA A

vmmservice:send Ys to CA
vemservice:the communication key of challenger and wmmseprvice is **#rssssisx
vrmservice: resevied a request of remote attestatioen from Challenger
vmmservice:request the platform attestation message from TPM
vmmservice:send the platform attestation message to Challenger
vmmservice:massage include AIK certificate . PCRs . sigaik(PCRs)and wmFlag
vmmservice:sigaik(PCRs) is

26 fd ie @e @d @e 94 f3 3e ©9 1d 76 @2 12 al b@ 2c ©c 93 @a
vmmservice:the vmFlag is @
vmmservice:remote attestation of vmmservice is finished

Fig.21 Run result of VMMservice
K21 REAHLE LS GIE R 453217 45 R ]

Challenger &3 1 VMAgent,VMMService [{ZE FEUE S, L& IRE T RN ITEY BT & 2 B E
UM BLES 1 0] {5 IEHs . 45 7, Challenger 38 i 1T 5 4] e LA @ BRI & & 5 015 . & 22 24 Challenger [ &
4R
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i Javadoc |, Declaration B console & " -’ﬂ LA S B> =0
<terminated > trustedds [Java Application] C\Frogram Files\avaljdk]. 7.0 80\bin\javaw.exe (2016-8-8 TF902:21)
Challenger:the vm is trusted

Challenger:the vmm and phsical platform is trusted
Challenger:validation of the trusted chain is true
Challenger:validation of the mac address is true
Challenger:validation of the whole trusted platform is true

Fig.22 Run result of truest decidability
K22 wfEHES R K

5.2 TVP-PCAZEBIMRES T

VIGEALIEFE VMAgent FI VMMService 435 CA &2 H HIHIEILT 0.65. 8 UM 2 U E R B3t w5 FEH)
1.6, H H A 45 SEAA ()5 B A% 38 R A o A8 LA B L B0 0E 3 1,585, vTPM 323X vPCR {E#44T vPCRExtend Fi
vPCRRead 3t 0.02s, & LM RE SUHLE B 2SI 15 - 31 HL VMMService #i ik Challenger 5 VMAgent 3455 I i i
B BT B B[] B 2D 6 2R 0 T LA 206 R T KB SN LA B 328 A UL B B AN R SO e A T 3 A ) 40 i 2 A
[, T ARGty 1.6s. 360 i, Db il 5 8047 AT A 0 5 eI 0.2s. (M bk, FH % 07 925 S BB 001 45 328 A A IE 34 75 I 1R)
0.6+1.6x2+0.1=3.95. LA T R B &5 Z3 30l 1m) 4 Ak 8 1 AT 228 R DA UE FRORE I 18138 A5 ICFE DUIE R 801 2 I ik
VMAgent F1 VMMService TFi) 4R 44, LLIR A a6 400 F 5% 2R 1 o 200 1 A T f o, Ul 2 B 3l B 3R 1
YO FE N E T AT R 4544
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Fig.23 Time of remote attestation
23 EFENERT]

6 B &

n =

ARSI T AR WS = B BE R E W T R I B R R IR Y ] A A R E W 7 R AR B FA CA
(privacy certification authority, {&#x PCA)J7 4 fll B 2% 4 iiF W (direct anonymous attestation, {iij B DAA) J5 %,
HARBEEIEH Tl {5 P4, H TCG KA ff) (Virtualized Trusted Platform Architecture Specification) 1.0
JE b A R AU & R BRI 7 AR A HEZL AR SR T M 8 T )R 1 R E R U & S AR W] SE ey
HK——TVP-PCA, 1% J7 FRTE RN b 1 & — AN TAUFACEE, 75 i S BEA8 ol 38 — A TE IR S, Bk s w7 sl
Tk TR ) DA UE A B AIE B R AN LI B8 W45 AR 5 T8 IR 2 R IR IR 45 1E I IE AT T B & B R UL B 2% mT
5, 002 RS 2 R W 5 A R 1 AR T HE A B PP & 1 TS S A 250 ok T 00k WY R J22 UE B 1) [ 44 ) A
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