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Abstract: Today’s software is required to be more trustworthy due to its ever more important role in the society. However there is still
lack of systematic and objective criteria for the evaluation of software trustworthiness. Existing research focuses on how to get the
evidence, with the assumption that system is more trustworthy if the evidence is obtained from a third party test, or from the feedback of
past users. Although such study contributes to the objectivity of trustworthiness, the process-oriented nature of system trust is not well
addressed. In this case, the sufficiency and necessity of software process related evidence, as well as the coverage ratio of the necessary

development process, are critical. This paper attempts to establish the confidence of software product from the trustworthiness of
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development process. Based on the software development process, software trustworthiness is determined by three aspects: process entity,

behavior and products. A software process trustworthiness model is proposed that includes 37 trustworthiness principles, 182 process

entities and behaviors evidences, and 108 artifacts evidences. Based on this model, an evaluation method for process trustworthiness is

also developed.

Key words: software trustworthiness; process trustworthiness; software artifacts trustworthiness

1
NSA)
TSM 44
3 H
1
2
37
5
7
2
;Parnas[g]
(CC)[9]
3
44

(software trustworthiness)

(TCSEC)!!

s

44

[2-4]

(National Security Agency,

36

(TSM)Z TSM

5

TSM

© hRBIEB IR

http:// Www. jos. org. cn



1715

, 863 . ) 13
, (high confidence) ,
[10]
s Tan'!!
[12]
[13]
,cMMI™  SEE-cMM!'Y ISO 90011 9126(!7 ,
, ) ,CMMI
, 4 22
IS0 9001 s IS0 9126
, 6
2005 ,
, 36
, 182 ;1 , 108

3

1. SPTModel=(TPSet,Satisfied,Required-Level), TPSet={TP;,TP,,...,TP3;}.

TP s .Required-Level

.Satisfied Required-Level ,True ,False
b 5 b b
6 b
1
2. TP=(ESet,Phase,ProcessArea,S-Level),ESet={Evident,Evident,,...,Evident,}.
,ESet . 4 .S-Level
.Phase .Phase e {Environment,Requirement,Designing,Coding, Testing,Life

cycle}.

© TEBREEEEIEDT  htp/ www. jos. org. cn



Journal of Software

1716

Environment

5

Vol.28, No.7, July 2017

- L S ot ;Requirement  De-
T | | F:r.*FTJl | i ETE | T _ _
P signing Coding Testing
A iLfe A
it i i1 L2 :
] ] I ;Life cycle
..u.......;u...u.......l....u.........t...u.........;....u........... snoll
| |
Fig.1 Software process trustworthiness principles and guarantee goals
1 b
ProcessAreac {Softwar
e development support,Documentation,V&V,Management, Traceability,Entities security}.
Software development support 2 s
;Documentation s V&V
;Management ,
;Traceability s
;Entities security s
37 , 1 , . 36
6 2
EX WH R Wit WLE Wit I Fid
/L r&ML o
ELEAN T
PRITES —e ;‘ B 4
W] fitd. ARRe
A A
T itk
B o e MER
AT b ikt HE Bk 5 5 B #
Al
i Fel il i
af 35 TR T | i | W e [ i 1
PRI T I B e i
PN T LI L 6 4B L 3
TR XA
LFE RRTEE | EioErE | EETRNE | MR 4
b AL eriliFiE A
R | EteeEns i”.” . | O Wk B
[EFi A LT BAIESIE |BiERiE
il 7 3 E] [ ] 4 n

Fig.2 Classifying organization view of trustworthiness principles
2

© RS EETT

http:// Www. jos. org. cn



31

1)

):(2)

2)

(&)

3)

“4)

4)

5)

5(2)
(4
CASE

);(3) High(

);(5) Extra High(

)’
Very High.
JHE))
2 9
CASE
CASE
CASE
2 9
CASE
3(2)
/
2 b
» , )
1

s

i(5)

1717

13 )
>

:(1) Low( );(2) Normal(
);(4) Very High(

Normal 3 High , 4
31 |
),
3
(1) CASE
;(3) CASE ,
()
:3) / :
, 2 2 1

© TEBREEEEIEDT  htp/ www. jos. org. cn



1718 Journal of Software

), 3D«
3):03) ( =4)”, , 2 3
3
3.2
4 ,
4
1)
, 3 :(1) Low( 3
(2) Normal( >
)”, , 2
3
2
R 3 :(1) Low(
):(2) Normal( );(3) High(
)2 , 2
3
3)
);(2) Normal(
(3) High( ),
2 , 3 3
(C))
);(2) Normal(
) )”, | 2
3 3
3.3
B 8 s

© PEBEEG T

Vol.28, No.7, July 2017

<32 ( =
2 , 4 5
)
);(3) High(
s 3 3
, 3 3
:(1) Low(
)
s 2
:(1) Low(

);(3) High(

2

http:// Www. jos. org. cn



1719

(&)
2 : )
3) ,

;(4)

4 );(2) Low( 4 );(3) Normal( 1 );(4) High( 2 );(5) Very High( 3
High( 4 ), , 2 3 , 3 3

12 ( 53)

3.4

1) : , ,

© hRBIEB IR

:(1) Very Low(
);(6) Extra

http:// Www. jos. org. cn



1720 Journal of Software Vol.28, No.7, July 2017

3 3 1
() 5 ,
. 9’
« , 2
1.
. b
13 ’7’ R 2 2 1
. bl bl
s (3 57’ R 2
2 1
. bl
, 2 2 1
[ ]
13 ,7’ R 2 2 1
35
4 , 4
(1
’9, 13 :(1 )
, , ;(2)
, , ;3)
9’ 9’ ,,’ 9’ 2 3
2 , 4 5 3
)
, 2 2 1
(3)
« e ’ ) )
1.
4)
« ’ ) )
1.
3.6

© TEBREEEEIEDT  htp/ www. jos. org. cn



1721

b bl b 4
; 2 2 1
[ ’7, (13 ”, N 2
1.
(13 5’, (13 ( )
, 3« %2 ( %3 (
, 2 2 , 3 3
(1) 3(2) ;3)
; 2 1 , 3 2
4 4 3
, ) 1
(TP) R Table 1 Evidence architecture of
. trustworthiness principle
1 1

(TP)

[T N VA )

2.1
3.1
4.1
5.1

2.2...
3.2...
4.2...
52...

Table 2 Trustworthiness principle example of “Verification for Formal Design”

2

21
2.
23
2.4
2.5
2.6

4.1
4.2

© hRBIEB IR

http:// Www. jos. org. cn



1722 Journal of Software Vol.28, No.7, July 2017

(evident) . ) >

> H

3. Evident=(Metric,T-Level Evident-Type).

s b} s s

36 ; , , , 37
Evident-Type e {Process-Evident,Artifact-Evident}, , Metric ,T-Level
, 1 5 5
4.1
Process-Evident s .
4. Metric=(MName,Lower-Limit,Upper-Limit,Performance),MName ,Lower-Limit
, 1, Lower-Limit.Upper-Limit
,Performance R Lower-Limit  Upper-Limit
182 , , 3 4.
:“ 5 () (
):(2) ( , ; ):(3) ( , , ):(4) ( ,
L, %(5)  ( 3, )" 5.
Table 3 Process evidences grade distribution Table 4 Process evidences grade distribution
according to the development phase according to the process area
3 4
TP
Q 1 2 3 4 5 1 2 3 4 5
7 0 25 3 0 0 28 4 0 18 0 0 0 18
5 0 24 1 1 0 26 8 0 34 9 0 0 43
5 0 25 0 2 0 27 8 0 39 2 0 0 41
6 0 23 0 0 2 25 4 0 29 0 0 0 29
4 0 21 7 0 0 28 8 0 33 0 3 1 37
9 0 48 0 0 0 48 4 0 13 0 0 1 14
36 0 166 11 3 2 182 36 0 166 11 3 2 182
, 2, 3, ; 5,
Table 5 Five levels of trustworthiness requirements of “People’s Proficiency in Testing Tools”
5 3 2 5
1 2 3 4 5
0 3 4 4 5
4.2
37 e ) 108 ,
5. Metric=(MName,Attribute,Applied-Level,Performance), MName LAttribute
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, 2.
S-Level, ,TP.ESet
TP , ,
, Evident.T-Level  Evident.Metric.Upper-Limit
1.
INPUT:
TP.ESet; // TP
OUTPUT:
S-Level; //
BODY:
1: S-Level=1
2: IF 2
3: Evident;.T.Level=2
4: THEN S-Level=2
5: IF 2+3
6: Evident;.T.Level=3 or Evident;. T-Level=Evident.Metric.Upper-Limit
7: THEN S-Level=3
8: /I3 2
9: IF 2+3+4
10: Evident;.T.Level=4 or Evident;.T-Level=Evident.Metric.Upper-Limit
11: THEN S-Level=4
12: Il 4 2 3
13: IF 2+3+4+5
14: Evident;.T.Level=5 or Evident;. T-Level=Evident.Metric.Upper-Limit
15: THEN S-Level=5
16: /I 5 2 3 4
8 TPys
Table 8 Rating results of eight trustworthiness evidences of TPy
8 TPy 8
TP Lower-Limit Upper-Limit Performance | T-Level | S-Level
2.1 2 4 4 4
2.2 2 5 5 5
2.3 2 5 5 5
) 2.4 2 5 2 2
TP.s: 2.5 ) 3 ) )
26 2 5 2 2 ’
3 N _ _ - _
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5 _ _ _ - _
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