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Meet-in-the-Middle Attack on TWINE Block Cipher

WANG Yan-Feng'?, WU Wen-Ling'

!(Trusted Computing and Information Assurance Laboratory, Institute of Software, The Chinese Academy of Sciences, Beijing 100190,
China)
%(Graduate University, The Chinese Academy of Sciences, Beijing 100049, China)

Abstract:  This paper presents a general structure of meet-in-the-middle attack by combing the advantages of Biclique and three sub-set
meet-in- the-middle. Compared with the Biclique cryptanalysis proposed in Asiacrypt 2011, this attack model is more reasonable to be
regarded as the security of one block cipher against meet-in-the-middle attack. Moreover, the study evaluates the security of TWINE
against meet-in-the- middle attack and gives attacks on 18-round TWINE-80 and 22-round TWINE-128. Meanwhile, the data complexities
of these attacks are the least among the precious attacks on TWINE.

Key words: block cipher; TWINE; meet-in-the-middle; Biclique; data complexity

w1 AF 8 Beedi 5 0 5L i Diffie A1 Hellman $2 1M, 2 JE #32 NH T Hash 58 801 2% 45 VE 23 Wi Aoki [
Sasaki i fili% /7 ik T 56T AES 579410 Hash 2 300 55 20k, 9 13 3 Whirlpool 5327 LR 6 2 4h, 1% 43
W7 Ik T MDS B Tiger 5L 456 A IR Bk B4 SHA-1 & SHA-2 530 5 o 1 S5 M e BOT A K
SHA-2 (¥ At 38 Beedi 7% 23 B 75 148 20 H1 Hash B8 300t B rp, 2001 A LB T 4% Bl 20 B 09, bl B oA
W1 S5 F BT LA R 43 DT B A8 3T 45 5k AR 22 B0t 2 43 Wiy 25 05 2% 5 10 I T 891 43 4 3 0 £ 2 4 v 43 A v 1190,
IR T = AR RS S

A ) A A A T R T S R B 1 5 4 v R PR A B T LA B S e S T A B AR R DL
B30 R TV S A B (R B P A (0 v S R R AN A 6 A 0 3 % M B ik, Mo 3 T UL T

« LS TH BRI IR & FE T RI(973)(2013CB338002); [H 5 [ 4R B2 3 4261272476, 61232009, 61202420)
WCRE IR ) 2013-09-02; & Ui A): 2014-10-23; 5 Fa i [a]: 2014-12-18
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W I 18] Tk B AR R R IR TR E IR T KATAN RS A5 1 X0 77 2. 0041, Hash 58 093 #7 H
(R U6 45 KB 15 LA B 358 43 DG TG 5 175 [ B 1 LA Y T 43 20 85 0 530 0 20 A v — Tl 02 I8 Y PO 0 8 85 R e ok
Biclique. % %2 557 [ Biclique 2 HT°Kf Biclique 146 45 44 55 vh IR B AR 45 & 45 T 436 AES Sk 1 Bodi 45 02
E 32, 2% B0t 7 30 AE HR TR AR B R S AR 3 ) T 4 B s ) i B B TR A7 i T R R 0 3 TR S A7 i 3
TS AR, A 3 B R A S R T A B A ik o R AN () B S 4, DA LA BB T 5 28 B 1 B
X % AE W SCHR[ 13190 T 5 Biclique 43 M 7 ¥ T LG A & — R ind 5 1 55 28 Mo v] D4 AT B v i 4
T E AT N 7] 52 2% g A T 55 28 ik, 40 Present!' ™, LED, mCrypton!'>, LBlock!®). Kl 1t ¥ Biclique 43 7 0 45
VN ST AP AR Bk ) 2 A R VP Al 45 SR A AL,

Sy T 3BT A A AR I I ) 95 B S IS T A SO Biclique MIUA G5 M H 4 S BRVE I = 45 R R AH G R R 5
G 28R, 5 I S I 55 28 07 A L 4 B 07 1R B R B D AR L DT TR R VT AR 45 AR S SR B (Rl A
B I RE ) S A Uk 7 640 Biclique 455 = F A TLEL A &I S A4 H T 14 %21 Piccolo-80
Wt U R % Mo i FE R 1 Biclique A7 o 1) 47 B DR ik 5 S50 AN T et R 7 A D A (1 i B, o
D R SO ST B A T RE S I SR DL R AR TR AR SCHR ) R AR D792 K Biclique WIAR S5 M # L AR Y
B ST, LA ) B R B 5 A

TWINE Sk — i B 2 3 413 0 503, 2L LK BE ) 64bit, 35 4H K J8E T LA 80bit B A% 128bit. B it
SCRS H S R B U I B B R 23 8 TWINE-80 HIAN 1] B 2540 /0 M LA & 24 #2 () TWINE-128 HAR A fE 2
A3 3K B8 A B T B B i TR 2%0 L L B TR Biclique 20T AT A4S H 4% TWINE 5230 /) 53 4% 3
T 95 28 Tt 1) 4 SO B0 A2 2 80 20 B3 B B S Hl T AR AR 2 LR 1A B IR B8 v A/ (B 2 ST
DAAE 2020 B b AR Bl i R B0k 4 2 e vE A SO Biclique WAL S = FAETAIMEANS &4 1T 18
1) TWINE-80 LA K 22 %) TWINE-128 {1t v 7] A58 Sty Bt 1 ol 7 B 1038 6 W 25 SCRE 4 oA 20 fn 220X
SEBLAT IR TWINE S92 30k v S B dse /b (i et 45 21

1 TWINE EEE 0

BRI %S TWINE Sk kK RIE 2012 4F SAC 2 A H KB 64bit, 1K fF v LLJE 80bit By,
128bit. HR 4 48 B B AN |, 55952 Bilic 8 TWINE-80 LA Kz TWINE-128. 1 TH fi B/ 48 590 (1) Jin s ol 78 DA 2 %
B g HE B
1.1 mnEidiE

TWINE H¥RH 16 733 1) X Feistel S50, P HKE T, FEIERBEIS N 36 fo LR RS 3
FhERAE RN, 4bit () S &R DL KX 2k B e PRI FR WP 1 BTR, R RS T AR R By 4bit (1)
TG BRI S S E s B 5 A B AR TE 5, BT LUK AR T PRI S & AR e,

Fig.1 Round function of TWINE
1 TWINE 53A ¥4 o

1.2 FHRAEEZE

P 1AL A AR 320t (R T . IR B K L5 A 416 T 0
o
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1.2.1  TWINE-80 )% 51 4 HE 57
H 80bit 1Y E# ] K LA 4bit 4 HA7 53 2 20 B iE AR Jn ke £ 8 MR 32bit) M HE 7 8 U] RK IR AN #
LR, AR AR SRR
Ko 1 K ][ Kyg [ Ky = K
RK} < K,RK| < K,,RK, < K,,RK; < K,RK, < K,;,RK} < K,,,RK} < K,5,RK} < K,
RK (5, < RK, || RK} ||...|| RK || RK;
for i< 2to36
K, < K, ®S(K,)
K, < K, ®S(K,)
K, < K,®0||CON;;'
K,y < K, ®0| CON!™
temp, < K ,temp, < K, ,temp, < K, ,temp; < K,
for j«<0to3
ij <«— Kj*4+4’Kj*4+l <« Kj*4+5
K/*4+2 <« K/'*4+67K/'*4+3 <« K/*4+7
K\, < temp,K,, < temp,,K s < temp;,K,, < temp,
RK, « K|,RK| « K,,RK} < K,,RK} « K¢,RK; « K ;,RK! < K,,,RK, < K5, RK} « K,
RK(5;) < RK{ || RK] ||...|| RK || RK;
RK 3056, < RK (5 || RK ) ||| RKT || RKT
1.2.2  TWINE-128 [ % g5 1%
H 128bit (%P K 3o 32 B kAT B 5 REF0 b £ 32bit 1F 4 AH R #& 1a BH, B AR AR BB R QT
Ky [[ Kyl M1 Ky [ K3y = K
RK, < K,,RK| < K,,RK) < K,,RK} < K,5,RK} < K,;,RK} <~ K ¢, RK} < K,¢,RK} < K,
for i < 21t036
K, < K, ®S(K,)
K, < K, ®S(K,)
K23 A K23 @ S(K30)
K, < K,®0| CON};'
K, < K, ®0| CON;™"
temp, < K, ,temp, < K,,temp, < K, ,temp; <~ K,
for j<0to6
Kj*4 <« K}/’*4+4’Kj*4+1 <« Kj*4+5
Kigr Ky K jugr3 < Ky
K, < temp,K,, < temp,, K, < temp,,K,, < temp,
RK{ < K,,RK| < Ky,RK} < K,,,RK} < K s,RK}, « K,;,RK} « K, RK{ ,, < K, RK} < Ky,
RK(isz) <_RKi I RK’ II...l RKI I RKi
RK 056, < RK () || RK sy, .|| RK(S) || RK (S,

2 FEMRIBKHHESS

AR AEH] E@%‘Eﬂ?i‘ﬁﬁﬁlﬂiﬁ%#% Biclique ¥4 45 #4 55 =y~ 4 v [ A3 AR 45 65 1 1) A7 oF 45 2198 53
U/ PSE A 2 1A, 0 7 0 e R 5 U P SR 30 9 8 1 80 080, I T ke B 90 L T 95 28 I el Uy 36 R S0 AR E)
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(KT 50 O 1)) I R 30 o 7 PR S22 8 T i O i) PR SR R 5 M PR T K.
SR 2 e ) A T 6 EL AR BGRAR K E 2 PR i AR A

Jin% Oracle
Kliyj] K[?,j]
Py
P;
Pa, Biclique Sy s 43 UL Gy

Fig.2 General structure of meet-in-the-middle attack
2 PR A B R HESE
o 1 BB AR B
LKk ECER R 3% 5900 0 3 %
N AAy—

Y,

%Ujj AOaA *D AZ:

2. 37 Ao WA T g M, ML B L A4, KA H % H K[ j1PRE R A1=i,4,7:

2.1 %57 Biclique i 7%:

I EEW] S Py E5EH KTO, OJFJJHW%J So [PI1H;

2687

e FH LR B A8 A Ao, BT 71 FE RS ) b 72 1 Hp 37 LR
B TE T A1,4, R —REI, IR A (= dal=d 1 ijje (0,1} FRIREE D 41,4, TII#%

IL  7E%4H K[0/] NN Po 33 S; (ME; S5 2D 3R TAH LG, 1K 2 264 A4, TR BRI — & 25 i e R s 1

I 7E% 8 K[i,0] TR So 193 P, R {H; ‘ﬁfﬂﬂ%l)rﬁtt AR A TR — 4 2 AR R A%

IV, U0 4% 2 3 B A2 AT A IR I 2 ek 4L, W) R B 8 37 Biicliquee 485 K40 BITAT 35 1) e {0,117,
i’]ﬁP KTi,j] S;

2.2 5y VU R

Lo 3l S fEARR Ay (R 1T o A B UL AL A w BIELIFRE (S DRAF 2R 1

I i) % Oracle, 33 P, XN H)% 30 CLbf 4 — A CLIERHN 4, KITE B R, 10 5 H A 2] v

(MELAESR 1 AP RIS AT w=v DRG0 SRAT, UK X I 19 () FE DA Aok 28 5 .

Table 1 Key schedule of TWINE-80 influenced by neutral bits

F 1 PALHEERT TWINE-80 25 5H 2 HE 5 (1) 52 1)
ok 55 8 Kt Ky ik 5 8 4 K, TSIk
RKy, RK, RK, RK; RK, RKs RK¢ RK; | RKy RK, RK, RK; RK,; RKs RK¢ RK;
0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 0 0
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0
3 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0
6 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
8 0 1 0 0 0 0 0 0 1 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 1
11 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
12 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1
13 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
14 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0
15 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 1
16 0 0 0 0 0 0 0 0 0 0 1 0 0 0 1 1
17 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 1
o 2 BB B B
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A B TR B A B S ke, 5 3 D LA 8 04 B Sy b, ) PR R AR 45 TR 2 A7 3 B A AN SOk 2 A B
SR R ) 255 S0 6 T A 25 L 5 M T 0 P 5 A

o 3B AL,

1 B SR,

Bk i P B0 B 52 4 Ik T Biclique 37 3o P e 25 0 1 8 W S8 L B UG, 7 A VR B R LR
T 7L 5 ) 25 3 e 55 e A 0 WD SC AR PR 355 B LL A B0 s T 48 AN Tl i 0 B 52 20 38 9% e Bt 420 22 U W) S A3 iR
B 5A m, ) B T PR K 5 A B A 27 A B ] %5 3.

2. ISR

AN T FTINT 19 52 2% FEE 2 3 23 T 34« s R Y 5 i A L 5 55 450 B B A I ) 2 2

e 1) AL B B B 49 Sk 2 57 Biclique L% 543 FERC A % Biclique BT 4680k Ry 56,51 10 ¥ 43 VE AL S8 50
Ry 56, J55 FORB AP UCRCEEHOA Rpger 565101 4F — 35445 4 Biclique  FiIEE Sk A5 o A FH 0 7 140 6 6 35 1 2 45 Bk
8 T B ) VS5 50 S A PR ) Al A P 3 3, R 38 20 ) S S AR A PRI R AR S 2R, AN 5 T 10 34
DCRE i 3t ST A o 68 29 ANIRES S T BT V55 T Ry, 58 B30 30040 DT BB A0 3, J5 10 946 43 UG Wik st o, 29 A 1 S
C BT Ryger Ho45 B35 DL HC L BRLIL, 5 96 43 RO IR T) S 28 BE R 29(R 0+ Ry 56 V1 5. LA 4256 0 0 35 1
AR A L, A B AR A o ) A A i 1 52 2 P

2% (Ry+ Ryt Roaet) (Ryt R+ Roact) =2

XA RS B B 20 A B AR A A, TR b, P i) AR A B G T ) 5 2 B R s R i 2V

BEEF 538 I K A FET A R0 B0 85 SO0 0% 32 B AR AT 0 0 F 0 7 B 5 A T 0 B X B B A I 1) A
Z P 1 S v 1) LA B 0 4% £ 1% i 25 1 Ak 240,

DRI, 30/ 180 o 3o R 10 B 500 2 2 JBE g € = 240 4 240 [ g A 5 5 9 LU B b ST LU B 2 ) S R R
Je=| Ao 2, LI, 24 d>1 16 ML ek 7 v LE 95 48 ek A

3. AR

TR R b T AR I3 20 Sh 2 1 P B S 24kl = od A p Hody

3 TWINE &EZ8y9 BN &I iE

3.1 TWINE-80% X918 K Fidig

AR F PR I H A, o A B R ARG ] 17 5608 T8 3 B K I Bk S 8 AT TR 3 5
IEACTE B R AREUE 8 & T B P (25 PP I & H F5,2L 20 A7 Bt 80bit 12 £A(5 B AR L AL Al EL 45 1 18
A5 1) TWINE-80 Sy 1) v [R) AH 18 Mot 4 TR % T 2 R ks U, BT T 8 i 17 D Tl P2 19 wp 7 Bl RE A, (13 BR AL
BN 8 BEMN EEH T 3 ACTHEN 0 FFLh) 2 EH 4 He AH R b, 57 1) A2 Sz s 4, 03 1 N4
Iy H.
3.1 T PR B B R HE VR I R

HR 5 TWINE-80 503k 1) 25 £H g HE U 2,46 45 50 15 K 25 25 B0 LUARR IR0 55 2 1, 010 190 i3 1 40 3 1 55045 0, AR 265 0 4~
17 0% 18 )M T H NI 1,38 0 R N 3 5 820 LA 5w, 1 R & Bl v %
I A i A A= AR .
3.1.2 5% Biclique {157

T BB B 52 5% P FRATT B 8 Py 4 0 bhdRe B SC B AR g r i FR ] 3 TR N Py £33 S; IIME,
SEEAH A, TR — 4 20 AR AR I 12, W0 B 3 b o b i 2 S, 15 21 P, (WA, 2 250 A VS BRIN — 4 22 0 A6 4%
1, N 3 R FR. G WAE AL 3 BRI B AR BT MRS S B A X FEBRATT R AL T 5 AR 1
Biclique &4, B1AERIY i,je {0,134 XA 5 MEid B v e P 1 SC IR Bt P 77 AN Bt i v (1) B
SARFE B 3 T A B SORE IR 4 0. A R A 0,1,3,11 3t 4 AU B W Bk g R o 7 2K R
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SCAEILAR 12 A AL E I S Py WA, 4 0; 30— 0 M, 2 FE 1 UM B E £ 0 26

PU K10,/] ;Sj

x [o], [zl [Bllsl, [BJlel, [7J[8]x [9]M0, [U(2, [13/014,
&SP® s ® s @{sP® @{se @se ©@{se ©e{she
[0] [s]fe]  [71[8]  EAO

X M B0 [O0) OB [0, [0 ME), §E, D
S{S® S [o{S® s s {5 @ d @ ®
[0] Ei B 7 [ERRET

x [, 20, @B o), [+ E, 1903, 4[5, [0,
s resh® {s~e s {se @{se s @lsee
[0] f«] Hb [JH E

x [ [Py, [JB;, IR, [T, ony, 48, B3,
& SH® S @S @SP® @S¢ @S ©@{SPe eS¢
o] Wk [(E HE ®EBE [P R E

x M, 20, @3, e, Bd, 9B, 48, 3B, B
&SP [ Sh® [ Sh® SHe [{SPe [@SPe e{SPe  [S{SPe
0 i [2] Bl (4] [5][¢] 718 g NE [E4 M

YO0 ZO OH OB FH OE @5 OE B

P K[i,0] S

i 0

W, WD), B, D, 0, 00, WD, 66,
e{S® s [ s [{s® EsP® @S e{se [e{she
o [ s]le] [7J[8] [9JD9
X[ 20 [elBle  OI[9)x [4][7]x [00[13)x [4[5]x [8]15
&SP sh® @S9 @sP®  @sP® s s [eshe
[0] [s]fe]  [7](8] [9][g
x e [2)0e[elf3lx [of[o)x M[7)x [0[3x [4[s]x [8](5
&IS>® HS® @S9 S S @S9 S [©S®
[0] [s]fe]  [7][8] [9][g
X[ 200, [6][3]x [0J[9)x [41[7]x (O[3, (4[5, [8][3,
e SPP esh® e s® @s® s @sPe s [eshe
[0] [s]fe]  [7][8]  [9][g
X[, D0, @6, 06, @0, 05, @5, BiE; @
&sP® HSP® s ©HSH® ©@HsP® s @{sPe es®
[0] [s]le] [7](8]  [9]fo)

x 1] [eJ3]  [0][9]

Fig.3 Construction of 5-round Biclique in TWINE-80
3 TWINE-80 11 5 % Biclique f{J gL

3.1.3 13 F b (Al AR R

1E Biclique #E7 M Th 2 Ji, AT FFREAT 38 43 U T 1) 2ok R VT e A B IR PEAE S 10 83N NES 12 A5, AT
S TR0 4 S T B 4 UG PR B ), 8 e 2 5 A7 UG i R M)k 1 326 25 4.

o TSR

AR R W B 4 F PR B R4 RO § R A IS TR TR S 3000 2R A b [ERRAS A7 B b b R %, TS T
P u(E 10 BRI 12 AL E BT EAR R i 555> BT RIS w0 A, T BRI el B i TR0 4 2% R, T
AT (8 B R 45 2035 43 DC Ay B PR L R TR A 12 4 S &

I =pu

ARV R 4 T s B2 @O 32 R j oA 505 300 A S0 b R A AL B IR 0] 40, U ECAT B v
10 BT 12 DEHALE)V T EASZ j 31053 290 2 28U, o5 ] b 3 A 30y B e 45 8 v (194, 3

B 214 S &
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:
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Fig.4 Partial matching computation of TWINE-80
Kl 4 TWINE-80 {43 VL fC i 72
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3.4 HIRESHT
1. M2 57 Biclique R wh @ T AN Tl (0 55000 52 2% B, 75 382 210 Sk % WA 5 SOk
2. IR A e o T I T) 52 2 B ) o SRR OB B A0 B, FRAT R AR Bt AR D e /N TSR B G, E R Bk )
5T 2 g 272[2“(12+4)+40+24(12+27)
18x8
3. AFfik: FUELAE il o ) I R A 45 LB RT, T LA Hash {528 51 3% 21, I A7 6% 24 A 4bit 5 5.
3.2 TWINE-128E £ ay22 0 I 731 12

A, AT AR IS 8 81BN 128bit /R TS H bR, 25 22 $81K) TWINE-128 3 v (] AH 38 2
&5 R W UCEC L FE (9 P L LU A4, MG ERAL BN S 8 S0 N B H NN S 22 AN 4H 43 P AH B 1, 1y 1m 3o 7
TR S EOEE Ay B 24 N S B
3.2.1 T LR B B R HE VR IR R

FEHE TWINE-128 505 025 1 4 HE 550025, 10 0] 5 ) v S A5 00 NS 0 #8~28 21 $2.(3% 22 #8) W %e T B P Vs R
A L3R 2,50 71,0 FamAH WY, = 26 A4 0 TL A S, 1 37 23 R I 2 81 1 738 4l i R A= AR 4.

]+ 270 =27 (] 18 % TWINE-80 hn a5 it #42;

Table 2 Key schedule of TWINE-128 influenced by neutral bits
%2 AL TWINE-128 %5 89 HE 51 5%

R 5 8 Ko WE IR 5 8 Koy VK
RKy RK, RK, RK; RKy RKs RKs; RK; | RKh RK, RK, RK; RKs; RKs RK¢ RK;
0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
5 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
8 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
9 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
11 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0
12 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
13 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
14 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
15 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
16 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 0
17 0 0 0 0 1 0 0 0 0 0 0 0 0 0 1 1
18 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
19 0 0 0 0 0 0 0 0 0 1 1 1 0 0 0 0
20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
21 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 0

3.2.2 7% Biclique &7

75T Biclique 3E 25 TWINE-80 SEJS L 640F 8] 5 B R P4 22 B AR Ve AR AS 1) S 0 23, ) ]
JR AL 7 F 1 Biclique 4544,

WS TR SCIRAS U 13,14,15 35 3 AN FHuf B G K IR B Bt 7 B A SR LR 13 AT 5 Py
PRI 7], 29 A 0. A1, 48 A WA ok ol R v 7 T £ 30 30 11 5 S ANk 212

© EEEES

BEFRIFSERT  https/ www. jos. org. cn




2692

3

<

2

e

>,

et

>,

3

s

2

S

>,

it

>,

e

%

Journal of Software #AF5 3Rk Vol.26, No.10, October 2015

P, K04 o g

j
&{S® S0 @sP® @S| {se @S @S @{s®
o] D) Bl e s e [l sl )
[12]

k n
SH{S>® [@S]|>P [O{sP® {S® [@]SPP [@{S®
L1 KR E e E1 1 K1 R 1 R KA1 R CH T 1]
0], RIM, ], IR, EE, M@, 5
SH{s>® [Ds>P [Bls® [B{s P [Ss>PD [ES{s®
o] MR BE B HEE @

0], RImE, 6], o6, D, mn, EE), (s
OS> HSPO S|P s [©{sP® [S{s® s
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Fig.5 Construction of 7-round Biclique in TWINE-128
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