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Abstract:  Privacy-Preserving data publishing has attracted considerable research interest over the past few years.
The principle difference of clustering and obfuscating burdens the trade-off between clustering utility maintaining
and privacy protection. Most of existing methods such as adopting strategies of distance-preservation, or
distribution-preservation, cannot accommodate both clustering utility and privacy security of the data. As a trade-off,
a neighborhood-preservation based perturbing algorithm VecREP (vector equivalent replacing based perturbing
method) is proposed, which realizes good clustering utility by maintaining the nearest neighborhood for each data
point. The definition of a safe neighborhood is introduced to stabilize the composition of the nearest neighborhood.
The equivalent replacing arc is generated to realize distribution stability of nearest neighborhood leveraging vector
offset and composition. For each data point, VecREP randomly chooses a point on its equivalent replacing arc inside
corresponding safe neighborhood to make substitution. The algorithm is compared with existing methods such as
RBT, TDR, Camp-crest and NeNDS. Experimental results demonstrate that VecREP competes in performance with
RBT on maintaining clustering quality and, outperforms the other. It can avoid a reversible attack effectively and
compared to the existing solution, ARMM has a shorter handover delay and a smaller location update and delivery
cost.
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Camp-crest #= NeNDS H ik #AT 5236 b 2R, 45 R & 9 :VecREP Hik L 5ARSERL A A % RBT #0449 J 35T 1 4k
F A A H R R BT I HAE R R AT R LB B L 4 T A B G SAB BaAMR P s A

KBRIA:  TRAMRY B A A TR R AR I B ALK AR

hE%SZES: TP309 SCERFRIZED: A

Bt o7 D 45« 0 A i A T R e e 000 2 v A7 i T Bt S e S K AR A2 e L o — R 2
DRI ORI T o A5 4 K3t e A B A AT 40 o B RA S 8 H 2 D W L AT $2 48 s o T R A IR 3 7
T E 3 ) 75 S AR e ) . e A R B0 A A (R B B R A0 2 5 Bl T T P 1) S SR AT 9 R 2 KR
FEIRWF TR — S FEELH I TR G5 5 B o0 A B B 2 5 A1 55 25 VI AH DG, T 540 B ol 3k AN 7R £ 4 1) 18
A0S IR B RA DR3P 1K PG CSUAR 25 5 7 | 2 00 40 A B 28 R iE K e, AT 52 B0 A J s TR 2l P 22 VT 19
/b HUTHT 17 SR A e 7 3257 3 AR B R S A 3 2 UL IR 5000 S IS AT P k3K 4 5 9 A7 A LU 1) A

© R B B T B AT W B A DG T 9 9 5 240 R (B 5 D% 2R AN o i — L P9 2R 40, 3 il R 24

WA ) 5 ) SR AR 5 0030 4 A 0, 5 S5 KRB v 1 R FA DR3P 2 A M LA
@ 43 A B AN B B A AR AE 1 4, [R) IN H AS 35 FH 40 A 555 10 500 4R R R B0H ) SR 2R Ak
)3T P 5 5

Bl o DA b B P A 1 R S R A B TR, AR A A0 I8¢ R AR e A H bR 35T i RSN B
I3 5h 77 ¥ VecREP(vector equivalent replacing based perturbing method). S £ {5 37 34 15 A 1 1) 1N, 55 - b A
R J5 A 0 OC T BB AR R 4 A R AE AR 2.

1 #HxIE

HOHE SR RS R A B R KR e A E ) oy BB
(1) T-% 45 Jk 2L (distorting) 352 A 3B i $t 5 (perturbation) 5 74 $ 35 S35 FA 41 57 7] I 4 427 35 46 55 478
B v (B 0 B T M R ) AN AR . PHZE . AT B AR R A
(2)  FEF PRI AR A B A T B R FH BH B 44 07 v, — B G 30 (suppressing) #1124k (generalization) #: 1,
RIVAN 2 A1 % A0 00 sl o) 2500 MEAT SE ARG . i B AR,

5T R A AT PR Bk 59 A A R 0l 22 S, 38 T A A 00 22 S RO 55 0 8000 I 48 dan o B o ) A
T HHE 2R LR B A R T 6 AR S8 VR AE AN AN AR 1) 2 R AT 4R THT 1) SR A 10 5090 Bk T 28 13 3 W 50 3 1)
e B0 SRS Pl AR PR AR S (R P 3h 7 vk RBT 3 e 5 i s 1 W9 19 0 201, A A 4L A iy A 440 3R 11 i
PR I, S IO DR B (BB 4 O A0 B e ) ml e AL £ e o (BB HE 4 O B 4 4E). SCHR [6] 48 H NeNDS 035 G 2548 4 o
T, B D (5 S ) A S, B v 55 T4 17 19 500 AT e 5% W A1 A5 — 4 43 4 P9 1R AT B8 A8 4, ST
He P B A 22 4= AN SR S AT FH Ik 4 7 SCHR [ 718 11— Fh 3% Fourier 25 #e i 38 2h 7 72, W 4 0 2 i J5 4T 2 9 B i s
(1) 2 185 2 6 44 5 e R P, S 000 35 T B 85 20 W7 £ 7T T 2. Camp-crrest 532518145 45 K 1 15 15 0 g 1Y it 2 MR
R0 5 SCHCHR w5 B R 2 ST A AT e AR R R v b T A A A0 e e P L R e, S IR
HOE B AL 15 A FE B S5 15 L. TDR vk BRI A6F 5 B3 HE 4T F0USR 258 2 I b 5, S i A 58 2 45 ) 40 o FY
4 B YR A S LA B RA R0 R SR 2RI D ek ) o el 4 T v 2 R P A 8 R 0 A 9 i L AR S B SR S e 4

W e e VE AT o PSR B B F(R)=t (8 O TR AR T SR, b A RS T 3% ) S TN IR B A G ER A G T WS SR 1 24 3R
S 8 22 30k B ik 5 50 AT 0 A T 1 T e R, S B A 2 4 M ARG A - R B B A RBT By Jis
5 PIAC S TR MR 4 e 50 A 5 500 5 O 00, M 2 I I 5090 B0 288 30 0 3 6 1, B e il 4 1 1A 8
5 9] AN AR A R T B AN R R A R 2 B, OR 2 A1 B ek 00 556 2R AR 5 MM ZE AR AR ) i (an 18] 1 B ). T 2R 28
Tk R 5 AR 118 AN AR ALE N 43 A1 R IE B D) A DG, R A 4 B A AR I B4 AT R T R 3 B R S BN TR 2R R
2 [ s 2 R 3R A B OE M I AN
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Fig.1 Illustration of distance-preservation and distribution-preservation obfuscations
K1 DR RS TR 2 A B s 5

2 [EIEEIES S

2.1 1REBIE IR

AR IR I FR AT K IR AR I A% 0 B 2R, R BB A1 B3 o5 100 B 8 5 B A 2 )k AR IR A Dk AR IR SC R AR R
SERIAE R ITI TR A5 3 772 N P2 N e S5 24 O A1 B % B8 - o R S B S kAR ASAS f E  ) 24
FORAE R Lk, B 5 B4 R 12 80 0 3 5 3 kAR Py 1 5008 A 8 % 43 AT L Bl iy i T AL AS AR . DA 4 o 5 3 2R 2%
R P £ 5 A KA 3 B A PRRR I 5 550 40 A1 (4T 22, J8 T — B s 23 A1 (micro-distribution).

FET LA 3BT, B AR A0 R 95 i S AR 0 3o A 5 B A b S B S kAR e, S I AR B B RA A 4
Fr B SR 2T 10 AR 408 3 I 3 1y e S 240 RIS A e S5 T AR 40 A T 7 8 G i R 2 4 A [k 2 1) A
F T M 2 O P B S I B 9 A e A M RN R AT
2.2 (G ERiIA

D A n ANEUR ) d 4EEE S 6 p,ge D, dist(p,q) 7 7 I R BRI ER 2.y o D PR p S kO R Aol

ANtk TR I RSB 4ERE Ni(p) B2 2 Ni(p) e e £ BRI AE 4L AR e 5 g5 M Fa e AN 2 TR
221 ARl mAe et
¥ p FRIEUE NN pr X i & o aT i B N(p) & 2B LR A2 4k
(1)  qeNg(p),q’eNe(p"). B EJE T N(p) B9 5 A Bk o R 2 p' i) k 2838 4
(2)  geN(p).q"eNy(p"). Xt B JEAJE T Ni(p) B8 i Bagss e pr i k 4R80T
2 R i pi 2T Ni(p) B9 B 2, 36 H AR A (L) A M 26 3 K B0 R0 s BT N(p) HLBE p Bt 1) £,
HA IS 4 (2) 110 R 56 K TR 1, 2% 1 A i IR A0 (1) R pyey HH IR A (2) 1 £ P8 8 T R SR s
222 ARk
SR A S A A B P SR SRR AR T AN N (p) P9 St I L 1) e 35 AR RS Ni(p) F0 485 g 1
EX L({E S HISBE B ). peD,p MIARIRE 52 XN densy(p):dens,(p)=dist(p,p) ™.
dist(p,p) 0T R p [ K BRI AR, VA7 K, AR5k PN BUH o A B e, 2 R DN S 2 R ROK
EX 2(HIEEHBRRIERE). peD,p MELRMEREE LN
dens, (p)x| N, (p) |
ZoeNk(p)denSk(o) '
BE TR0 o R SR S RAE RBUE A Ni(p) P £ K1) 23 A 1E SR 2 B i 4R
EX (IE/EPESE). X peD,p ML/ AR S 44 530 N (p) F1 N, (p) :

(%)

=

coef, (p) =
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N (p) = {{q e N, (p)| dens, (p) < dens, ()}, coef, (p) 21,
{a e N, (p) | dens, (p) = dens, ()}, coef, (p) <1
N, (p)={aeN,(p)lae N (p)}
#7 coefy(p) =1, Ut B Ni(p) N EHE AR p BRI DX 380508 2 T HA v 25 B AR Ny (p) A 238035 BE A /N T p i 4B
EREMAIE RIS p —BUN S BB R Z N(p) W ARSI BE/NT p Al ARk B 8 AR 5 p —3m)
BT p IR BEGE R 4ERE N (p) 15 £ 20838 i SR K 23 B 1B/ 97 4R 48k i 4 N 200 G T p IR 2 A ek

3 VecREP:ETFTREZEMNERIIIFN

B A0 3 A AN AN e B ) B B X — A (R 3 S2 B R ) A 4 AT R L 2 R A A i
B 0t 23 1), (BB A 0,D P BE A p X IR I 26 Rk op U R p I TSOR Y op B A S A R o
op’ M | PR | F | oo oS (p = q)?
3.1 SPIEAR T
B 25 p A IS0 T G B Ni(p) 2L 1 5 R B A A0, 2 18 o 500 153 0 5t e R 0, 8 5B J5 N (p)
PN HE 5B pr IR BE AT R N T R B 45 AN B T Ni(p) I 08 55 31 p! 1R B .
EIR 1. B p EECh p L | pp’ | < 0.5(dist(p, Pies)—dist(p,pi)), M 7E B AR Hh 3 4% o A S5 R
T prE R p A (R IE 4R Ni(p) 5088 RS
L 0eN(p), 1 po=po+ pp (Wi 2 Fi7R), | pol=y| pp'F +| pof | pp'|-| pol-cosa . a=180°
I, | po | HUs A AEL, JE Ni(p) 080 55 51 pr () S 2 56 25 | ppy |+ pp'] -
SRR N(0) 9 B0 5 202 BT, 336 S K080 25 RS 31 p (1 B3 BE S M | o, | — | P’ | #5096 2 | ppy |+
| PP’ <] PPy | =] PR’ | BT HT 5 Ni(p) LA — 5 AN 508 4453 | pp’ | <0.5(dist(p, Pyet)—dist(p,py)). O
EX 4(p By £4B3E). peD,r A 1E S HL,p 122443 (safe neighborhood) > SN(p).
.y :{{q|dist(p,q)<o.5(rmm—pm,qe R}, 1< 0.5(pP = PP,
{qldist(p,q) <r,q e Ry}, r>0.5(ppy.q — PPY)
WA 3 FroR,p M2 A8t B B b B 52 X Al s 1T e 4 A a0 5 s e p, RE S I AR 4 Ni(p)
BRI AR it 7 DL B 5 pe 5 Prer BEBS T REAR DN X I, 22 A AR AR T p L 8 5 B 2 TE 2T AR A D
(proximity attaching) % iti, 51 A\ 2 A 4RI 42 B AL v 8 i n) L.

0.5( PPy | =1 PP, 1)
Fig.2 Change of Ny(p) Fig.3 Illustration of the safe neighborhood
K2 Ne(p)ZtbszE K Kl 3 p il aessil
3.2 4BEHAERLEH
IEARI AR B R I 5 p — 350 B FEARAAE, 1 S8 B 1) 40 A1 R AE T DL 508 o I 2R e Nk, 67
A8k e B A B 0T 10 O B AR N (p) 945 p 8 EERFAE A e 18 Kl 2 A4S AIE.
EX S(AMEIE/ £ [ R). peD,p MABELIE f ik pp* BBk H 1 ik pp
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pp” = Z:qug(p)ﬁ’ PP = quN;(p)ﬁ'

BT A TR AR E /5 6 5 AE T AR B E /5 5 5 B e T p (14 A A

(1) BT IR N (p) 50 40 A 45

(2) T 0 PR 3% S ) B3 1) 53 355 ol 5 R 1

st p ST LU R ) pp* 5 pp T I B DA ) # F AR

FIB 2. 7E D P HERBUE ARSI REIL T, | pp” 2l pp | AL pp A pr I bR I pp b i R e
PR 2 AN pp* b £ 25 M, R 4 N () R 408358 11 /47 1 A JRE T k06 R A,

S B TR X 28 T 60152 4 2 ) 52 470 2 ok pop* R p 50 2 D ) — Bl 1 6 50 AR5, DR ke, ik
HUIL p*pp L[4 q B3 p — 52 0 DURAEXT p HEAT R RTIS pp” 5 pp IS RS (W 5 T ).

2 pp* = pp | AL pp L AOATEE 2 B9 [ap” Bl ap |

R Y pp* AT 5 g B3 2 [gp” < ap | O

p
N /'/
\\ /"/
N
Ny
Fig.4 Illustration of positive/negative vectors Fig.5 Illustration of the circle
K4 IE/fn R 5 p,pt A pAE A R K

X 6(Z M BRIN). peD,p (ABELIE/ 5 543k pp* Al pp 23t p,p 1 pr iy B3 pp A1 pp*(p AiBR4M)
PR p 1G4

p B 2 WK p 5 LA B e b s AT B 4, R A R p (19 K 438 P BT 43 A B AT S AR

ER 3. d EF M AN AL E 3 A p,p A pr I ELH AT ME— RO

IE O 2 3w 2 AH A5 FLIE 257 5 R /S, R B A WY H R BeE M @ s d+2 MR R d+2 NS T
T2 0 ok v 0 e v T A O R R — O

EIE 4. ZYEAFZE 3 A S B A ME—,

IUE B <A DY 4 2 1) AR AR B SN 0,455 3 1 pa(XenY 1,20, Wa) Pa(X2, Y2, 2o, W) AT P3(Xa,Ys,Z3,Wa) T 261 1 RV [f)
4 q(a,b,e,g), HhiZ i B T BT 1 4 opy,0p,,0p, 1 BUE B 3 AN DY 6 7 R AL, O R 4 TE AR A TE TR
EZ O
3.3 VecREPH%B18

AR I 1. @ B 2 LA p IR 22 4 AR BN S5 e IR 2 o A s 0 o p, G 25 A 5 e B P ks
e p, REUEATRUAERE Ni(p) P 30 45 Mo AR e U2 A 4R SNK(p) AT R 250 A8 ¥ p REOE 4R FF No(p) 4 e fi .
VecREP [ 557 JE AR & 1 1o 4 1 4 AN B A K3 i 100 48 gt ), A g 2 300 Gt )5 20 5 2 ] I e L AR H A2
RN B A A I 2 A A I A 22 A AT SR P ) A L I BT I R i e A SRR R R

Input: Original dataset D, parameter k, r;

Output: Perturbed dataset D’.

(1) for each data pointp in D

(2)  {NN[p]«—getNN(p,k);

() s-radius[p]<getSRadius(p,k,r);} //i1-5 2 4 AR R

(4) D'«D
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(5) for each data pointpin D

(6) {compute its N, (p) and N, (p);

) generate corresponding p*, p;  //AE ROE 4R ) B}

(8) For each data point p in D

9) {generateSArc(p); //ZE A B T

(10) Pick a point t on the swapping arc of p, which satisfies |tp | <s-radius[p];
(11) p'<t}

(12) return D’

X 48 E B 5 p R BAT SR A A i g

(1) AR p BIIE/fA B ptRT pT

(2) AL E B 3 rhhrAk B H et ok 225 p,p A1 prix 3 AT

(3) MRREEH 4 PHE PRI IRGE ) 220 3 ST — 1A 1

(4) FEEESFI b AR AT 3 i (R I B AR B .

R (2) A B O S A IR G

Input: py, P2, P3, d /13 ANEHE s B 4 ;

Output: O N3 3 I i [ L.

(1) Forrow=1toddo { HATTHAAL T A% B H 5 RE 6T W (d+2) x (d+3) R B4 5 Matrix1 (KR d 47
(2) Matrix1[row][row]=1; Matrix1[row][d+1]=(p,[row]—p:i[row])/3;

(3) Matrix1[row][d+2]=(ps[row]—p.[row])/3; Matrx1[row][d+3]=(p.[row]+p,[row]+ps[row])/3;}
(4) Forcolumn=1toddo{ //#IEH{L Matrixl &5 PiAT

(5) Matrix1[d+1][column]=2x(p,[column]—p;[column]);

(6) Matrix1[d+2][column]=2x(ps[column]—p;[column]);

@) Matrix1[d+1][d+3]+=(p,[column])®>~p[column])?;

(8)  Matrix1[d+2][d+3]+=(ps[column])’>~(p.[column])}

(9) Fori=1tod+1do 114 R BOEREAC b = AR FUATHT d A7 0BRSS d+1 47 B 4
(10) For column=d+2 to i do

(12) Matrix1[d][column]-=Matrix1[d][i]*Matrix1[i][column];}

(12)  For column=d+2 to d do

(13) Matrix1[d][column]/=Matrix1[d][d];

(14) Fori=1tod+2do { IRV d+1 AT X FRRE 28 d+2 47 B 4E

(15) For column=d+1 to i do

(16) Matrix1[d+1][column]—=Matrix1[d+1][i]*Matrix1[i][column];

(17)  For column=d+3 to d+1 do {Matrix1[d+1][column]/=Matrix1[d+1][d+1]}

(18)  For row=1to d do I1H B0 A S ) 1 26 5 B, R 28 d+1 A7 60 KB PR o AT B 4

(19) For column=d+3 to d+1 do

(20) Matrix1[row][column]-=Matrix1[row][d+1]*Matrix1[d+1][column];

(21) Forrow=ltod+ldo /RIS d+2 A0 AERE A d+1 AT B4t

(22) Matrix1[row][column]-=Matrix1[row][d+2]*Matrix1[d+2][column];

(23)  For row=1to d do NGy O 11 8- 4 AR B 2330l S BRI d AT 2R d+3 FME

(24) O[row]=Matrix1[row][d+3];

(25) Return O;

B ppF1 PR 3 T FE N tixg+toXot .. +tgXg+e=0, T [T 25 17 2 5 B (b, by, . ) SR BT 1) 22
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d-2 4EIFIR T RENLE (K p,p™ A1 p 7ERIRPI4E EAILER), Bk i) & 55 P TR AESPAT I ) & 9 B O 22 R A 3]
KT PLER) 0 — k7 R4, SR AR T RELLAA € V5 1n) 1, 20 SR B) S ik 1

Input: py, o, P, d 113 ANEHE S X BRI

Output: T, e IPFTE & T 554 e,

(1) do {i=random(1,d); j=random(1,d) // A d 4P BEHLIE AN LET §,j;35 2 i<

@ a=(palil-p[il)*(P2lil-P.(1)—(Psl1-P: 01 * (P2Lil-paliD);

() b=(p[i]-pa[i])*(Psl]-P:lD—(P2[i1-p: 01 *(Pali]-p:[il);

(4) Until al=0 and b!=0 1) F8 papo,Popy 75 45 B2 (i,j) LA IL 2R, BRI RERR r(Matrix)=2

(5)  Matrix2[1][1]=ps[i]-pslil; /AT = I — IR T FRALNT N 2x3 FREFERE Matrix2

(6)  Matrix2[1][2]=ps[i]-p.[];

() Matrix2[2][1]=p.[i]-p.[i];

(8)  Matrix2[2][2]=p.[i]-p.[];

(9) Fork=1toddo {

(10)  If k!=i and k!=j {T[K]=random(—oo,+o0); [/} ¥ [ 4 T Fol-4x k—2 4 BEMLHU(H

(11)  Matrix2[1][3]+=(ps[k]-p.[K])*T[K]; Matrix2[2][3]+=(p2[k]-p.[K])*T[K];}

(12) (T[], T[il)=GetSolution(Matrix2[2][3])  //=Rkfift — o — kKT FE4

(13) For k=1 to d do{e—=T[K]xp1[K]}

(14) Return T and e;

4 KBS

TX 043 R S BB R AT S50 43 T, SRR ] VC++6.0 SEBE, SR B BRI 4 Windows XP 1.8GHz 1.00GB.
SEIHE SR YEF UCI Knowledge Discovery Archive database(http://archive.ics.uci.edu/ml/datasets.html), .44 i,
LR F-measurel i b 7 e 5 K04 (1 38 26 1) i 1k, F-measure 7] — B8 8514 T T WOmK i Bt 48,
LA O, 2 A e e A7 o 50 402 10 2R 28 ] ) e A e R A e e

Table 1 Data set information
Fz1 LHREHEER
Bl SR ald JErEE wWsE Mok

Transfusion DS; 4 748 Real
Gamma telescope DS, 10 1822 Real
Letter recognition DS3 16 4 356 Real

Poker_Hand_Testing DS, 5 11 200 Real

4351 1 NeNDS,RBT,Camp-crest, TDR Fl VecREP 4772 5 8- AN B ¥ 42 30 AT B ek, %o Bl iy Jm 20d 42 4 1) 5K )
k-means Al DBScan 57y E 25 % L T 45 F-measure {2, 45 4118 6~ 9 F7 7. J&] A A8 ok % 5195 k-means A1
DBScan 2 HUE, 71, k-means 112404 ¥ 52 [0 2R % 24 H ,DBScan 1112 50 4 483821 42 eps Fl% Lo £ B {H MinPts
(B HW L RAE 5 T B0 ). VecREP HVA S 4 k 5 r,NeNDS #9424 c,Camp-crest 574241 b W& F4573F;RBT
BEA S HCR A4S € 2 A0 B E A T, BEALE 0 2 4% 1 A 8 5 iS5 0, TDR BE TR AT k-means 26
(AR BRI 2, ERR R FF 1 44 B A 10.

H & 6~1&1 9 W LA BIL: 24 K 4 4 i A B BN, VecREP Sk HAT 5 RBT MHIT I F-measure 18, B8 5 ¢ i b
TRFEEAR SR T PR I 9 0 B B4 o 32 O A7 B0 O, G A RBT 42 At/ BL R 2 B ik, VecREP 5 6] 13 [
F-measure {4 1] 2 &= T RBT 57%.VecREP Sk 7E 7 £ 5825 ] F v J7 10 1 B4 T NeNDS,Camp-crest 55 TDR %
15.NeNDS Sk 2 e 25 A & Pk 4 43 20 9 B0 20 A0, 75 5 30 288 1 1) DG 106, B 2D o B4 48 22 2 J P b 43 AR A1 1)
Y RF. Camp-crest A4 IR T Z50H8 45 20 A1 1 43, Bl R Bl /b e AR B0 TR IS IE 0 2 4EF7. TDR HIEX)
SN FH P 1) A 35 0T USRS AR o i 4 110 3 P e A ) 30 4, 3R 2 A A A R sty e S b % A
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% DBScan,VecREP 5% 1] F-measure {8 33 i { ## 52 a2 ;RBT,Camp-crest, TDR Fil NeNDS 577535 7 76 8 35 1 9 3)),

TR AN [ 6 3 SR A SR P o A T DA A I AN A SR 2 1 R 4 28 S B35 k-means, 18 S 57
BAIE T VecREP L3200 A Al S R SRR SHVE R AT R 38 W Ak

e

1a - &ﬁ_&u&g) e
7 S $ S g 5
& = Q = Q <
O o [
- £ N 3
o ~ 2 = mE A 2 H © o ©
0 S - B Lo &
[T s 4 % < % S ) =
g ¢ ba S R o 4
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