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Abstract: The broadcast nature of wireless network with sharing medium makes it particularly vulnerable to the
jamming style of the denial of service attack, which is a great threat to network performance and security. In this
paper, the state-of-the-art jamming metrics and jamming models are first analyzed, and the recent literatures on
jamming attack are surveyed in detail in terms of jamming detection, defense and jammer localization. Finally, the
possible future trends and key points about this issue are solved.
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Fig.1 A scenario of jamming attack
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Fig.2 Framework for studying jamming attack
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XTRE S8 RS B, BA SR s K ) T P W A, A ol e O R 2 o /A B i R R R AR AT Y 8 25 1
(sessions), T HUARYE 23 1545 5, 5058 (T I AL T3 LAdsz AN 0 45 18 B L A4 S I 48 775 R 2 2% SR 1 7).

(2) Xt 802.11 Wil i T4 Bt:

PR TPt RS 80211 P ilbr ! AR R YLK 802.11 MAC 2 IBAR Wil rh % b it
RS W (¥ 2 3% HF I 04T A 0 2k 4 B )
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Bk 3 WOV A5 08, 78 R 16715 51U 3% RTS(ready to send) i), 4k 225545 SIFS(short inter frame space) s [] 8] i,
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kN 0.

e ACK Wi+#t

5 CTS T Tt AW 2155 DATA K% 5,4k 825545 SIFS W8], 4% 5 K% T 5 Xk K
RH AR E] ACK N, T 8UR % ALK, H 2R IEH M3 K18, 55 MAC J2 S i 5o 178 Bk 1
BUR, M 4 ki 0.

o DATA Wik

551 B9 Rk Bk 7 A AL, Boeh T B CTS Wik 3% f& , 4k 42 %5 15 DIFS(DCF inter frame space) i 1], 4% /5 347
T, 75 DATA WHRE.

o DIFS Wi%f5 T4k

XA T X AR B b 7 B4 DIFS I TR (i1, W DATA IRl RTS .

o EFTHL

Gummadi 25 A\ POGH S 20 Br T 802.11 4% T 4 T4 ¥ i 59 2 4R T — Fh %8 TPt (narrow-band
jamming) 77 2, 1% B0 07 A AR KT 802.11 [ 3) A X 1ki% #%(dynamic range selection). PLCP(physical layer
convergence procedure)i Js b BN H, HE B, th T 802.11 W HE 2 F1 MAC J2 H ¥ 1 S e, R FH AR T 1E 5 A% 0%
WA 1000 £5 (45 5 HEAT 3t nT AR R S 1 a2k

o TUHEATH

TUEEAT A (greedy behavior) & 8,19 45 H (KA A FATT B8 T 38 w0 A 5 160 5 0 1 40 2 A1 A0 PR A5 e
] 21240 b A A AT AR ST £ 3 i St SCER B CTS M40, ACK Wi T #08i# DATA WiT-Pi 4% 115 M
26 T LAY AN BB R S, SRR ORI S A i3 e B AS, AT A B8 5 A B ik 10 H .

RNE T ST IBARAE I . ReFE. AT M55 U7 T f R I

Table 1 Comparison of characteristics of various jamming models

RL1 ST IR RAE L

Jammin ; model Implementation :omplexity Energ efficiency  tealthiness Level of DOS Anti-Jamming resistance
Constant™ Low Low Low High Medium
Deceptive!?! Low Low Low High Medium
Random™ Low Adjustable Medium Adjustable Medium
Reactive!?! High High Medium High Low
Packet corruption' "] Average High Average High Low
Narrow-Band!?"! High High High High Average
DIFS waiting!'!*! Medium Medium Medium High Low
Layered attacks!'”) High Low Average High Medium

3 TR

3.1 AL IR

T TP G T, B s A7 RS I SR 0] P B2 10 % 1 J5 A 2 A P 4 O T2 2 i A L )
1 A R B R AR R0 YT R B SR A R (B R B DA LR B0 22 Tl g Pk (B 5 B AT I ) R OSCH:
W < 55 1 52 BT PR AL AR AL EAT 40 Wi, OF B 28 R SRR A 52 BT B0l e BARRIE I TR Xu SE A K
R T IR T2 22 1 MobiHoc 2005 (1) 32 7275 AT BLRH6 43, FAT1HE B3 24w A UML) 1o ARk A
R JE N ELF 2 5 4.

3 T3 T, 2 P SO AR PR A7 At Ok T PR BC s (R 0 ok K Bk e et R I R N R R L S
Peo AT REE L oAt DL BRI FR A (False positive) S a2 B X A Ry VR AR () A B AU
3.2 RN

JEJZERL AL T2 LAY PLZA MAC J2 5028 i R ) AR A AT A6 I BE A RALUR Mot & TR 5 A7
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TEH5b 23 5 W BT A A5 5 TR IR AR 4 T b, B BUR LR R I v

(1) 175 % BE I = (signal strength)

T — ol T ARSI 7 v H Xu 2 A2V 3o 52 56 T W, LA PR TR PR A G ik, B T BT s E
AR 5 B T AN BE X 23 PR B T IE ) ) 2 RS A s AT G nT e 38 55 3 10 140 T 1T BRARL, LA A AN AT X 43 TE
(1) D 288 911 2 LA S T PR Bt 25 TR 0, X 25 N 1220Mi i 7 — Rl 22 4 (spectral discrimination) ) J5 325, Fl 1% J5 i nl
DA S 35 202 1~ A B s A0 S B P - P B AR A i T B H0R 4 35 1 4 A

(2) BT I [A] (carrier sensing time)

XA Ty 2 ZEH TR T B ATT 2 B 7] (carrier sense multiple access, f#F% CSMA)IF B £, 4l
802.11MAC i3l 3= T (1 AR 70 A TR B (M 1 D0 R B a5 m0d e I 0 il s B B R 70 A, v) LA 2K,
JEATVIT ERF T30 £ 5 A, — ELAR AT T T4 (00T RF 15 £ A e e 06 R 52 5% i, AN P340 B8t i A 220 4R
5545 5 5 0 R VA [ )R X R T v Al R T e M T P s AR B 2 T R e e A U, v TG 2% ) W
BUPE T PR 2 5 1 TP A 0.

(3) PDR il &

Xu %5 NP1 Mica2 R AT o G 10 5250 45 528 038 ok 00 5 PDR A, AT LA 20048 0 45 o 56 A (14 28
oSG 2 J 3 U B — A iy BE T 2 119 X 4% PR 58 T ,PDR {EAKAR AT LIk 3 78%; 1M 7E A3 T $h B i i ,PDR
R0 DN Ik, 2 T X SRS AT R By, T BA B — 4> PDR A 1) B, AT 38 24 30 B 1942 PDR B I £ 77 2%
X T B 2% 47 s KSR TG R R 7, T R R R B A B U 7 (R W B /D TR S D).

T LT 3 Bl ARSIy v S AR R P Bk (KA R

Table 2 Comparison of efficiency of different detection methods

2 RNT R RN T

Signal strength

Jamnr 1g model Carrier se sing time Average Spectral dise mination PDR
Constant™”! v N N N
Deceptive!?! X \ \ v
Random™ x x % N
Reactive”! X X X +

(4) —Brkgm

T R AL 3 ARG T R BN A 2 Ak, X A5 NGRS T S AR I ik

o [T IREE— SR

LR AR [ I 45 5 58 )3 2R PDR AR, 21 53 PDR GG, 045 0 S8 A8 v, AR A 7T R A AE T 0 il
iR PDR (B, [ B A5 5 5 5 P AR ARG, JUIAR 7T B 2 BR DAy ) 26 4 1 o e 22 B 1 A 2 280 L5 W 4 4T DL 56 3.

Table 3 PDR vs. signal strength
F3OWMOCEMCE vs. [FTIRE

PDR Signal strength Typical scenarios
PDR=0 (no preamble is received) Low Non jammed: Neighbor failure, neighbor absence, neighbors being blocked, etc.
PDR=0 (no preamble is received) Low Node jammed
PDR low (packets are corrupted) Low Non jammed: Neighbor being faraway
PDR low (packets are corrupted) High Node jammed

DR VAN Wt ¥

55550 B — BRI A L), 2L 32 B EARUZ 7R 0 56 PDR B A [ IR K 40 T8 A5 9 A B 5 % RS e 9 R
PDR {EL IS, T -5 408 Jo 280 45 05 st %) R 9 20, AR A W] e A7 0 4R B0t T 2R PDR B, A P9 5 R 2 0 80K, U A vl
SR I B T T e A i B B 19 8 T 2 O R
33 WEATAHEN

TXFPARS AL ) 2 T X 0 4% P4 T A D AR AT O Ak 1) T B0 DOMINO(detection of greedy behavior in the
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MAC layer of IEEE 802.11 network)!?' i L fgr HACE VE MR 2 25 DOMINO H 3 AMBEERZT L. 56 1 MR £y
Tt 45 I trace [WISCHE.IX AL trace W3R 2 AMBEHL BB HAE by B N HEAT SRR > 1, 12 2R G0 S E 6 Al
TR 7V A R A A PR A O SR R e 22 ik T S R T S TSR T TR IR e 25 ) o
W RTI4TN R IS AR TR S 3 MBI A B R S 1A
Pl S MR HAT 21 (1) B A7 45 R, 0000 T 2R 6 I, 5 06047 R BEAT 73 28, LA T 5 202 40

CMD(carrier sensing misbehavior detection)*! /& 57 — ik Il 7 72 3 i I 4505 6 B2 41 =Y CCA
(clear channel assessment){i LASRE T 22 450 B U () IS 0] g H AR 100 1 RA T 25 ARG D00 110 356 A JELARUAS , X 4% v 2 ML
RS RIK AT 1L CTS B ACK B I, b 75 VR a8 7 —— YA A o 22 AR5k (14910 ] (back off time). 24 K236 4
J5 YA 1 7 55 (1) 55 A5 I [ 5 2 AR 8 I 8] AN UG C IS, JU PR B4 B AL TS s BP0 (W A2 A0, AT 225 SCR[24)].

Radosavac %5 NPTHEH T — M IE 1 back off AL ALY A EE I MEZL, IEUE W 1 d5e fIe o A5 0 0 )
(detection rule)/2& /7> &M % b )ik (sequential probability ratio test, i FK SPRT).iZ%HH AN 75 B 5 o4 £ 1) 802.11
P E 5 RS A bt I 1) [R] 25 760 T2 4682 4 a5 0 3%, 30 8 S I K K
3.4 KL NRHM RS (wireless intrusion detection system)

MNAZ KL 2 S (intrusion detection system, {fj R IDS)— A ARAE HRIBCR 1y S A5 S5 LA K #2 i — 5 £ 0 000 341 e
He— AT Ay A Ry BUaki A7 P8 I 2 I 2% R S A TE 4k 1 L0 I 2% T 2 SRS D 4% v () N AR AR T 2R 83 oK
5z R,

FETCE W 26 7 B — T LA I AN BE AT 2 15 52 1) T PRI i 3 2 e 7B M 4 26 20 Al 3XHK IDS .l a1
)3T 0 3 S SR SRS 0 4 o F) B REAT I, 0 AR K R AE R I ] L SRR AR SR A I S I A
HH 00 3% o A7 A A P B0 P AR I R 2R At et AR P, B N R DR AT A R L — ELY R E
PRIk, 19 mHs OV R IEAT AT B R e, 43 A1 2 IDS ZRGE AN A SE I ARSI R 45 5 A, 0 A1 X IDS R &G04 5 B2
AL T LABR B, 75 00, Gy SR RN R A5 R U S IDS Wty ke i 22, B 2 4 ),

3.5 #¥5 A $RTFH EFHAIAER A B

3.2 W~ 3.4 WHINT T4 HT A MBS AR e B (9 32 B UL R TR A T, e
Pk Bk 3 O P o B AT B ek, i AN 2 i D 46 AR B R (5 0 2 PR B e ). B AR bt g o 1 L A
B Dy WA H SR 170 42 75 M TP (reactive jamming) T 80T (0 £ 8 AR £ 3 1047 PR 9 D0 SRR B i B il
SRS M K AR R T 2 AT T A BT,

Shin 25 A BT A H IR ik 2% 5 15 (trigger node) 4742 75 ML T PO R I 1K) Jy 92 3 BB () i 4 W5 i B4R 5
O B9 S B 1A YT A A AT 43R (group  testing) B ARBEAT il & T A R A, I 15 b b ) i X 4 fi
RUN TR HEAT € A7 Xuan 25 ANPSHE— 54 £ T Shin 2% A\ 8 TAE, K M BEALAE B & N 25 313 (randomized non-
adaptive group testing) 77 % BA & [ 1& 71 (13457 4] (clique-independent set) B i, 3k — 20 FRAIK T AG I HVE I 2 24 5.

Strasser 25 A\ PO 3 30015 5 98 2 {8 (received signal strength, fiF% RSS)H 1) 7 5 4% 45 (bit error) (IR
P A AU W R TE R 9915 5 8 BT 30, ) RSS (B 4 5% T $R B0k, ) RSS 18 2 b v i i )7
WARAE R FRA IEAD LA R AT R AT s T - H Bok (R B A4l 7 ) 2 2% SRR [39].

4 FHIBERE

FEAFAETH IR 14 268 A 851 Qo Aoy A0 AR T o, DAl /> P 08 45 2 A0 B A1 2 4 Wy 22 S TR E 1K) 20— Al S 3L
At 22 4 ) R SGE (10 A B2 ALK, 3 D 2 30 [ 0 R A 30 75 0 A 1 B2 25 RS S Bl 9 0 R R A AT % A B
A AT PR BC el th m DU 5 (R BEAT 199 288 5 415 . ey T 3 20 19 80 P80 P58 K, 24 Wi RO 9 T AR e 2 ARGR R 1) T AR
R IR BGUA A 5k )y 0 A O it A 0 80 52 A Bk i AN i I T sl A3 A < T
(¥ 5% 1, HC AR (R B A 7 A4 JAMUOLL {3 D) 0L 24 ] T K st e B A S R A A AR
RN IR IR R 45 2 Hr 5 ) ah.
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4.1 Fi X e AL AR & 1L°

B0 T 2 A s I 2% 445 e g T Bt , Wood 25 AR HY T —Fh T 48 X I UL it jammed area mapping, i
PR JAM) 75 A AR, (TR TR X I L S M5 S A A 99,10 N7 sk Jamming {55, 7514
LSRN i AR B R A AR, A He B B0 Y Jamming 5 B, 5 )5 JE — > Mapped Region, &l 3 /R T —ANHAk
PR VC P 2% 5 YR T DA A ) 4% % o 46 IR 25, B0 IR 8% v 4 o — EL R0 A SR 1 — AN XA 78, IR T IR R %
Rk R R K T 12 X, BT T AT AH TAML ARSI B 7 T T G T I 44 e 2 AR S8 £ B AN B LB 1 A 1O

Mapping messages

Jammed region

Mapped region

° K N
0‘—" .
e o .J ..... J .
(a) 4K MBI T D2 (b) W5 LI 40 J 5 A T A 4 ©) BEW—A
V50 40 JE AR 2 TR A PCFI0 R A FHRE

Fig.3 Process of jammed area mapping service
3 TR AR 45 1 7
4.2 (i

{18 V)4 (channel surfing) /7 V2 f 48 T W) 81 J2 0 A SRAR W 2 I FH 281 7 4 % 2 B, 10 8% 4 sl — ELAS )
BP0 B A7 AR, D) 45 2 5 A e A5 T Xu 5 NPT SR T R U1 7 T — R A P [ 50 4
(coordinated channel surfing).i% 77 V% (13 A BARUE 52 001 s e D13 200 A5 (5 18, e B s 1 L) %
Beacon R 30 [FIRE, FH0 X 385030 S A1 00715 U2 T H017 25 0040 J )43 TR T 313K 6715 010 ¥ 2 AR D0 46 22 3 (9 5 3. 2
U E] Beacon 3L, MU 4 48 JEUSK (1 1 408, 308 460 4 465 P LA 95 A 3 00 e 28 37 1K1 3 . 0881 v g A 4
W B A Y ) e A (1 T, B AR TRT BT A TR R I 4% JE AR i KL 5 — B ) 4 05 2 S & (spectral
multiplexing).i% /5 ¥ 5 1 [F) 2045 18 U745 SE0E A 7] (2, U7 52 3001 AU 305008, 52 301 S48 78 4 4k
TR, TP % P LAt Y s R iR SR )l A T

Navda 25 AN H —Fh 3= 3 10 (D) B KL AR 18 4% Dih 3030 3o 15 5 ot 0 10 b e 2 350 WA 76 A 1 30 3 1 5 o
LR AT LU B 60% F IE A B HAE B TS IS OL R Y Rt B W 2R F# Pelechrinis 25 AU Ui
FU T 5 18 Bk 3T 95 A PR B A, I S Y S 0 IR 3R A AP AL AR T 2 AR SR R DUAE B B
ATCBEAH AR (14 15 A8 5 38 AN 2 58 4% R 25 1. 40 S5 AU/ A 40 IR IE 2S5 18 b 47 4, D 977 4 25k SR AN B

4.3 ZS[8)iR B (spatial retreat)®*®

FCHE AR JAEUAR i8] B — ELRS I 31 P et 10 A7 76, )il 2 82 T 4R X 4R P4 32 0y g A B — 2B 3h &
FH DX IRA G B BL), R R AR L 1 86 A Y A ) T P (TR B ). 1 SRS T DG B A T A0 4] 3 T — AR A
AR RS B IR ) IS A5 5 B SR AT R /)N 45 5 194 296 1o 1Pk
4.4 A (wormhole based defense)l*”

R e — T A A T2 R 4 (1 gAY (B Cagalj S NIRRT b Al P ER IR 995 G 26 A JK
i I 29 T 0 Bk (R L G R A AR R AR T R 2 R PR 32 TP i 5 T R X B4 1 74 o 22 57 ] A AT
AT 3 PR ST vk

o JLT £k 1Y HUll (wormhole via wired pairs of sensor)

A 44 S8 S AZ 7 VE AR AT AL J3% 000 vp 8 43 7 5 BT B 88 MEAT T 2l A5 W) 7] I A A0 B e 20 TR AR,
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T R B A T LA A R AT AR AE N T LS MR AR 2 P SO P K AT A g a2 AT A L R 45 P
B R IR 0 3K AR B AL S 1 SE B 17 100

o LT BN B (wormhole via frequency hopping pairs)

TE IR o, P00 2% e [R) R A7 7 P P S R I 40 s — A AT — M 110 LA o S A1 0 o, — P 6
AP AN S ATBE £ (HALAR T8 S A0S R ATUSHE A00) 1D 1 1 s VR I H AR R AR E TR B I 1 R T Re i DL s i
TEZ TP AT PRI s Z (B Z DTG 1 AN BTN A% 5 1 75 T2 7™ 4 (1 I (8] [ 25 L.

o FETAEWEBRAN T Hil (wormhole via uncoordinated channel-hopping)

IR T B € (WIS TB) [R) 2 5 00— T 7 VEAS [F) 1R 2, 7 VA B SR 45 T 2 (8] 3R AT D) 4 1
R AT RO AT 5 5 R AR A 5T V) 52 SRR [44].
45 BBR{Zi&(timing channel)!*”

DA 482 21 11 37 80 54 s 40 Sk P < el A5, T R MR BT AT i A 2 TR O4 X 4 A0
PR T PRI T P B AE A RS D0 R, 52 T 0T RO ) LB AR IR ik A2 0 i T XA AN S A2 TR
ARAR M BUARAS R 42 W IE A0 6 0 S0 AE AR SR T DUAS ) 281 AN SR 32 5 Rk i oK 1Y) 2 5O PR 41 SO e R 06
R 2 1) 3gh ] LA AR 0 S A% i 2 1] (9 ) [ ) B e 7. — Foft I 348 23 mp 4% 1 B4 {5 8 (low-rate overlay timing
channel). i b 1% W 1 T80 AT 40 S0 A, 125 380 DU 4 T > Ay i SR 1401,

4.6 v £f

ARATELENET TR PR B (10 7 A R 2 A4 TR e ANAS [ ) 4 R, b A A ) E B
B b, 388 T PR, AT IS AT G g 2> 14 i 451 2 R 22 4 g b 53— 7 10, U 0 A7 78 P8 Mo (W B 58 o e ST
FEC T (1 ISF B B A, B Ik (R B .2 4 &5 tH T U S 2R % B 00 7 3 P % B 43 A

Table 4 Analysis of typical schemes of jamming defense
&4 MY AT iR o

Active & Hardware Re istance to Energy Implementation
Defense schemes . . . X X
passive changes j imming efficiency complexity

JAMT™! Passive Yes Medium Adjustable High

Channel surfing!*'~*! Passive No High Medium Medium
Spatial retreat>**! Passive No High Low High
Wormbhole via wired pairs of sensors'* Passive Yes High High Low

Wormbhole via frequency hopping pairs!**! Passive No Medium Medium Medium
Wormbhole via uncoordinated channel-hopping!**! Passive No Medium Low High
Timing channe]“"! Active Yes High High High

5 FHMIEEN

HFN T PR A7 R TV S IE 11 190 9% G0 A R ) 0% 7 3 A O T B — HL AR B A i At 0 A0 T g Hb
“I AR B A L HEAT A, DUR) T — 2 22 AL ) St 0 T PR 0 A7 B R Dy I 48 AN T B L) I
PR AR PR AL B AT 0, — A I 5 A B0 T PR, 7E 6 el O T v b R R LR JT B TP X 48, AR AT RE
P> FAUEE T4 5 BT 1 W) 4% B IR AR TR TG 2 D 4% O T PRI BEAT s A F AR S F L E L, TIIEAEE IS B
B A B, T B2 A K 22 B 8 A P LR BRI T £ IR SR LR 2 X A T Bt L P 4 2 1 mT
PR PR 5 T G I 48 749 5K o0 AR B BE 52 B, T AT IR TP 0 7 VAN N s R % 1A A o B
TF4H.

SE AV 1) 85— TSR T 2 0 45 Tl 0 1) R, — 43 SR ik T (range-based) 1) 52 A2 AL #F UG 5% (range-free) [ 2
A7 SR 00 B 0 5 A TV e B Y A R OR [ (PR b, A0 S R L B3 I ) 221004 AR R B s
R A S A7 T A bR a2 DR DB R 0 P G AR PO 4 5 AT A A R A R R e
(S0 i1 M I (VA o W I = e A N1 1 187 (= (VAR e S e R DS 9T AR ) e~ S w1 [ SR S e
5 A 0 O A AT 38 B T A T e R A B T A S S T TR B 0% B AT AR A T A AR AR R AT e
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A2 0 B0 5% S A7 JU) S AR T I D3 B B P A0 R AT R B S AR G R LA B AR AT T U A A
T AT AT LRI T-PRIEE A7 1 dL R SR, R4 /N 4

5.1 Bl ety

JFL 5E A (centroid localization, & #R CL)FIFHAL T H bR a5 (45 52 407 75 55 A% B3 B P4 B4 BT 408 J 19 A A
B A BT AL B H AR A NANARE, FLARKR SR 3 R {(X1LY 1)5(X2,Y2),s s (K Yo) 30U BT Ak S5 H B 5 A7
HWMARX@DFTR.

N ~ N “)

(Xtarget’Yitarget) :[ZL\‘IXk ZL\llYk]

H= T BUTE I J 0 5E A7 (weighed centroid localization, & FX WCL)P & CL 5 o 55 15k (0 ek Wi, 78 45 5 b 3
LB I T RCEAE BB a0, B BT 55 LT E Y 2 18] 00 B 2w AR R VP i A, B B B AR SR 1
o T LB K B R IXRE, H BRI AL E ] A S (S)HEAT A R

Z:‘:]kak Z;’:‘]WkYk]

4 (5)
th‘:lwk z:‘:lwk

(Xargets Varger) = [

52 EMhERECE R
Bt CLBYA WCLP Y S i A 1 A L Lin 28 NP2 T — Bl g2 400 7 240 % A2 53 (virtual force iterative
localization, [ #% VFIL).VFIL | H B 2% 46 $h 0 TP B A7 & AT 1R AN T, 5 %6, VFIL 0T 6 B AT —
YRRELIE (A 1480 G, v] LA CL S A 1 R S0 388 05 R VEIL STVEE AT AR T, 1 30 45 S 300 s
B4 B VFIL (19 H AR T 8] — TP 8/ TP N B 36 T 9T 12 300 508 738 20X — H b, b
AT ST PR RE ) - —F2 B ) (pull force) Fyy, H - DR (A5 90 ) M R 52 19095 7= A — b 2 4
(push force) Fl, , HHF IR (A T8 F) P9 1114 2575 1 (boundary node) ™ 7E. 41 24 5(6) Je 24 (Y TR, Fyy F

Foon T8 € XA b HEAL 7] 5 (normalized vectors), LA [ - BB Al V4 -

Fi||—[ Xi_)zo s Yi_% ‘| (6)

M G X () X = X (V)

i . - )
USh

X=X+ (=Y (X = X )P +(Y, - Y))?

KL, (X, Yo ) A2 PR A DL B O, Y A 4T 01 R KL B (X, Y A2 A 51 s A B A 2 BT, Py 1
Fosn FIA 77 Fioing BE X
F 2ies Foun +ZJEB push
o | 2ics Foun +Z,EB push |
oA I &l v T3 X 3k (estimated jammed region) #1015 s 52 5, 10 B U AN 7F T 0 X 38 4 11930 254 2
AR AEAE— OB A R P Fjoing /F A — AMALFT, 3851 VFIL §L% 15 2 H b Al 5 AR
5.3 #FHearing Range&y F & E 4%
Liu % AU T Hearing Range [R5 3 iz S 2GRS 1 -8 WSO SO il 1) DX 3k, 3 i
W B, T35 7T LA vk Hearing Range [RIIIAR, i HL 45 50 /N B 1P 38 1) 7 5 R B0 A5 5 1 i B2 A AT
U I TRy 4 A T UA 46 A B /s 3 ) 8 A AN T SR AR R 00 st l DA S PO U A A B B A1 T oh 5
T ; [ e B0 S 56 2% 1, 5 A 2 530 VIFIL AH B, 125 10 BA 50 o (R v i

®)
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5.4 EFPDR#E 8 FHiF E '™

Pelechrinis 25 A\ PHE G2 90 4 p S T o3 A1 210 00 0 0 E R 07 090 A% 7 T A 40 S A i 26
PDR M. H IR A AR WEAR T-HRA5 5 2 B A BE 7 8 DR 93 59, 08 4 88 T PRV R B e 1K 52 T 4045 5
23 LA 59, AN T £ 22 5 6 2 AP AL 0T 5 1) SR A 23K, 34 A 42 0 3 1) PDR B 14 2K K45 PDR (13X A Jg M f A7) 5
T B A R T80 B 3 9B /N b (gradient descent minimization) /7 2, 7 Ji Y 4 48 R8T T HEAT T SEBR
IR E T A At BRI e 204
5.5 BT JLUEZRTHIEE R

PATER M T — AT LA 2 55 20 1 T PR 8 AL B (geometry-covering based localization, & F&
GCL)P>LGCL B3R FH AU AT v (1™ 70 B 8 R 0 B /A 28 (58 5 2, % ks o R AT 5 0. BRAB UE W T 1% 5
325 1 TE B P RGP I T 52 2% 5 (O(nlog(n))). el At e 8 400 552 36 U W, 12 B0 A ek 3 B s Bl L P 4 74 S
JEE UA R Bk 5 (7 8 45 8 B (H AR A IR 0 T, b ©A 550923 (CL, WCL, VFIL) B A 5 11 7 o7 HEAf 52
5.6 /N &

FAVII BT T AT R B 1) JUA R TP T8 A SR AR A Ik DL A S 2% B 45 7 T FR) M e, 3K 5.

Table 5 Analysis of typical jammer localization schemes
x5 M TPUE AL T

Jammer l¢ alization Ran e-Free & Co 1putation

Sensitivity to

sche aes rar _e-based cC nplexity \ccuracy network density Scalability
CLPT Range-Free Low Low Yes Low
wCLPY Range-Free Low Low Yes Low
VFILP? Range-Free High Medium No Medium
Hearing range!® Range-Based Low High No High
PDR-Based!** Range-Based
GCLPP*¢ Range-Free Medium High No High

TP R 2 A ) R AR 3 B A 3 AR R T Bl A 9 ) T R i 24 T PR 50 2 B
X B — A T IREEAT R AL, 5 B B T Y0 LA 2 T 0 E AL i iBUAR 5 AR SR I AR 2D DR 3K R 52 RS 5T
(KT LET7 i) FA PR AE R — 1 45 A AR R IR T

6 DEE5RE

AR NBC AR TR A 7 A DA R TR A X 4 AN TR TG 2R 9 4% 1 () IR AT T 28k T
TCLE W28 WA TR T ISURE P, T P e 45 2 S B, HL B0 255 R 0 2, ™ 5 M A DI 2 X 4% 1Y) 22 4 R £ kg
EARIE AR TR BE R FUEAT T — R 5 008 A0 R 5 5Pl 7 (0 0 B2 1) 1 0 DL R Bk 25 g ) (142
1A, 0 2k 19 8% A SR V52 T 10 1D 58 T, AN S TG 7 D IO 29 41) 6 5% e o T 4 Pk e A R TR B T R e B R AR Ay
T T HaT AT R SRR T O BIFF SRR LU AR AR LA In) A5 i v

(1) Ba+HBt

il 4(a) KB 40) TR, IE— A0 A X B AN 24 AL AR B 2% v e 2 T LURE B B T SR B BT
PREAA N — A7 B 3 2 A7 R 8 J7 8045 TP S0t (0 7 480 B T B0 5 Ao 3l 5 K kg 389 A %o 3k v 248 7R g
T HRBT, v fe AR e SR agh A S I BRER TP IR 1053 B O 48 KB A5 PR NS Bl R A

(2) Z TP A

TEIXFh Bt A 50 B 2 70 W 4% B8 2 AN TR, W B 4(e) s G BRATAS F SR U B s o SR
HEAT AL, i GCLP) ] G453 2 P U i il S0 B AESE b 1A 4 AT HRIAE S TP Bods. e, 4 17 R IX
Foft 22 AT PRI 0 W 1) Tt o S b 1O i e g R T A7 %) SRS 2 R B B £ J. (gradiient information)") 75
2 ) 7 ST T AT A S R B FE 7R (received signal strength indicater, R FR RSST)ZO iy $Ad7 B & (4, 95 16 3k & B AT
REM T PRVR £ i IRk — 5 JLEAT B A B e £or.
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Fig.4 Mobile jammer attack and multi-jammer attack

K4 Baitith 2 T b R 25k

(3) FHIEZE W) L F T IRBCL 5T

2T e R (T 5 A I R A AR A R, AR 1 B A A PR A5 i B e A A e
M R boeh TP AT BE AR (K MOt B AT 2% B I 1&] 5 B 7 A To 2k 199 2 il A B BT LK) UDG(unit disc
graph) B 2558 3 AT PLUR, HLABGE TPt 58 -5 5 48 00 48 15 40 24 (0 B2 15 B0, R A X 1 T Pt 5
FLRSHE), WL AR AR 1y (8 2 AIALE 3 38 T IR R E U, (L8 2NAE 3B AR I I,
7 B R 10 B0 A R IE 5T 18 AN Sk ) 58 3 2 AN 93 0 ) 56 08 AT 1 0 R SO T L o B B
K AT AT ] 5 A B 2R (W46 20 FA ) 0T 995 480 38 DU 6 Z5UE 158 35 I 45 5 e S 25 R 1
BT P AT e K K A R

Fig.5 Impact of position on jamming attack

K5 A BSOS T B RS

(4) FAARKLN 74 LK A L] R S B

A FBIE 53 T A5 B AR B S A RSSO S 56 50 i 5 e 2 A G Y i R AR S AT R G e 8 v R
BLSTo 2 W 2 A5 R KRS DN ik I AEIAIL A B3 6 SR 2 2D T B R L )L

B AR ILERR T B E W 2% TR e TR ) S I SUHE R, 2 T T T 1 T R R, gl T
2 Tk P 2 AL o0 SR R L S35, R AR SRABL AR AR AT I )RR AT T i 2.

Bt AR, TR R A SO ARG T SRR AN U [ 2 R R g R IR AT R 973 Tk Ak g
¥ 2 B I Ay ) R R 2 5 AR O 27 94T g 0 A A B 5 R B SR = T e 9 i S v SR AL 22
TR ) 2% PR SRR A5
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