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Abstract: The rapid increase of P2P traffic worsens the congestion of network while P2P traffic identification

becomes the basic technical support for network management. The types of P2P traffic and main challenges of

traffic identification are introduced first. Next, the main techniques and research progresses of P2P traffic

identification are summarized. Finally, the future trend is put forward.
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ARG IS W LS T T T2 0% H 2000 42, SIGCOMM,INFOCOM,USENIX 4523 130 1330 H K 6
T P2P P YL 7 T AT R R P2P I F VR VR T 4 Ay KRB T 00 R0 AR U A L
HX 4y P2P fii e 5k P2P i &, Ji 8 2R B AR P2P B B RS0 B T [R]—Fh P2P 8 A ] LA SC IR 2 B i,
151 01 [ Py R AT 1R TR 52 HTTP,eDonkey2000,Bittorrent LA K 3 [ B Hp i %5 22 B #0538, FLIR 2 P2P B SR
S TT B AR BN 35 X LA 4 P2P It TR A1 ok ER P K.

AR T SR YRR 5 92 AN (), P2P 3t & DR 3R] g A g UM BR L R 2 B 40 A% DIl (deep packet
inspection, fij % DPI)HA . JHET-HLAR 27 > B S PN EOR L FET- R £5 AT 2 R BOR S5 %l P2P it & U B
ARHA FCALH T, H BTE B — R AT DL M 45 Ty P2P .38 18X P2P YRR A3, 128 1 H i R
F R A,

Table 1 Traffic identification techniques aiming at different P2P applications

&1 RFZERLR P2P N BT K i ORI AR

P2P traffic characteristic Typical P2P applications P2P traffic identification techniques
Non-Encryption | eDonkey2000, BitTorrent, etc. DPI, Port-based techniques
: Machine learning techniques,
Publ | . A e ]
ublic protoco Encryption Azureus Gtk-gnutella, etc. Traffic identification techniques based on
network behavior

QQ voice, Pplive Ppstream,

Non-Encryption etc DPI
Private protocol Machine learning techniques,
Encryption KaZaA, Skype, Xunlei, etc. Traffic identification techniques based on

network behavior

P2P 3 2 1 591 THT I £ 25 2 o) 0 m A 45 4 1(L) SR B AR s HL BB 1) P2P HREAE 7 AIE 1 B2 IR 6 2 1 LR 1R
SIMER (0 OG5, 7 P2P M 1B AMELL K K& P2P SRR & SR A LB I B R 15 P2P Y 3 AN &
(2) Gl e vk ST BAERN Y P2P i R s AT A R B e A S PO U P2P A (L AN W 1,
T B AN K I 48 T B IR B AR OB R Bk k.

AL 53R T 2004 4E~2010 4E 2K [F A 4h E 1 P2P s R AR BFsv st g 58 1 A543 P2P Hil e
PUMH AR ) E RN Fe bR 55 2 A B R 0 P2P R B RIS 3 A4 P2P VR B AR I HE AR T 5T Ak
J R B 5 H AT P2P PR IR B 32 B SIS N BT (.

1 P2P REIRAFAKBIEM ISR

P2P it s R A AR — B LA LLR 4 J5 T PP Ad:

o ST R B EOR BERE LE LM . DL iR S P2P R B IBE T,

o MERRPE: SO U B R GRS IE A ) P2P YR R BE

o TR I W TR B A R A% Ak B R S 9 4% 54 U ) g

o AEOHME R R BE S ST IR AERT BRI L B T SR AL K D B IR S .

H v, B 7 HEPE LLAN SERT M. T R FMEOH PR IR B — AN AP 4R AR 0 F LRI P2P it
TR T7 v IR RUOPE A ST SE A AR R MR AR 3 L 4 [0l B FRS B DL R 37 PR A A 2 0 A M BN .
11 RIBEMFIRE

Rl (false positive) /& $5 FE 25 C I &4 4 F R 251 CL BB M (true negative) 2 38 JEJS ) C 1% =1 47
3 ARSI CAR & R ECh FP I E) TN, 4% % (false positive rate) h

FP

FP+TN '

Tl (false negative) &7 J& T80 C 143 8110 Bt 7 SRl AE S 50 C. B BH 4 (true positive) & 48 & T2 C (¥
AL RS CARE IR PN, ECFHPEECh TP, R IR % (false negative rate)h

false positive rate =
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FN
FN+TP’

false negative rate =

1.2 BEEMEE
BT WL A% 2 ) S U R AR H T A 181 22 (recal 1) FUKS 12 (precision) P X548 K5 Sk T 1R 31 45 5L 49 [
KRS BE T S5

. TP
precision = ———,
TP + FP
TP
recall = .
TP+ FN

1.3 REVERIEFF TR

DL LT CIE 1P Bk, 5 1 1P Mk, Y o 115, S 15 P SO SR IR AR I 29 R R AR R FL T
AT IS I — AL BRI R B R 2 .

A PRVt A o T A TR () AL T 8 A BRI T 43 L R A R e A TR ) ) A A A
PR 4 50 ey 0 % A B B B T 40 e Erman 25 Bt 7E SRR U TR fR HE R R IS, RO ME R A R
OB IR ARAT T4 HE 1R R 2 B, 0. 1% 1 UL o AN Ui 1 7 T AV BRI 46%. G S i TR SRVE R A8 TR H BR T X
0.1% ¥ LAAN T TR, B84 S IR TE A M vl DLIE 21 99.9% (B HI 453 2% T 46% 1) 7715 MERF M. IR I F 52 bR I 1R
FBCRVTAL 70 25 A A P ) [ ), B A PR v A 12

P2P i R A IERA 1 O 2 1R 56 35 1 AL PEN F8 4w AR B B0 VP HERR ME 5 bR HE A SR — X o R W LG
B AP P2P L U A A N TR M. A, P2P L S DR S 4 AR (0 S AT R R 1 R e PR R DA,
BT HE— DR E VPN ) L
2 P2P m=EiRAIZA

H AT P2P it i UM AR 2 E 4 i DU AR L IR Z A A IR . BT AL 2 ST IR R
FHEEF W 44T R )t e R AR
2.1 mAiEsE AR

B P2P 1N FH R A8 P [l 2 1) iy 115 (LR 2), BT LA 2% AR 45 $2 4L 75 (Internet service provider, & #5 ISP)
R A i S TR P2P YR R AR 2 I, Ho SIS /N 2800 B R P2P 3 FH R A B 11 kAR B
RN 11 28 4 A e S5 38 37T B A6 D0 Bleul 45 A P13 4T DirectConnect % 45 45 H1, 76 £ 0 ¢ 21 Fy i 11 71, 70% g 3 11
AAHE A T — ko] WL, 3 T3 G P2P i RS R TN RE I 2 2410 75 K.

Table 2 Port features of P2P application software
Fz 2 P2P N TR ¥ G 15 AL

P2P applications TCP/UDP port number
Gnutella TCP 6346~6347
eDonkey TCP 4661~4665

BitTorrent TCP 6881~6889
DirectConnect TCP 411~412
Kazaa TCP 1214
Fasttrack TCP 1214, 1215, 1331, 1337, 4329
MP2P TCP 41170, 10240~20480, 22321

22 FRELEELN(OPHEAKR

DPI F A A AR VG e SEE 1% 3R TR A 0 P2P b iSU KRy il A, 2F i P 7 2 17 ) - P2P it W 1 JZ
B AL PSR IBOZ I O/ DP1 SR UM E R 3 1) S B, 10 BEC UL BCSVE 2 1 O DPI BORTERE I OB AT I 2
DB LA VS C S0 9 AN 5 THT ) 38 DP1EEAR.
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221 MRS
T JZ A 3R A RE A ME— AR IR P2P LI R I P 3R 3 A1 MY 1A 2 P2P T A A R AIE.
Table 3 Payload features of P2P application
F 3 P2P N H IS ABRFAE

P2P applications Application-Layer payload features

Gnutella ‘Gnutella’

eDonkey ‘0xe319010000V

BitTorrent ‘0x13BitTorrent protocol’

DirectConnect ‘$Sen/$Get/$Fit’
Kazaa ‘X-Kazaa’

Fasttrack ‘Get ./ hash’, ‘GIVE’
MP2P ‘GO!!, MD5, S1Z0x20’
Ares ‘Get hash:’, ‘PUSH’

QQ voice ‘SIP/user-agent: Tencent-VQQ’

I 2 A7 A80RF AIE 1 £ B R A T LR B g WAy 2T L SR EURRAE 1) 5 2 2 O B U I S R O A SC
AT LA AT, 8 A ) B TSI A G SO, B TG B R S B F8Re A0 R AR 28 T (R B 80w AR P PR G AN i) AR
T 77 R HEAT 0 B .Sen 25 A [ KB P2P HIMSURT 56 S0 Y 32 B Gnutella,KazaA, DirectConnect,BitTorrent,
eDonkey %5 5 Ff P2P SC 1 L S i R4, U MERH R AE 90.1%~100%. T L J7 2 URFAE b A R I, % i3 S0
AN TEER A 02 (3, 3RO AIE 5 o I

S BRBURRAE 7 sk kb 7 F 15 U AL, 8 5 R WL &% 2% 2] 5 i Haffner %5 NBLX I Naive Bayes,
AdaBoost ! Regularized Maximum Entropy 45 3 Pl 2% X FLyR RN 7 BN FH Uit & 50 30RR AT ) X S AiE 3F
AT 92 K5 BE 35 99%~100%, 74 113y 86.6%~99.9%. 1| 243 5 N PLR ) Apriori 532 [ B HIUHMSUEFF, 92 9
Toft 7 FE 9 485, B 7700 149 emule 7 B2 Y 5 S5 A1 L AR, At 17 FH 9 485 1) 7 45 L 26 i ik 979% LA | Park 2 AP0
T LASER 57k, LASER 8L 2 N ] = 47 8 i e IC AL 1 e BSR4 O 1 H 2 S 38R AE ABAT TR ] LASER 5.
EERBUFFAE R LimeWire it & (MR %0 0,0 8.42%; 1K) Bittorrent it & (MR %0 00N
10.4%.
222 B TRAE L

5% X LG P 557 ¥ AR Ll A I8 P 80 9 o) 4 TP 0L iy o U AR v ) 2 B T U 4 O
(L) o A ek R o [ I Y 4R 25 P L AR B 2000 45 6 T, B 4% [ s Y A g Ik E
747541Mbps, % 2008 4= 4 K 16.8%. 1% B 3R A5 5 T Pt 527 5 5 1) 4 Ik o DAIE I 199 4% it o [ TR 8 G (2) B v
V10 ek SR ) 4 7 FH W R e 22 A0 [ A5 — oA 2 D VAN A B AR AT AT — ol 5 N 3 e e O 19, 3 SR AR X
VE LS R % HEAT B 245 T 3 LIS W 9 2 304 11 3 5 224k

AR G i B9 K B0mT 43 g B A o DC N 22 B L JC 5 P, 5 L B9 3955 KMP,KR,BM,AC J — 26 Bk 1) 41
YREE SCRR[ATISE B b T B sRUC AL 595 BM,BHM DL A QS Sk s, -8 T8 0 FH -+ P2P M 45 i /il
0 B Sk vk SO BR8] EL A T AC 22 B2 TG IE 5592 A1 Wu-Manber 22 45 20 UG it S35 [ I 47 40 2R 4R 1 T 24
QUG P O A A S B 7 105 25 T SCRR[L7-21] RO IF 50 45 3L, 38 4 ZI%5 T H R o R 500 49038 o R ASE 2 U e A0 92 A st
6] 52 2% 15 L n SRR SCAR B A m R R K

Table 4 Time complexity among the algorithms of pattern matching

4 BQULECSE A I (0] 22

Pattern matching algorithms The worst-case time complexity
BF O(nxm)
KMP O(n+m)
BM O(mxn)
QS O(n/(m+1))
AC multi-pattern matching O(n)
Rabin-Karp O((n—m+1)m)
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B 4 A D0 A% 2 DG P50 S50V (1 I ) 52 2% 5 R AIE B RS BEAH DG, T DPI 2 A 1 U 2 ik 2t ik R A1E 5
& BRAR A ML (deterministic finite-state automata, fii #X DFA) #5508 J& B AH 774k IT 85 K0 AN 2 A BRI &AL
(nondeterministic finite-state automata, FFK NFA)AFfif TTA5 /N AE V1 S 30058 BAL b, e AT T30 AN GG A T vk o) 4 2R
BN B RS AP SCRR[22]48 T — R LT AT AT FRAR LAY DPI LA it v 7 DFA 176 TF4S K1 il 3.

HHr,5E T DPI A1 P2P it = PR AfF T 3 B0 J e gt 45 = VT i A5y LUER 7 DP1 BOR [¥ 77 ik 2. Sen 45 A
Pt T AN T UG S Sk () A 2 40 2K 28 R 5 P2P &, JF 14l T SR(standard regex)&.i%. AR(AST regex)
R KR(Karp-Rabin) 8% 13 & R P fig, S ik = 40 04 0.21%~2.39%,8.7%~77.60%F1 0.07%~0.9%. 1]
UL, AR S35 5 B8 A o B 4. SCRR[23]HE AR AR I 22 45 Snort *F- & S23L T %t Bittorrent Ui 59 VR 51 5L 1 4 Snort
A JH B A X H UL T Boyer-Moore 535 Fisk 25 A\ ¥ SBMH 2248 X VT IiE 232 % Fl T+ Snort I & B, Snort 2 45 1
BIPERESE = T 509%. 0 A, A B m R I fi, BE T SRR AE DT C U R 4 2R LR L7-filter 7EERIAKG B0 R AU —
AVLIFUEIET 10 AN B 0. an S e REAE 71X 10 AN PN IR0 AR N I P2P Bl Sl JI -4 3 AN 3k (1) 9 A1 440 £, 2 i
1% P2P UL SCER[AS]RF ST T L7-filter X T-REAN 23 18 (M4 R IR BE 4 1, 729% 18 TF W UL e 2 7R AN S5 16 (W 28 1 4
$odf A EREAT 0, FLK 22 B0 2 e AR SR 32 7 v Xu 8 AP Rabin 74 B VLG SIVA IR R &
BU A 3 B RN B30 5 v 2 A5 A 70 AR [ (% 47 280 P4 2, KA PR AH [ 10 47 280 4 2, A D 1% 0L P2P E L.

S<br B, T ORUE DPIEEH: 1 A5 UG E S0 5 5 S 45 1 FABBOR B W R A B ER . P BOIRZAS A U HL 145
SR Risso % NPPURHLAE JLT- IR M 48 FA 85 R, TCP SRR SH LT I & X CEl i 7 Hi it 61
Ab PR BE ST, AR HL B ] T DP1 A AR 1 e

25 B PTIR A5 K 2 BUE DU N DPL BORUEM M & T EEPE LT, FLASAE 40k 5 H IR ) i, S 2EE A T AR I i
5 PR TR, G TRU0 P M it 1 A0 8 T 4 2iE 22 1 55 8. H AT, AceNet,Qosmos &5 B Mk = i 32 BE R FH i B A R i A
2R AR DL AR AE g B it R T v I T S HE . L 7-ilter fE W A UL 128 i bp S0 2, EL T B 28 n 4 1)
skype it e MR B R B R 0 e 0 A B SCER[OTIR ) S B85 1 emule 3t i, HLAERRPEAXAE 30%~70% . [A]. JLAT,
TESEBR N b BT DP AR JUAS N B A, 6 T 52 3] B o
23 EFHNHEZEINREIRANFEA

B THLAE 2 20 1 & AR B AR — SO T R FH 2 S s R R B = 4 T RR IR L AL 28 2 2] 4 A
AU P2P i
2.3.1 P2P i & NG THEFAE SR EL

P2P i R 48 THRFAE T LU B G 0 AN H s T 2 $ .

(1) Hrds AR

EACTTH IR S TR Wi 217 W O O e -V s N N 6 e BN () L1 M STIN €RaN E e A € At N I R R @)
AN E) 45 2 5 F1 H e v 23 AT 30 23 28 60, 5 AAE FR) E T 480 60 2 T 48, He v om A 8 ok 1 25 F A 24

Table 5 Memory overhead and computational complexity of extracting packet-level features
F 5 FREUECR AL AL (1IN B 45 A0 25 8] T84

Packet-Level features Time complexity Space complexity
Single packet size 0O(1) 0o(1)
Mean value of packet sizes O(n) 0O(1)
Variance of packet sizes O(n) O(n)
Minimum/maximum of packet sizes O(n) 0o(1)
Median of packet sizes O(nxlogzn) O(n)
Mean value of packet inter-arrival time O(n) 0O(1)
Variance of packet inter-arrival time O(n) O(n)
Packet rate 0O(n) 0(1)

ARG P2P &, FL A AR E A T 2 5 Bleul 25 A L2 #T Bittorrent,DirectConnect,eDonkey,
Gnutella B % FastTrack i 5 Ff P2P it & &L, EAT1 ) (1P 3 s K 72 UK. BR T eDonkey #1iX4h, oAtk 4
Pl % B B /N T 200 7745 (K504 A0 Teufl 25 N\ 1280t 355 000 116 4 80 52k 1] 3 I 18] 335 AH L Marcell 4%
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NPTt Skype I L 378 5 HEAT 52 36 43 M7 2 B, P 449 58 35 B0 00 K /N AE 40 7715 ~320 5715 2 a1 A8 Ak, 5 i) HF I 0 47
i 71 20Kbit/s~80Kbit/s -2 [A] 224k, T skype T & Hls £ 1 2 (1 I 1] 7] b /2 30ms & 60ms, AH &Y 1) #dls A B 42 )
2 33 AN F 16 A A/s AT H X LERFAE R Skype Ui S HARK VOIP i & (MSN,Yahoo
Messenger,AOL Messenger,Gtalk)[X 43> F.Bonfiglio 25 A 281%} skype i & HE4T 5286 43 7 &R I0, 46 Skype WAL 4%
FRIHT 30s PN,Skype %5 ) sifi 38 FRHUH 60K /N R 20 7 LUG A B AR /N 2 3% 1A 35 Hdls 60, B 2k I 1) 1) B 2
20ms,30ms B# 60ms. b 1%t skype Uit f U IR K 0~0.01%, IR % 4 9.82%~29.98%. Yang %5 A P94 it
A L A 02k I ] 1) B8 R4 ) 7 B SR AE, % Bittorrent . pplive Wit skype Ji & MSN i iR
S HERA P 7 91%~95%.

Este 25 A POV T H0di A A0E A0y Bk 253 et s 0k, IS0 6 DK /1N 52 381) 199 4% 122 A 55 285 44 1) 5% AR X 5 /D8 T
HAFAS TCP RS ThJ5 AR 1 AN Hh A RN 43 S8 sk de R L AT 1A 434 7 TCP BB F £ AR AR AR
PR, 6 T UDP Bp3CT SR AE AR @ PRI v] DA — A IR NI, SCHR[3L17R F s 60, 2 /N AN e s A, 7 T (2% 2 iy %
FR A 2 T IR 55 4 SR 3% R A 2k 70) 43 2K W 2% 3, %) Bittorrent 1 DU HERfI#E k) 96.8%.

1AM, Roughan 45 A BARE 5 AL G5 T Ol A A AR BLIX 4 KB B Rt 44, th AN s FTP Wi
WWW i X 43 FF, IR 75 ZE7E O I 2R BUE 2 (W TR AE.

(2) Bl ARAE

B R EE AR VR 10 0T . WK/ R LRI TR BL R BR IR AL (FIN,SYN,RST,PUSH,ACK,
URG) B B 1Y) TCP s A4 H 55 55 i /D a2 48 [R)J8 T~ AN H0Hs it 19 13 208 60, 5% 1 B30 AN R 45 22 I8 1) B
ANV 25 SR 2009 25 T s B 220453 21— T S, TCP AL IR T I %1052 30 SYN B34 6, 2134 I %1, TCP 3t 1) 45 R
B Z 2 FIN 3 RST £ 454 213K I 2. UDP i 4 T 46 i) 200 RN 45 o H 2203 36 WA A s X, B i, Cisco Netflow ¢
LR R IS AP 1 R 60s. BT, 452 3> UDP $30 40 3 1 1 1] (1] b B 60s JUJTA 4 2 PNV

FIHT o T 2 i A A S G, ] A A2 R S A DR AR SCHIR[33, 3410 P2P il it Al Web Hi 4l it (¥ 48 1 4¢
FEHEAT T ERIR o BT B, P2P it /I I B BE Web 38 DK /N RT3 (K P2P 3t 1) S 340 R 452 I [A) ZE LE Web 3t (1) 334
F G 1) K R R 4 NS FTP B P2P I 45 1 AR B0 WAL A0 2 L, P2P 7% ) 50908 4 /A8 A e B
R VAL B R A o) K, 98 6 s K J3E 1 K. Moore 265 A BOH L 249 Fh TCP K 5 i K7 199 4% i f2 KL 43 il 10
ZE0, 00 Web i & IO HER PEm ik 99.27%, 1% P2P 344 HL 523 & (KazaA, Bittorrent, Gnutella) YR il YHEAf 14 1 5
3| 36.45%. (1T 249 EFRAE 1) 5 A B TS0 TT 4 R A7 G T, L7 P 226 T 4 55 (1) bRk AP AIE 26 ¢ 57125 (Fast
correlation-based filter, & Fx FCBF) M 249 Fh &4 it R fiE H ik $6 12 B TCP SR AiE. Sb4b, Li i 321X T 9 Ff UDP
PREAE . Erman 2 A\ BB [ 5 S AR REAERE B FEV5 I 25 Fh TCP K04 Y4 4E H 16 % 11 FpIfURE 4E. Chhabral®1%%: A\ 42
H PISA 535, A BRI B L VAR 5 T LA 9T, 38 6 H1) HH 40 v P HCHR 4 A0E 100 BT Ji) 5480 60 245 [ 4, 3G
hn Ch Gevt I o AN 4

Table 6 Memory overhead and computational complexity of extracting flow-level features
F 6 FRIUECHE CLAREE (1 B 8] T8 R0 25 18] T4

Flow-Level features TCP flow or UDP flow  Time complexity  Space complexity
Client port TCP or UDP 0o(1) 0O(1)
Server port TCP or UDP 0o(1) 0O(1)
Count of all packets with flag bit set in TCP header TCP O(n) 0O(1)
The total number of bytes sent in initial window TCP 0O(1) 0O(1)
Count of packets with at least 1 byte of TCP data payload TCP O(n) 0O(1)
Count of packets in a flow TCP or UDP o(n) 0(1)
Flow size TCP or UDP Oo(n) 0(1)
Count of all packets with 0 byte of data payload TCP or UDP o(n) 0(1)
Flow duration TCP or UDP 0O(n) 0O(1)

Kl ks AR 5 WL s 5 ) SR S O AT 25 A Bl Uks IR 45 5 AR RS TR ORR AL 17 A D ML s 7 ) SR
SR AR REAS. R, M B 005 AIE 20 2 W0 46 i IR 98 T4 AT AR 22 SRR [32] R FH O 14 45 48 I [ A~ 22 £
RN AT Kazaa fEN I 7 B, B AT R 9.7%. SCHR[401F AT~ 490 K/« 1 i fp 45
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I 1] 255 1 43 285 P2P 3 R Web 375 1, 70 ME k5 1) 959, 7247 v ff 1 1 3] 80%.Jiang % A\ U] Fi] Cisco Netflow
13BNV HBIR R IG5 B AT W28 343 28, - Bk rfy P ik 21 88.3%.

P2P i SR THRRAE AN KM T N 2 G 2 PN 28 (ELIE 2 8 T AR I 527 I 4% PR 058 (1 5% i 4 R, LA e MR AR G - B
FH 2 SRR AR 22 SCHR[34] 48 HE  Web S K5 45 I8 1] il MBS ) Pareto 7347, P2P it E 42 1F ] Ik AN Weibull-Pareto
S, SCHR[33]F6 H, Web i RF SIS T F1 P2P Jit RF S )35 AR A X B IE 25 40 A i+ P2P S AF s o A b
99 22 53 0 JIT LAAN [7 (30 D) 4 S 56 PR I5E T 45 21 99 5 560 500 A ), o AR R AR AT 0T 2 e K A R P R R R E
P P2P it 152 P 4% I 2 R 1 5% M 52 K SCRR [4 2] ) FH B30 e A 2 37 3 S 3%, 70 7 [ Ml o SR A 1) i 41
R AR, e I SRR AL T B
232 WA HE

ARATSRMNT IR B S o) MBS PRI E ) 3 A MR HLAS % X BELE P2P Jit & R AT 1) i,
VP 5 LA & bl &% ) BV vk e

(1) MBS

F A I Py A0 35T 06 B 2 o it = DR 9 32 2 A T EM(expectation-maximization, 52 s K A0) B
AutoClass Bk, K ¥HESH L. DBSCAN EHRH L. GMM(F R A A B 25 F HMM (B 5 /R 1] K457
RBEHAE

EM S5 — T M6 (0 SR S0, B B A DL — 2 MR H5 R B 7% 1. McGregor 25 N1 Vioks EM B34
N FH BB 4y 2 R EM SV R T A AR TR SIS R A R, I 2 3 B 0T 4 28 T ik e K T Y R 4 VT RRAE
McGregor 5 N3 2% Fe P2P i 1 PR 501, i A RE s b ks X 4% 4 0 0 J K B BRAB i . A8 LIS EM SV R
HH 25 5 S A SEBR R A ST EM BVECSIOH FE B (R AT BRIA A B A R A LU R R TR E S
TIRFHEE . B Vi B8ORS R AR AL

AutoClass ik — Bl G W B DL Wr S SR AL 2 EM SR — Bl & I S AEH EM S ) 4/
A% Zander 25 A*TH] AutoClass 53%:4r 2 8 Rl i &, 2L f44% Napster fJ P2P J3 19 & 441 1%) Napster
(KR B ERA PE AR f 22 I N 0,3 LG IRF K400 90%.

K $MEEELL k AER NS B AEREARLE i k ANE, 75 45 F A% 9 AR AL E v, 1T A% D) A L2 G SR [45]48
F K E I ER 28 10 R &, 2L P2P i L $5 eDonkey A1 kazaa. fth Al 145 it B AR A543 1 50 4N,
WU eDonkey KIHERATE A 84.2%, 47 kazaa FIVERAME N 95.24%.k ¥ (H 5L T 1 BL5) SEIR (HZ 926 WA A
PR — 2 K MRS e AL B K A FEARAE R ARG o0, 0 RATEA D BEAN T K ME B R 2R sl
FINRANME, 02 5 A5 2 2 M BRAR T (spherical ). 76 52 B (R 5 43 28 o, BT 5008 i 1K 40 H AR 0 X 43 28 1 TTRRAS
[7), 5 SR S AR IO 2% 0 2 T BROTR 11

SCHR[A6]VEAL T K ¥ERZE. GMM Fl HMM 55 3 Fi 2R 26 7724 28 10 F TCP M FH v &2 (1 1tk fig, i I K 3
B 7 AR MER I A 95% 78 44,17 GMM F HMM 1) 43 3 AAHEAf 14 0 99% /547 .GMM X} eDonkey 2 71l (1) #E
K 94.1%, % kazaa IR HIUERME 88.9%:;1 HMM X} eDonkey R A FIUERGE N 71.4%, % kazaa A IHERIZE
67.7%. S5 k5 NI S04 T 9 UL v 3 A0 3 b SR 28553 K 441 . DBSCAN 1 k-medoids, & Il K-medoids
TS 27 YU 6 d ey K-medoids SR S HI5 U 2 AE 91.4%~93.6% 2 (8], 715 52 24 )% 4 O(nkt)(n 2 X 411
K R AR AN R IEARIG ). Sk [48] LL 8 T K ¥J{H . DBSCAN FiI AutoClass %5 3 i SR 2 503, R AT
K BB F1 DBSCAN #3743 2 (R I} () 22/ F+ AutoClass (1) #55 [i],DBSCAN 23 5 & I vERf PE 2L T K
B S8 550k (0 DBSCAN 598 1873 kS 15 2 ot i 1.

(2) B>

B 2 o3 XY ZRAE A B b 0B AN N FE AR 42 A S8 T bR 12 AT 43 AT, 9 <3 R R B AR B AR AR 1K )
Roughan %5 A S 5480 M B 2% 3) J7 7843 S W 45 AT R T K S 4832 4328 7 ot 9 D 4 2. K e 48 4092 vl A7
R IR A IR AFEA x 1) K AT AR, WX K AT AR 2 5UE T 00— 28, a4 x 3 — 28 A AT i SE 56 45 SRk
PRAERE T R 53 1 3 SR R ZR AR 2.5%~3.4% L 8] 7EK BT A i ik 4 J 7 2RI B R AR AE 9.4%~11.4% 2 [H].
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AL K3 A0 5 v R I B I 3 B R 0 A5 A, TR A 1) M BRI

Moore %5 A AL F T 5 b i 3008 i 58 B RS 30 B00R 4 (R SCTRTRK Moore B4 48 ), At AT 56 A 157 2R 10 b 28 L
Rt 30 23 S AREE 2 S ) 28 U, 0 S 1) R A TR ME A P AR, AN AT 6500, 3 2 R Ay b 38 DU 17 43 R B e M 4 AR 1Y)
FEA G A 0 IEZS 20 AT AR SEBR b UITZRAR P IR RE 400 A 0 2 2R 00 DU T A A 3500 02 T R iR Bk B 1 J
AR AR W FEZR 43 A1, Moore 55 TRV F UL T AZ Al T 43 R BRI, 43 28 (R R ME A 42 1 2] 95% DL E R4S D $Bp
REAG T SRVEME R I 4 v T AR SR AT IF AR T 5 2 S RE AR T v LG A9 7 S B 14D IR 8% AR 05 o, AN Ti) S 28 1) ) 8%
LA 2 B A AR AN ) 31X 4 5 I DU SR T 43 S S K A e k.

R MEUZE Moore Bt 4 1A I S 5 1) WL 20 200 0, 0 P2P 2 53] (R RE A HU I VEE 1 %y 86.73%. 32 5 i) KL
SV S B i) R0 T ek =l P A g ) v e PR AR 2 ), I e o A R) R T 1t 2 S o ke s IR D ) v )
SR PE ) 3] o 00, T A 4 SR T DA R PR U AR S M AN I D% S 1k X 4 S R (R g A ol TR RS B
A LE #4300 H 200 1) S8 B AR AN JE R 00, 6 1 20 SIS M A e R s e 2 A 82 B DL 07 00 S B9

C4.5 53 FE AR SE A M T FEA 43 A, SCHR[37,50118 F C4.5 51k 43 it & % 50k Ik aff vk Eb UL i 23
FE T A BN () 5 K SCER[B L] VP A Bayes M 4% R SEH T 2 E IR ANHL(multi-layer perceptron)%s 3 FiL#%
2 SR (52 5 5 L 1 Bayes 4% R v SRR B I A T I 2% T RO 20 58 WilliamsB 2t DT - )
4. C4.5 Wi . A2 DU SR AN 28 DU 0r 20 W45 4 Bl STV EEAT 7 ERAL, R BIIX 4 Bh STV B R B R HE R
HAE 95% LA I AR CA.5 e SRR B2 1k B 1) 5 e, B 3 A S 9 2 1 )

T WA B 2 o) ()3 8 4 2% 2 S T IS V9 A [ e — 2 s i PR A A ke e A S0 B A 38 1) M 2 ) vk AT
FH 2t AR IRE A N7 1) 23 S48 A A A BE R A RO I i AR 4 b A Y B SR AR R M I N AT A
R AEAR I A S8 B 2 ) SRR ST I U o S A BT I 4k

(3) I MBS

e B 2 ) F KR (K R AR A (R AR A0 2D 88 LR A IORE A T 37 2 28 o 153 Sk [38] 1 vk Aok 2 Wi 2
ATTES KGR E AR K BSEF R KRR D AR D> B R FE AR A M2 E RIS TAA
AHAE [R5, AR 5 A8 FH o v PR R A 5 i e 5 288 ) 22 ) T RS, 308 488 % v LA ik AR A L A9 e K 1R 2R T A A i 1)
FEABAT 5SS 8 Fft B I i, 4 S ) T MER P A 70%~90% 2 ).

Qian %5 NP LT GMM 92 W B U 40 28 R 48, I FH AR S 36 K508 41 2 Moore 258 N B8Ry s 36 M0 2 Atk
fIT4E Moore £ & b B n MEEA PG R — MREAAE DA FRCHEA, AR n=1 MREAAE N R bR FEA S0 45 3
FEWT, 1 n U AR, 23 A0 R R R ST B b n (B R B8 K SR T bR d IO RE AR B D AR bl R A £ T
O3> FAE R ARSI R AT I, 7E 2 B PRI B 20 IS, b 2 o 2 S IR A 2, B B ORIE A A PR R AR 4

FE TS 2% 20 10U 2 R 030 T O 1 e K ) gl 2 MR 2 B (concept drifit), RIZE I %1 t 43 20 1) de £ 40 ALy,
5T I %0 -1 5 3 (0 B 2 By g AR S P EUX PRSI0 J5 N2 P2P 4% (150 25 k. WilliamsPA B 15
H T HL A% 2 > S0 U 0 2 11 8 RS X 4% 1) BR T R E. P2P it 2 R 01 o e e At 2 SR 11 i L, ] 4 g o
SRMEF T 1),

(4) Wlas 2= ) BIL RN 5 g

PER S TN F0 R PP A% 5 GBS [F) AL 25 27 ) S50 9 T I 17%) 3 2 TR M 0 1 A — 2 e 2D — ANl (5 U7
G 2 JE T WL A8 2% 20 B 1 43 S 38 10 VI e 1) e e e I R D 4036 1D B0 402, B U1 5 20 v 1 A A A3 AR i —
JeB T JEANRE 52 RS (B B0 2R ) AR H AT A T I R 48,91 1 Moore 254 48, FUR RS 45 H P2P SCfF3%
SEUR I BATE TR T A FE T HE AR 060 3 R 2 S AR I v 1 B R AR A, S B4 2 S R 1 AL
ok 30 B e 2 O A SR phy A I R T LA S 22 b AR 3845 3, 12 R A 43 2 8 T AS 33
YRR H AT S R AN [, ELALAR 2% 20 SR AT (0 2 500 2R A A X 45 2 0 1 LS L% 27 2] Sk AR
SR T FAMER 7 BT H AT TR O LR S Sk

© HEBEERAET hipd/ www, jos. org. cn



1289

Table 7 Comparisons of machine learning algorithms for traffic identification
F 7 HT RIS ) EIE R

References Traffic category Machine learning algorithms Evaluation results
WWW, Naive B The overall accuracy of Naive Bayes is 65%, the
Moore, et al.l*®! P2P, _Nalve bayes overall accuracy of Naive Bayes kernel estimator is
Mail, etc. Naive Bayes kernel 95%
. 16 HTTP, EDonkey, GMM and HMM are better than K-means,
Bernaille, et al *” kazaa, FTP, etc. K-means, GMM, HMM their accuracies achieve about 99%
BitTorrent, K-means, The byte accuracy of K-medoids is the highest
Shu, et a1 POCO, DBSCAN among the three cluster algorithms. It is about
EDonkey K-medoids 91.4%~93.6%
HTTP, K-means, The model time of K means and DBSCAN is shorter
Erman, et al.l*8 P2P, DBSCAN and the classification precision of DBSCAN is the
SMTP, etc. AutoClass highest
Xu, et al.1*9) VYDVZVQN ' Na'l'yslgzy?eg{(eesrnel The classificatioi:l_ accure;)cy ?g z\égﬂ/is the best and
Mail, etc. Support vector machine (SVM) genieves about 94.92%
HTTP, Bayes networks Decision tree achieves the highest accuracy, Bayes
Soysal, et al.®! P2P, Decision tree networks and decision trees are more suitable for
FTP, etc. Multi-Layer perceptron Internet traffic flow classification at a high speed
. HFTTTPP' CE%ySZcr;gitx){r:es The accuracy of the fo_ur algorithms is similar, but
Williams, et al.®% ' o the test time of C4.5 is shorter and C4.5 is more
SMTP Nalve Bges suitable for real-time traffic identification
P2P, etc. Naive Bayes trees

2.4 ETFP2PMEITAFEMREIRSFA

2.4.1 P2P MZAT AHFAEFEIL

P2P [ 4% [ 45 AN X 4544 (peer) # 2& 11 25 5 b S RE A1 €81, T B0 R 45 PO B2 (16 2t 8 IR 45 W fof P 2 S P B
BRI SHIAS 73 B 380 D 8% 1R B — AN 45 2R P2P WS AT A R AE 2 B X S A I A L AT sl

(1) P2P # g f L

Karagiannis 25 APV IR, P2P I 2% 44 4 2 SR B2 1 W MR E:— &2 K24 2/3 1) P2P [ ] [A) N4 1} TCP #1 UDP
BN, T At 2 i 7 P R I P A B 8L AR AN AN B FE NetBIOS, DN, i bk 4% 3 4t /b %5 37 K % 4 P ) 2 i 1)
HEAT AR )t NetBIOS {# F 135,137,139 F1 445 i 1,38 3 3t 115 ] HE B b ix 265l P2P W — R 7E P2P SCfF
L W 255 e o} S R A ] — 4% TCP BB HEAT SCA-A- i i -1 Web Z59E P2P [ FH % = i R IR 55 4%
Z IR I8 5 A AE 2 45 91 R 1) TCP ¥4 Karagiannis 1 1% P ANRFAE 1R 51 P2P 3, HL B AR ) s LA TE DL SR 2.4.2
W PTP SR IR A% J7 ¥R 5 P2P il & MR IR 1E 8%~12% [A].

Constantinou % A\ PR3 4 H, 55 HoAt X 4% 7 12 1k 100 28 45 73 41 BEIATT EE P2P 199 2% HL AT BE K A 4% At AT 130 3k
OB 5 A Y S E R S LTI ] P2P 4% (K038 SR T 224 4 B o S FE R 4% B A% 4 A R 2%
1 AR K T 1) e K AR I AL, L O 0% v D B 2 e 55 8 S 0 7 i (1) 5 B8 3 e 1 0 {1, D 2% oo 2% 2
P2P [ £%.1% 77 v ] P2P i &, IR IR R 4104 10%.

(2) WATE

X B RRAT B SRR AR I TA] t b 53 G BN R (N BCE. 28 P2P [N FE 4 IN B Ak KR 3
Y5 AT I 22 ORI N 3K P2P 4% 1) —AMT AL

SCHR[B9]HR Y IRAT BEIEAS 2 LA P2P i, N REAE R — 3 A S A0 A BT IR) N, 3 15 S ML ) AT i 58
SRR R A PRI AT RE I O — 2 BEHLIEIEAT P2P B A, e B HLIE 52 % B .

(3) #hahtk

TE P2P ¥ 2% rft S 45 A AT LAt I A 7 b N B35 T 190 2%, 1 B A0 5 0 N B8 T g P2P I 45 14 5y 16061,
I 1 FH S A5 A P A 2 I TR R 187 . o S AR AR 2R I 1) R FLAR A K S P2P 9 28 3 i (1 2k A R I 4 22 1 )
e 7 B 5 Y 2l I R R AR S E. A T AR AR I P2P AR LA SR M. R A PR SR K R AL X P2P i
AN FH R B HERA PEAE 90% 25 4.
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& 8 FI I P2P W44 AT Ay 4 AiE 14 B (7] 85 R0 2 1) R85 2L A om O 1P Hb k3G n A {IP,Port} Al R KB p A
TR TE] t P A8 A [R] 1P, Port} ) HE 4L
Table 8 Memory overhead and computational complexity of extracting network behavior features
F 8 TRIUMLEAT A ReAIE (4 BRF (7] T4 0 25 1) I 4

P2P network behavior features Time complexity Space complexity
P2P link pattern O(m+mn+n) O(m+n)
Popularity O(mp) O(m+p)
Churn O(mn) O(m+n)

2.4.2 LT P2P W LEAT A AL IR R )

B S AN TR] (4 W) 28547 9 SR AE T LASE 1 H 22 o i o T3 9, AT AN T 4T O 1 ol 2 L ARV

(1) PTP &%

PTP S50 kA P2P 1034 B ORI O 42 A SV I BT R ABZE 2 R SR CL A9 )32 (R L 2
JUAUR N B E ML H B =N BB TR) ¢ ) B4 TCP 3L UDP W iSGEAT 345, 84 e A1 2 180 o s
1R ] 2 P2P 3. PTP Skl ik oy 15 HE B 4w Al P2P N A AL, FEK HE B3 i 780 4% 14 1P Mk i 1151 % 2 {IP, Port}
FlFr an R A g 1P HhlE H S 08 H 6 28 (8 A TR I AR P 84 105 1P 5 H 1P bl ) %
PRI A P2P L.

PTP &1k 3 L AR [E S0 I 45 BR 55 v P2P I8 FH 1445 4 5 AT by e 42 £ 1, 177 161 Py K2 A0 P 90 2% b il 1
ARABEEH A FTP SR IXE1F PTP STILIEAAEfs ELEE N 1 T 15 Py 199 28 155 40 W65 N\ IO3VL ot 161 pAy 190 4% 2835,
RT3 St smg:@© T HE P2P G vin DL IENLE @ BT A AR A THEOLEL @) B T R I
FTP i yE ML AATTXS P2P SR ER A 4T 95%, 0 P2P 75 U HEM R 210 99%.

(2) N JZ 3% B2 1R B (link homophily in the application layer)$i2:

I 2% 4 TR M S AR 18 AT W] — PO SL R IR AP B ™= A PR VA0 1) P 2 PR 2 e 4 [ o P 50025 1 TR 8
PEIRIBE 2 ) R T2 9 J5 16 N 1 B U, D T X 84T 9 RRAE 1R U B DR AR SR A T T 11 L . Gallagher 4
IOt T A 7 J2 3 S A0 A9 T A S AR T 48 2 10 X 4% 9 e 2 7 P 2 B P G, G Y
A 1P NI 1P AL R] PR 38 £ Ay P R . i S 8 4% A S TR IR 749 0, I8 X 4 I e LA 432 45 78 VA 12 28 0
32 | 3B ) e S5 | A MR D 2R 00 R ARSI oy ) B A5 2 53 e T e 2 5 B G BT A e A i 2R I 3 |
)32 2 [V i P R

LT3 B (W) FUME 160 23 28 53 th Y & 43 79 B NLC(neighboring link classifier, 4% #5121 4> 25 #%) A1 NLC+RL
(neighboring link classifier with relaxation labeling, 7 43 #2 5t bR 2 (1 488512 73 25 4%) NLC S35 G &4
PRt i3 u JB T2851 ¢ M RE [ . NLC+RL 5985 NLC S AT 22 W, 0 35634 42 18 ot 1 dse K i S A Sy i
u FIZEBIRRIC %SRRI P2P S I HERT 3R AE 90%L) 1.

F T W EEAT R AR ) P2P it 2 R ) 4 AR AR T B FH J2 87 e 21k, 0 VU3 )50 42 T P2P 99 45 v 1) 0 4
A 0o B A 2 TR A% i PR BB IR A A P2P 3 A2 A A SIZ o I PR o T IS 1740 32 82 80— 2 2 AN R B HEDRL I R )
P2P i, A BEK P2P Vi 4k 2 B A B, 51 1 eDonkey Hrifl . Bittorrent Bril %55, — R e FHIREM K h & & &
BURAT Al (E i T — & BHUH BT 24N H, i P2P,Web,E-mail 25, %45 AR A iR P2P I (4T
PG =R 3R 8 T LUA HE I P2P 190 4547 DA R AIE 14 BT ) 57 85 R0 2 (i) JFF 488 62 K, b A R — JROAR T8 P T v 3l ) 2%
IREE T 1 2R

3 P2PREIRFNFEARBARAR

AR NS B I A B A 5 T R P AR P2P 3 RO IR ST CR, O B 1 2% Tl P2P dit i U5 B AR
A

SE ML P2P PR BB 5) 32 B AN 5 AR 10 20— R el {5 AP Al B 4. H T R A 1 Bt 4
IFARAL N JE I B 5 B X AL A 7 BORAE X LM 4R 70 RANTIAT, 2 v PR VPN SR Am P A S —.
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Rk, 28 9 FIH T 407 5 P2P Y I BB A B RIF T R JE i A O R TR A e AN T AR I A
A0S 3, AN SR I A2 2 1 U B, S IR B B, ) v P 8 R TR SRR e R AE T P2P N T A A g 1
AR AR YU 1) A 1] 2B AR

DPI 3t PR A B T He A M e HL AT A P A2 R 30, gl 2 T i k= b AT R i B R AR B
WA LSS o s 2 (0 U0 3 TR S A IR 3 T ML 2 ST 1 R B B AR WK AN T DPI HEAR B, o] F T 2R R 1
TN R T R R G VTR AE 52 W 4% PR BT 1) RS W KX T BB AR e 22 E AT, SE IR 2 S BRI
T H KA Tstat2.0,i] Tstat2.0 X fig 0% 5 Skype 7t &, i 1A ML 2% 22 3 35 A U0 B AT 3 FH i 2L T
W4 5 AT Ay R 1E 1 2 TR B AR AN AR I B 1 £ A R AR T R P R R T RO N I L T Y
AEAE KWL P H U] P2P It HLANIE FH 1 v 3 I 40 PR I8 I 1 28 S R 2. SC AR [59] 4% HE 1) BLINC R&EFIH &=
PLIAT AR P2P &% R G U & T30 3 B L4l 3210 2 M 2% (single-homed edge network) ¥ 5%
A, T AN G & T30 38 208 T W e b

SR bR R R BRI JL LR i S AR R A A A R R ) R A T R B AR R
RPN Z — 3R 9 AT LLE Y, H AT TAER 4 DPI BOARFIEE T I 447 4 ¢ 1E 1 I 5t DU BOR &5 45 1
— i, DA SR R 15 T L 1 TR R

Table 9 Research reviews of P2P traffic identification technology
F 9 P2P JiE R A AR M SR

Traffic : P L
identification[Ref.| Ground truth |On-Line| P2P taff§ Extractive features Transport-Layer | Identification | Application
- category protocol results mode
techniques
It can not classify
[65]| Unspecified Yes Gnutella 6346~6347 TCP 30%~70% Internet
traffic
Port-Based Identification Technique
techniques (6] Payoad-Based '8 Coarse-Grained Unspeified TCP/ preusg%rgA)ls over | comparison
method p2p UDP L
The recall is
below 60%
Gnutella ‘GNUTELLA
‘X-Kazaa-
Kazaa SupernodelP’
‘x-Kazaa’
The first byte in the
payload is ‘$’.
DirectConnect | The last byte is ‘|’, the
string after ‘$’ ended with
Using P2P space False positive rate
[71| default port Yes The first byte in the TCP and false negative
number payload is ‘0x13’, the rate are below 5%
BitTorrent next 19 bytes match the
DPI string ‘BitTorrent Applied
techniques protocol’ practice
The first byte in the
payload is ‘0xe3’. The
eDonkey next 4 bytes is equal to
the size of the entire
packet
Bittorrent,
Xunlei, . Automated pro_tocol_ Packet accuracy is
B pplive signature generation with over 96%: byte
[9]1| Unspecified Yes " apriori algorithm TCP ]
pggtream (characteristic string and accuracy 15 over
qqlive, 97%
packet length)
emule
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Table 9 Research reviews of P2P traffic identification technology (continue)
F 9 P2P i UM B MBI (22)
Traffic P2P traffic Transport-Layer| lIdentification
identification |Ref.| Ground truth |On-Ling Extractive features P Y Application mode
techniques category protocol results
The first byte is ‘0x13’, False negative
the next 19 bytes match TCP rate is
the string ‘BitTorrent 0.6%~10.5% as
- . protocol’ packet sampling.
[23]| Unspecified Yes Bittorrent The length of Fasle negative
DPI connecting request is rate is . .
techniques 16B, the first 8B is ubp 0.06%~1.1% as Applied pratice
0x41727101980 flow sampling
Automatic text-oriented -Ezgr:fi?a:LOf
[67]| Using L7-filter | Yes Gnutella multi-protocol TCP ying
signatures extraction Gnutella s
Y below 40%
At the connection
beginning (time
[0:30]s), messages are False positive
approximately double rate is
Payoad-based the size of the messages 0.0%~1.1%;
(28] method Yes Skype in the second part of the TCP/UDP False negative
call. The average rate is
message framing 2.4%~29.98%
inter-arrival time takes
values of 20, 30, 60ms
(1) The statistical
features of packet size;
e e
[29] ports and No Bittorrent inter-arrival time; TCP Flow accuracy is
payoad-baseg (3) flow duration; 96.8% .
methad (4) Count of packets Expscla(rlm:nt
Machine for each flow; idergtif)i/cpation
- (5) flow size R
learning 2P flow techniques
techniques [36] Manual No Corase-Grained| Extracting 249 TCP TCP accuracy is presented by ref.
p2p flow-level features y [28] is already
55.18% used by Tstat2.0)
(1) Average segment
size; pe Y
(2) Server port; szgéli]:i%?gn
371 Manual No |Coarse-Grained|  (3) Client port; TCP/UDP 96.46%:;
p2p (4) Minimum dentificati
payload size: | elrllt_l |cat|orl
(5) Maximum recall is 96.59%
payload size, etc
The accuracy of
identifying
. ’ eDonkey is
The first 5 packet size -
[a5)| Pavoad-Based | o | eDonkey | T ot vin of TCP TCP 84.2%;
method Kazaa X The accuracy of
connection - .
identifying
Kazaa is
95.24%
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Table 9 Research reviews of P2P traffic identification technology (continue)
F 9 P2P i UM B MBI (22)
Traffic P2P traffic Transport-Layer| Identification Application
identification |Ref| Ground truth [On-Ling Extractive features
- category protocol results mode
techniques
(1) The statistical
features of packet size Experiment
(2) The statistical (skype
Machine Coarse-Grained features of packet P2P flow identification
learning [50] Manual No pop inter-arrival time TCP accuracy is techniques
techniques (3) Flow duration 84.13% presented by ref.
(4) Count of packets| [28] is already
for each flow used by Tstat2.0)
(5) Flow size
(1) Non-P2P
application servers
provide services with
known port number
(2) P2P applications|
Using default use TCP as well ag False positive
ports and Coarse-Grained [UDP PO
[57] No 3 TCP/UDP rate is
payoad-based P2P (3) If the differences 8%~12%
method of IPs and ports from
{IP,PORT} are less
than specified
Traffic threshold_value, 'the
identification {IP, Port} is cla_155|f|ed
techniques 1o be P2P application Experiment
basedqon (1) the statistical P
features of data flow
network Using default (2) popularity off
behavior g . popularity
59] ports and No Coarse-Grained |host and link behavior| TCP/UDP F_Iow accuracy
payoad-based P2pP features is about 95%
method (3) P2P hosts are|
service providers as|
ell as requesters
Based on the features Flow accuracy
Payoad-Based Coarse-Grained | extracted by Ref. [57], is 95%;
[63] method No P2pP counting the effective TCPIUDP Byte accuracy
data flows is 99%
. . Flow accuracy
[66] Unspecified | No |CoarsgSrained) (1 E?ﬁ;';r;‘ty . TCP/UDP is
(2) Li ehavio 94.85%
(1) Automated
The traces are P2P file sharing ger_]erat:)ng pdayload Th f
captured from a and P2P video 's?trlbn_gs vased on € ggeuracy o
host which only (such as abin finger . |dent|_fy|ng
[24] h . Yes . printing algorithm TCP/UDP Emule is 40%,
as the given Bittorrent,
application Emule and 2) Downloaded' datal others are over
running on it PPlive etc.) from a P2P host will be 90%
Hybrid traffic ) /" luploaded to other hosts
identification later Applied practice
techniques (1) Automated
generating  payload
g RS
- - algorithm ow accuracy
[69]] Unspecified Yes Bgﬁ)yrlr)znt (2) P2P network TCP/UDP is about 95%
Kazaa churn
(3) P2P host link

pattern

4 T—LEEMRIE

H i, P2P 3 PRI BRI W 26 U0 B R AT S8 34 m A B T
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(1) P2P M1 H & K25
P2P I 4% f5 A 5 AR A A2 Bl 45 1 P2P 3t B 1A Bl A MR 79 3 LR L R, P2P 7 ot AN L 46 X 31 T~ L Ahy 7 2 11
RFIE;P2P W24 A I BN A AF A3 25 T HLA% 5 S 1) P2P i i UK 5 Hh IR 2 SRS 155 .
(2) P2P M &5 17 5 I JEE I
P2P [ 45 1 2 — it 410 I 4% 1 F AR TE AN W7 18 R e 5 56 3% H AT, P2P W T AR 1E 7 AN I i B 397 8 (1 P2P
N A AN W I AS[R]) P2P 8 A 190 D9 84T A9 A [ TR) — Foft 7 P 260 2 B0 AR [ R AR I 8 AT A AT 3T 22 3, 3 LA
R A B AR AR TF ANl O3 LG Y P2P 4% B R R
YT P2P S TN AR R SR, T — 25 (A 7T T A = 2R A LUR 6 AN 5T
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