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Abstract: Code obfuscation is currently one of the most viable methods for preventing reverse engineering attacks.
Many kinds of code obfuscation transforms are widely used in software protection. However, there are still no
sufficient theories to evaluate the effectiveness of obfuscation transform. In fact, few measurements are available
that provide information about the capability of obfuscation to reduce attackers’ efficiency, and few existing
theories, which draws upon complexity metrics from software engineering, are convincing. This paper uses a
different way to evaluate the difficulty that attackers have in understanding and modifying obfuscated software
through static analysis, dynamic debugging of reverse engineering, and then to abstract some metrics to quantify to
what extent that code obfuscation is able to make attacks more difficult to be performed.
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Fig.1 Code obfuscation and reverse engineering
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inti, sum;
int swvar=1;

While (swVar!=0)
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- v v
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: case 1 if (i<100) | | if (i9%10==0)
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Lhies Sbvr\ggi'_'_z' swvar=0; swvar=2 ;
} ’ break; break;
} }
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Fig.3 Effect of control flow flattening on the source code and control flow graph
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int sum=0; 004113C7 jne myfunction+64h (4113F4h)
int a=0; 004113C9 cmp dword ptrl[i],64h
if (a==0) 004113CD jge myfunction+62h (4113F2h)
{ 004113CF n:jov eax,dword ptr[i]
L 004113D2 c
while (i<100) 004113D3 ov ecx,0AN
{ 004113D8 idiv eax,ecx
if (1%10==0) 004113DA test edx,edx
sum=sum-i; 004113DC jne myfunction+57h (4113E7h)
i++; 004113DE mov eax,dword ptr[sum]
} 004113E1 add eax,dword ptr[i]
004113E4 mov dword ptr[sum],eax
¥ 004113E7 mov eax,dword ptrli]
else 004113EA add eax,1
{ 004113ED mov dword ptr[i],eax
i+4+; 004113F0 jmp myfunction+39h (4113C9h)
} 004113F2 jmp myfunction+6Dh (4113FDh)
return sum: 004113F4 mov eax,dword ptr[i]
004113F7 add eax,1
004113FA mov dword ptr[i],eax
004113FD mov eax,dword ptr[sum]
() JARHG (b) SO 4 i A R g AR TS

Fig.4 Instruction execution rate
4 FRLPITHRREE
4@ R ACRS, B T a==0 JE K R RTHIEI T else 43 32 AR S BRI AR IAT A I SIS S5 A )
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25 gt A, M bR ATl R A 4 4882 I R AT Mo bk 23 72 13F2,13F4,13F7,13FA AR5 A 3 (2) 7T 41,
15=21,1=25, T 21
IE=14/1,=21/25=0.84.

F AT A0 S AN TR 1) i 2 AT 360 0.84.
432 IEHIRIEH R AR

FEES 3.2 T TR T IR AG A B 2% B (W15, 387 T B 1K 7 vk, DR A 0 R A2 2% T I T 1 )
ZE IR T LASK B B a8 S A T A R FE N b 1, B g T 1 X, T A 3R (8) o

V(G)= X 3 Fr= 5 715 mi i +1 (8)

BSR4 VBT GR 48 445 TR AG PR 52 2% 52 s AR K, 100 ) 5 =05 R A ASE e 1 s o T o IR 28 )
PRI, ] LU jmpjz.je Sk i AR B0, DR ik, 28 20(8) T 38 FH - SR AT 2 £ QI 1) F () SR A1 B B2 2% B

5(a) A2 B 3(a)H AT TR ARG A7 g AR RS, B 5(b) & X B 5(a) Hh 191 g ARG 4 42 il 9 20 BT i A B 11 45 1
& 5(a) il % e=8,7 A% n=6, K It V(G)=e—n+2=8—6+2=4;1 &l 5(b) I & 15 MK joe,jne,jmp, 1 FH 24 :(8)
K13 V(G)=3+1=4.

004113AE mov dword ptr[i],1
004113B5 mov dword ptr[sum],0 —
004113BC cmp dword ptr[i],64h
004113AE mov dword ptr[i],1
004113B5 mov dword ptr[sum],0 004113C2 mov eax,dword ptr[i]
004113BC cmp dword ptr[i],64h 004113C5 cdq
004113C0 jge myfunction+55h (4113E5h) 004113C6 mov ecx,0Ah —
004113C2 mov eax, dword ptr[i] 004113CB idiv eax,ecx
004113C5  cdq 004113CD test  edxedx
004113C6 mov ecx,0Ah
883%3%3 :g;;’ 23’;’23); 004113D1 mov eax,dword ptr[sum]

X A 004113D4  add eax,dword ptr[i]
004113CF jne myfunction+4Ah (4113DAh) 004113D7 mov dword ptr[sum].eax
004113D1 mov eax, dword ptr[sum] :
004113D4 add eax, dword ptr[i]
004113D7 mov dword ptr[sum],eax 004113D1  mov eax,dword ptr[sum]
004113DA  mov eax,dword ptri] 004113D4  add eax,dword ptrl[i]
004113DD  add eax,1 004113D7  mov dword ptr[sum],eax
004113E0  mov dword ptr[i],eax v
004113E3  jmp myfunction+2Ch (4113BCh) 004113DA  mov eax,dword ptr[i]
004113E5 mov eax,dword ptr[sum] 004113DD  add eax,1 -«

004113E0 mov dword ptr[i],eax
‘ 004113E5 mov  eax,dword ptr[sum] ‘4—
(@) SCgmAtis (b) K

Fig.5 Cyclomatic complexity
K5 PR IA = 2% B s i
44 FEERSH
FRAIHI FT 2 53 A4 1 0 ) 245 U i 10, 20 00 1 e P2 TR i LRI AT R I 6 AN e HAT R EAT
Br IV SRR (3R 2 PAT R AR B E A BB SE e 45 R LR 1Ak 2,
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Table 1 Efficacy of obfuscation: Instruction execution rate

R1RANITH

o A R B T I Fi
T Ta A W) SRS W) BRI | MRS L) SARE LR TE(L /L)

1 2263 428 0.1891 2473 619 0.250 3

2 2 266 446 0.196 8 2528 674 0.266 6

3 2 302 461 0.200 3 2535 675 0.266 3

4 2 317 476 0.205 4 2 640 772 0.292 4

5 2379 525 0.2207 2827 932 0.3297

6 2 349 484 0.206 0 2 580 925 0.358 5
SEH 2313 470 0.203 2 2 597 766 0.2590

Table 2 Efficacy of obfuscation: Cyclomatic complexity
F 2 PHIROEH R

o RS Y
Js AR (V) PIESEBIAEE (V) KRV V)
1 668 719 1.076 3
2 681 733 1.076 4
3 669 2038 3.046 3
4 672 2732 4.0655
5 849 4797 5.065 0
6 729 3 605 49451

MR 1 A A R G AR P I HE A AT 2 R AR T 2R A0 TR FT ISP HR A AT 26 0.203 2,7R¥E 5 0.259 0.
SEG A BT P 091 R TR VR B R T AR A e [ VR PR e (T ), RIS B R 5 | N [R) 45 T i 10 AR 5 46t i
A S BUR VG B J5 IR 4E 2 2 208N F FSS AT i 38 3.1 b A (3) T 43

Character(i™)=0.2032,
Character((i'))=0.2590.

4R Character((i") ")>Character(i ), /& i J5 1045 2 AT R TR . ol W, 35 A T 68— e fE L&
Ao TR AR e 1A SO AN IR A ) — TR A N T AR AR (TR AR (T,), 2 R 0 T R AR I
T A 4K, T 18 0 (015 4 I ASIAT, DRI 8 9 Ji5 PR 9 2 HAT SR AR T IR AT 0 A& WA 1 1A TG & Cullen Linn[2
BT IR 5 - I S Y ) Je T4 N TR AR I VR 3 A e

25 BT AR R R FE AN [F] R A PUT RE  R AR

{Tr : Character((i") ™) < Character (i) )
T, : Character((i") ") > Character (i)
R,

o TR ICR ARG IR R AR He (T)), 55 2 PAT P

o T BT e R TR e (T,) F0 A AT B4 5.

HER 2 T SRR 3 TR i 148 AL B 52 % 5 3 b VR 3 Wi 388 K, 0 B P JR 42 sl i VR v S — R
(R AR 7 10 ST R 1 AR ER 5 0 2 2% J 10 2 1.076 3, 1T A2/F 5 (4924 5.065 0,3 = 3 2 1 SO0 J5 AR5 14 1A 35
5P T I S 0 SRR W ) S A A T T R s ) AL B VR A T R g o A e A e TR
J R P TR ATE B 53 2 P55 1 AR R A m DR, 28 ) 00 8 52 2 B v DA O — Fh PPA VR VB A AP IR i 4.

X IR bR AN O] LR A ACRD TR i 505 B 5 I 200k, 0 n] DA A EEBOAN [ VR B 025 1 £ 4P RO S B B
FH ob A TR 1R 6 b D1 Ak VRV SR0VE IR ROR AN [R), 1, 45 4 BAT H6 38 BT X0 A3 R0A RS 5 46 28 204 ) VR W R AT TE ANy, 4 16l
TUIR PR AL A% BE T B VP A 48 eoRE P 42 1) 465 A0 (R0 VR 9 2. DR bk, sl TGV 98 v (V) A T VP4 B T B B 2 T
fabr.
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5 RE5RE

ALY Tl (0 AR TR VR S A7 28R (0 VP A R R AR IO 5 A 5 A0 SR i e 308 i) 3 7 R
JoE P AL PR 2 4, A S5 AN [ B TRV B AR TR AT 288 et Tk 22 () AR B W AR AE LR L7 T AR EL ORI A
HABCAFREE AR 0] &SI RF R ARRESON ). A5 H AR 8], R
S Has A7 & Z 18], —J7 1, 5 BE AR BOR REWS 2 0 S 0tk (R PR 97, 55 — T 1, &t Tl e 48 DR RCR B PREAG
5 P2 B HY SRR ) DR M 5 P e A R BT 5 S8 R I BRAR 1A R A S U R ) PP A 5 B R IS4 B DR i K
A% B AEBOR SR, TEVE TR — S REE ) B AR SO AR DO IR 51 1, 38 A VF 2 23 JT R 5E 1) A i) A8 5 22 50
VAR RIS PN S I E IVESY TR
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