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Abstract: This paper provides a detailed analysis on the threats of topology-exposure in Mobile Ad Hoc Network
(MANET) and proposes a secure topology-hiding multipath routing protocol based on the analysis. In Route
Discovery, the new protocol exposes no routing information in packets to hide the network topology and adopts a
node-excluded mechanism to find multiple paths. During this process, this protocol implements on-demand
Neighbor Discovery to verify node identities. In Route Maintenance, a fault detection mechanism is designed to
provide assurance that the selected paths are available and secure. Considering the factors of both reaction time and
the path length, the scheme aims to find the shortest secure path. The security analysis shows that this scheme can
resist the black hole attack, the wormhole attack, the rushing attack, the sybil attack, and other types of common
attacks. Through extensive simulations, results demonstrate that this approach can find many more active paths than
SRP without bringing negative influences into the normal scenario. Furthermore, this solution largely improves the
packet delivery ratio in the black hole attack scenario at an acceptable cost.

Key words: topology-hiding; mobile ad hoc network; routing security; multipath routing; shortest path

H E: 54T 43 A LM (mobile ad hoc network, & #f MANET) & & 4641 9249 = 8 T —H 4641 18R
8924 B SR I B R INDAR RS E G 3 AT RS & AT A 2B R 446 41 B i 4 F 6Y
AR X IRAT H W AE T 5 BB R RACR A R 200 7 ik RIS R B AR S AR T T
T8GR L IAUR VA IS P £ 3542 69 R 20t Fr e b 2 G R A B Z AR A KERE, I T 2406 R
REBRPRINT TR, ZF E T AR EIR &, RIRKE. rushing sEA sybil F A & F o s —Ax £
o o L B AR A A ) A7 B 42 R & 9,5 SRP(secure routing protocol)iXAF LA ¢4 524 B 342 77 EARM 1% H K fE
BARBNE S ETARN S BIREL BT T A5 RRA WA T RN, AR RARE T T, ZFE
REAT B — T 6945 AT 4 B 7T K08 B4R 4035 LA K 3, 7T A AUkt 2R 5k

« FEGTH: HFR B AREIES(60803139); [H KBS H K (2008BAH37B07)
W R TA) . 2008-12-24; &R ] 2009-06-09; 5E K N 7] 2009-11-26
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KR IeAREBG LK B AN ARk B BRIl R AR
P EX 5 2%ES: TP393 XHERFRIRAD: A

MANET(mobile ad hoc network) 2 7 F JG 26108 15 W & 2 B 1% 2)) 2 0 5 M ) 2 8. TG v 0 1R 194 5%
MANET ™ %% 1) =22 H bR 2 32715 55 18] IR 200t DS TRAT JR PR B I TG 8 A 3%, DAL 0 5 4 i 5 o 7™ 3 g 1)
I 265 11 155 I8 AT AR W 45 30 M5 B2 AR 22 A B0k S5 it 1) 255 it T 455 5 0 8 e B0 v B AT R L 1 T ik S
BT RUORUE,AF F 2 15 30 41 122 2 BB A S0 23 17 28 18 30 40 1R 22 R BE B B H — i M BRI 22 4> 22 B A 2% 1h )
BTE BB A AT S A7) R R B4 i AL 18 2 (W B8 AR, I S 42 75 408 S DA IE 0 22 4 Jee 40 I A2 1 0

ATCE 1 ATREAT R M 2 WA O AR A 3 RN R T RS 4 T R i AR
5 T YERE AT, o O RIS RE D) . TR I s M BGE s R 2 PEREL SR 6 TR A5 4 .

1 [E@sar

90 296 10 1 M RS L o 495 A e € o R B AR A R AT AR R (K, MANET 4 £ T I3 B 1A 5 A 4 4
ot P R ARAS R AL P JC VAT BT RCORUE. 45 215 6 Bdls 0 1 R AR A5 5 T RESR SR 4 R0 ki — SR UL 10
R R, S AR BB T R0 T 5 iR BT i, 7 T OB LT A e A2 1 B b A 6L, 5 — T il i
T A0 T R AR A B AR A R A SR BT s AT RE A P I LA BRI RAAT D sk Bt T IR A
B T H OO T ARSI R T4 s, — g T e % 0y 5 3CRBEAR 50 € A5 6, 9 — D5 Tl ) P — S8 B e 1Y iR 3R
WA 22 PR IR SR AE RS 5 1o 45 1) 9 A5 SR 0 1 gl ATt S i 4% o et

XF EAT B R BEAT 20 B Je DL MANET 1 2% BIUAT TR AR 22 0eks T BUAR o5 EEAR U I 1) W4 4 4 45 B A"
REAF LASKHE. 22 1 B2 T W45 JZ 19 J LR i TR Bt ) 9 2 4 M RO OR 28 Bk 17 21028 1 J LRI il 7 B3
A7 AR 22 Tt 7 I 43¢ 1 A1 S A b et PR il B R A0 B W, RIS AT B PR A 0 Y
A7 MW, AT ISR I IR0 268 0 B9 9 5 U2 2 S B Ml W Bl (1 i 4 1

Table 1 Attacks dependence on the network topology
Fe 1 Bud g 1 A

Attack Description Dependence
Black hole!"! Advertise having paths to the node it want to intercept and discard all the packets Need routing messages
Wormhole!?! Place the attacker in a powerful position, tunnel the data to disrupt routing Choose the location
Sybil® Present multiple identities to disrupt routing Acquire node identities
Man-in-the-Middle™' ~ Stay in the middle of nodes to monitor the communication Get communication paths
Routing loops Redirect the routing messages to format loop routing Need routing messages

M LT 73 BT ANHER L7 MANET 9 2% mb 385 4 7 500 40 Hh 10 B A2 A 5 TG L 45 20 R AL 1 ORAIE, T B
A AR 22 BUali T B2 78 3R 25 #0141 A A b S5 0t Ay AT 8, B e £ SR ISk 1 8 S Aok PR A 2SI it
O TP bR MANET 4% 1) % 4 45 -1 7 F 2L 4 .

2 MXIE

7. MANET 4 £ 42 4% % p A58, 300 9 48 (R 01 9 AR 3 v ofe ) 22 B A2 38 e B e B3R 22 e Mk SCR[S 125
2 L8 IR 3 R0 2 4 DR 38 2 TR 18 4 ke 108 BN 22 4% e A% LA o 9 296 P A0 A2k SCHR [0 148 F T T BR 7 v T 2 1%
FEIEAT B AL 5, W R B — 8 (W40 5 2 SCHR[7 188 Hh << gk k2 4 i) SRR F 22 4 Sk R IE g SR AT 1) 22 4 1k
R B 22 47 52 0 R B 22 4 BRADAT AR 455415 X 5 B AR A5 5, 0 % 8 40 A e 1Y) 22 4 B AR 0 22 A Bt el Ak, R
ARAN(authenticated routing for ad hoc networks)® 1 £l B4 +h 1) & 4 5 5K A8 2 AT K0 b , ARAN 45 1 T
TEIBCA S5 PR AIE T IR 58 3 M EREE T AH IV (1) 22 4 75 5K, AR BCT PR v Rl $2 3 T B30 1 1 22 42 7 5K
ARAN [¥) SEIL T FEA B FL A& $h 0 e 8l IR R 4 (FL 2 — b BRI AR 1) 22 4 B EH A

L) MANET %% 224> % I 42 1% b8 4% SRP(secure routing protocol)®,SecMR(secure multipath
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routing protocol)!'”, SMORT (scalable multipath on-demand routing protocol)l’'4% SRP ¥ 7 F1 % £ He 5 2% h 15 &,
Aiff a2 JCTE 580 P P 05 JEL (E AN B S S8 71 B0 8 R e ST PR B A s R I 3 M BB Al B e £ B 2%
SE T AR AZ BT 1. SecMR £ 048 44 [l 45 Be ke, 51N 408 Je A FATL Sl O GF % i 280 e B ) 2 4 L 55 ) S0 P 4 4
A0 A5 R SRS AT 2 S Ah SecMR. 1] LATE 45/ 1) a5 K BRE A $R 22 % 2 1079 s A A0 B A2 R 3T
FHEL 3% K R R AR (5 B2 i SR AR K 1 % 4> B2 R .SMORT A ] 2 R4 42 4= (fail-safe) " I S AR HEAT 2 B A2 I YL,
R 0o 2 R e B T 18 A T 22 4 AR SO B 5 B0 1 B A3 A Dy 3 0 68 A2 S e A DR 2 A2 1) 22 4 P 5 71 ,SMORT %2
SR 1 B R 485 4 0 AR I AR AR B TR A7 7 5 R I 240 D 10 22 A R

2 B MANET 2% %24 22 B 4% B b 0 3UAT A0 0 B b A rp #8545 DR 2 B ph A 8 38 A 70 2 e Y 4 40 41 1)
A R AT T G O S IR R ZOAAIE 51N AR JE A I, 3 8 T = A AR S TN KR A 8 A0 8 S LR AR
73 T BUAT T7 AN K A2 1 P B I 1) A Ay 32 M o 7 S A2 ) AR 4l i DA 4 381 22 4 T 00 ) o L S A2

3 HIMNEEMRES REHEB Y

ARSCHT AODVHUUEE H ¥ M BRUK ) 22 4> 22 ¥ 42 # th B i (topology-hiding secure multipath routing, ffij F
THSMR).AODV & — P 55 frn) 8 2 75 %t 0080, JLARE s DRSS [, 20y 7 B B R 52, A A7 T4 /8, 1 iR AN R AT R A2
R AN B D AE B AR T AODV [WHF i, A ST S 1l 7 s b A IR R vh ANTE B e 6 v 485 305 AT AT B AR 0
SSEIL I 4 M B B THSMR B30 73 DA i el o B ok AR i 1y 24 4 e R it o R B ot e o B el 7 sk
S 1 IS 25 YA B B ke S IR ey A A i R e vk T D R R R I BIL T DA O UE T 32 B A 1 AT R R e A kR
T G 1 3 A B 5L 1) S b A SR 5 e e R 900 P A o o VP A o R e 258 i o 222 4 B L I AR TR T .

3.1 BEAIIE

% H A I R 23 DA R SRR LR S B B i LD SR B S A% 5 A 08 S A I, A o )Y R
S ST AH R 1) AR A IR Oy 12 B A 65 2 2 B B SR P I B T P 7 9 S I e 256 1) B e TR AN 2 2 Y A
MK o 18] AL e L SR B B4 A7 408 5 A G, 306 6 58 e I 4 T I AR B AR B0 R AT 48 A B R
FEAN T KA 2 R H IS AR AR b AT D BRI H RS R0 ) A A A0 B A LT L B Eh i SR
R B AP T A 40 i A JEL R I ) S AR 3T 1R, AN 2 5 R 15 U o DR A7 K AR B R 0 .

B A DU FEAS 2t BRAE B % £ < e 3 SR B B AR T (U RbR IR T R bR U ME— AR U T SR R,
RN S A PR YR )RR R bl R B B, R Y AN S 3 R B 3 R Y R T B i
PR R I HERR Y S5 2 o [ — 15 RAN 2 32 o P 20, DR Lt A 2 HE LA A0
3.1 BRI RR B

PR R0 A AR 2 i AT LR ISR [12] 70 $2 L (0 7 VARG B A GiE Ry T 2544 B VIEIE S certy:

T=A:cert=[ID,,PK,,T,Te]SKr.

TEP I P TSN ST — AR ID, TSI ASH PRy BRI TG Te AT SR ELEY H D

()2 FAPIRAE (PR 4, SK ), FEAE e i 0 SR JEUN 485 3 & F AR AR B Nmsg 40
Nmsg =[t,ID ,,SK 4(t,ID 4),cert,].
FEANTT RUGES 5K AT A A0 2, T A A T 1 S A0 AR R IR 200 SR g AR AR Y bR L AP R
UE A5 200 IR 8]« 1F =H 3o 30 I T R 15 1 3 39 I 7).
Table 2 Node 4’s trusted neighbor table
F2 TRAMAGEER
Neighbor ID Public Key T cert Te cert Te_entry
IDp PKp T Teg Te

ST R S A Bl A PR AR AR B B R R AT RO A, B, )RR e e R R T AR R TR

IT AR JE A UE T R B A 2o B 1 R T AR TS A R H AR TR b R T R AL A Y
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(1 ¢ £ 2RI, T B ol 1 2 9 B 165 53— T 30 3 995 ot 408 DAALE 9 SR S B 5 1A 4 LAE.

0 1 3 4 8 12 16 20 24
‘ Type ‘Reserved| Hopcount ‘ B id | IDp ‘ Seqp ‘ IDg ‘ Seqs | Nmsg ‘

Fig.1 Structure of route request message

1 E iR B 4

THSMR #% H % KM BEAhAE I 20 R (2R T 45,8 ST 5,0 8 B I35 55,4 A B AT 535 P e 775 1)

Step 1. S—— A4:RREQ =[[IDy,Seqy,broadcast _id,ID,,Seq,,,hopcount]SK s, Nmsg] .

VRS T % i SR R B AR T SRR IR IDg YR ST RS Seqs | KRR broadcast_id. H Y
BARRID, HEIFH S Seqps BEEL hopcount 31 FURT A AL 4, IR #5457 A8 JE UAIE T L Nmsgs.

Step 2. A——B:RREQ = [[{Dy,Seq,broadcast _id,ID,,,Seq,,,hopcount]SK ,, Nmsg ,].

22 e ) S OB R SR R RS L EAT A PR RO TSR 1 3 R SR T S AT AR R UIE
IR, R Ak AL R A7 2 A B T E R R e 2R R

Step 3. B——D: RREQ =[[IDy,Seq,,broadcast _id,ID,,,Seq,,,hopcount|SK ,, Nmsg ] .

29 B T OB R SR RN, AR R 1 0RAT AR B, FOR T2 RIS 1 AN v SR BV IN O JE 4%
AR S IR 45 T AN A2 4 S8 4 R T R

BoE 1 Hh SR A B AL

(1) WtaAG B A p BIR y  BiE SR R rg 3R A3 21T bR R FTRTF 48 s & TNT;

(2) if 14 (rg—broadcast_id rg—src) then L F434;

(3) else icx(rq—broadcast_id,rqg—>src);

@) if R A rg—forward KB IAE then ZEF 34

5) if not first one from rg—forward then 37541,

(6) else K rg—forward ££ )\ TNT;,J& 508 tH RN Entry,_;

7 if first one from rq—src then #5554,

(8) else EFHA.

8 B SR BRI T 42 5 1 A0 i IR0 e A0 IR AT JEL 45 T B R U SRV R b AT S R LI AR A B ER
RIS R — [ 56 e AN R T~ SCHR[ 107 Hh b 3y (14 408 Ja 8 B 752 55 22 J) 0 Pk 1) 252 2 R0 54 4 B F AR 2R A 5 | Nl
A SR AN TG L SR SR (7 5. 53 A, % b 17 SR B B o ) 5 i S A RO AR, D 0B B A T 5
3.1.2 BN

2 H 1 RS E IS R IS S R N B N5 B B bl A B B o) R B e N 5 R R ST, H
M 25 SCUn VL 2 JT s H 25 JEL 1 0 e gl A S IR 22 R P 2 o SR I BT e )T s S i e 2 0 i
FFBR S A R PSR Y AR b ) RS AN A 2 AR SR I

0 1 2 3 4 8 16 20 24
‘ Type ‘ Reserved |H0pcount‘ Count H IDp ‘ Seqp | IDg ‘Nexthop ‘ Nmsg |ExN0deList‘

Fig.2 Structure of route reply message

B2 i e i R A

LT I S I B RS AR B T BUSE IR B AU B H i g h A
A R AZ s H N T LR — B R R R Y s8R T BOC SRANREAE A e A it eh S B KR — B AL

THSMR ¥t W 2B BEANAE I3 40 R (R os ) 4,8 S5 10LD o H T s, A A B g AR P 8] 49 1)

Step 1. D—*—>B:RREP:[[IDS,IDD,Squ,nexthop,ExNodeList]SKD,NmsgD].

H S 05 D G2 40w 23, g 1 b 1 SR B ) A 08 Ja 1 e i Jom 8 B 803, O T 8 i eh 25 T LT B
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HP A IR SAR IR IDsy BN SRR IDpy HIWTH'S Seqp N BETT AR S nexthop FIHERRTT S 513
ExNodeList 7 H H 175 S AHZ L, RN #5407 H 070 S 048 AR B Nmsgp.

Step 2. B—— A: RREP =[[ID, ID,,, Seq,,,nexthop, ExNodeList|SK ,, Nmsg ] .

PR e 0 B ER U SR RIS AR Y 2 MEAT AR BTN E IR S BRI UE A A 1 B bR R A
FERR T A 3 7 B v ok 4 B A b B UL R D B IR AR S G R A B B R O R Bk B AR
TR I8 4 RO W2 5 E ATV B K

Step 3. A——S:RREP = [[IDy,ID,,, Seq,,, nexthop, ExNodeList]SK ,, Nmsg ] .

VR SR B N 2T R TR RR AR 4 0k 2 EAT AL ER AR B R TP ST — 4 B B 1 A IR I, PR AT B
A 00 H 0070 55 B 005 B FRAE B2 2058 1 Nt N2 T R T RR AR B A2 45 B

B2 Bl A

(1) WEaAGER A p WU b 5 b 2 R rp, BRAF A0 mbR IR | RIS 4BE 3R TNT;;

(2) ifi & rp—src WI4R)E then

(3)  if rp—srce TNT; then EF4504;

) else 5 rp—sre 7N TNT, L% tHR I Entry, g

5) if i¢ rp—ExNodeList then %3 /74H;

6) Fid Entry,_, A ANAIE AL Entry,_ c—nexthope rp—ExNodelList,

@) M Lin B Entry,_c—nexthop 4 rp—nexthop;

(8)  if TLHH rp—nexthop then FEF 434

) else & rp—nexthop N rp—ExNodeList, % )X rp;

(10) else if rp—forwarde TNT; then Z35534;

(11)  if has forwarded 1 1% %5 rp then Z:55)4H;

(12)  ®RIC Entry_ys AT /2 Entry,_—>nexthope rp—ExNodeList,

(13)  if izrp—nexthop then FF 734

(14) K Lo B Entry,_—>nexthop 4 #i [ rp—nexthop;

(15)  if JCATH rp—nexthop then 34724

(16)  else ¥ rp—nexthop AN rp—ExNodeList,B & Entry,_q,55 K rp.

LABE 3(a)th 9 A1 i 9 2% D 51l (S i 40 0 181, 23 W AR 7 8 3 s el R e BRI A 3 1 A B el i SRk R 22 %
12 7 1 R Sy B 7 %, (T FR OFC(only first copy). & 3(b)Fil 3(c) 71 (% th 18 3K W BE), £ 6 th 175 5K B B, A< 3
T3 GEVBEAT R TR 8 11 T 0P 3 AT AT S I, 5N T R LG VR AR R A — 4 B BH AT ST OFC Jy 28 el T~ R %
FIFRATES 1 OO (10 5 135 SR U2, DR ) 248 T2 30 P AR K (K S P 3(d) A 3(e) St s (it 2 o BBY),
T N5 B B A ST SRR 23R 1) 3 4611 AN AL 2 8 4% 0-1-5-8,0-2-4-6-8 Rl 0-3-7-8.11 OFC J5 % th T2 |
5 PR SR B B ORAT B% AR A5 B I BR ), FLSR FH AR BEEE 1 /> RREP ¥ B B A AL, AT 20 4705 s A HH RS B 4%
0-1-5-8 A1 0-2-4-7-8.

A T7 AT R HE RS s RN — B B v R Y AR 50 O B T R T S BT AR R AROK Hh R
NTT O B N ST R (R AR — Bk BOOR IR B H BB T RN TR AT Rt BREAIG R £ b )4 2 T
B B T A A TR ST, ARG T YR PR ) Ak A DR b 32 B R T R R T RS AR D
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Route reply phase s

e Connected b _

@ —— > Route entry (e)
[E— » Excluded path

Fig.3 How to build multiple paths during route discovery
3 et A BLIE RE L 2 ki AR
3.2 BRI

F 3 B O T o A R 1 5% 4 b, 2 B A ) G IRORE A T TR Y R S8 R Dl T A R T I B A PR A R R 2 4
PEATT SEBE T TR 1 A UL A S DLt v 2 7 15 A EIATL o) 0 5 v Rt ey v IR < el 22 3 R R
TH R AR SO 2o ST 4 JoR 6 d1 22550 ST AODV ZRALL BRI 8k A J7 8 51 N IR &L

(] 8 2
‘ Type ‘Reserved| Nexthop ‘]DD_U,,W(,MW‘ Seqp.,

unreachable ‘

(a) Route error message

(a) BFHIZEHHE R

1 4 8 12 16
Type Reserved H IDg ‘ IDp ‘ Ksp Hash

(b) Probe message
(b) M B

Fig.4 Structure of route maintenance message

4 BRHEY SR

PRI 2 HHE 0 Sk AT 38 2RI 2 B flag=0 FR7nUR EI H ¥ flag=1 27~ B I 2R PR % S - BUR AT B
PR A BN R BR8] PKp(Ks,p),Ks,p AVEFN H IR mU A5 e 52235 8, B 07T A ] Ko p X 2R3 6 rp 455
5 R UG A (EL AT B0 E . MG A5 1B TR R 30 5 A

Value,,, = hashkw (IDy, ID,,, Seq,hopcount).

% R 22 5T B T B8 2 78 B 47 B Bk AT Tk P AR 22 S AR 6 DR O B N S WL IA IR D, R B
T SRURE A% B b ZE U R A E AN R IA JRHS I 1 A B R A Y R R T B AR A

PR B SEELLLT 3 ANT7 3R

SR O I EH 7 R T T T B A ) P SRR AR S W R AR TR R B T A R 2 VY
S TNIAN T 6 4 B A 2 R R, T A e R B b T

S5 RIS 1A T A AR R O ke B L, PR R A A A 0 AT R AR
T R TEVE T BRI R 25 B, AN £ 0 A2 B A AT 8 BRI 5 2 B L 4% 2K

S5 =SB i 3 sty PR DA UE AR B 455 B B B A BN B LS K p, WA A (LA O B R s R] BB

U e 52585 P AT 20, S B 5 1 e 28 i DA
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33 REREREHTE

LA MANET [P 45 5% £ 1 13047 FH Ik ] B0 B A0 K 88 A0 D o JoL 18 42 140 ) T 4K 418, 25 43 7038 2 rushing N 42
ks, JG 0 R UE S 0 6 478 (0 22 A Wk AR SCHR HA 1) 5 B8 2665 25 SR B DRI A2 JEE 1 S ) 1 U 17— 2 4 1 e o i
PR 2 7 5 2% T A A B DR 35 A B 1 H U SR M BE 2 A7 0 A 40 S i 1 h A SR v B A 5 ph N 28 B BOR F B AR K
o 0 TR DR DU A 74 1 5 5 T ) R 3%, 70 1% £y 4 9 T R A7 D s T 49 Sy o5 0 B8 40 1) e 28 ) e .

IR A B A T R I R R I AR L, A S 2 rushing B AT 404K B i T
DL ZCHCAE rushing BUiti; i b 4 4ok R A8 A 2R 7 B2 SRR 4% AN 518 %2 rushing B0y A8 FH IS 8] £ DAy 2540
T, T I T T 308 % A 52 B Bk £ 5 e b A R 1 S HE I R ST A 0 B AR T L e S R ) o R R AT
AT CAHRA I . HUA RN rushing Bk, At — 4% %0 4 T e ff (9 e i i 42

4 REMSH

TR 7 ZEHRAE P Bk (14 B8 D7 BEAT 43 A A E 43 AT ZEAEHRARD Uk S 5 B Uy T ) 2 I, BT 4 AT X
TR (W Bk, 7 R T SR ) 4 e

SR AUl VRN B H B S AR TR U A B A R A W B AT O B R e i R A
WA S B HIE R R S—*RREQ, B 17 i 4 [0l B B th & IE 4% 23k H B 4% Ryp:A—S:Rpe
RREP,S JEHHE A P:S—A:P,A W EFEITA P AR JT A SR VFH[R]Y 55 4 N5 B i SR B, BB 4% Ryp G
Ak AR P W E SR P WAL Pe P and P,e P¥ PROBE 15k P, A4 ¥ ZF %% PROBE.S 5k %)

ST TG A VR S e s A A R T It e, R 3 R L I B A P AR . R O e R A il
T RARHE 2% 3 A ¢ RO X IEATNAL G py B po, il L pipa key(r). 2K SCT5 S KaH M 46 90 b, 75 U1 rUAR A SR
WA ¢ NI TCVEA BOE I py F py. SEEBC T I Br ki 15 sk S B B AR E B0 1L 1 <linin(Lowin R $5 L 6
AR 8 ) K B A B8 308 1 Y B B BTL T 52 380 5 M0 T A2 A I 1) £ 42 5 WAL, AN 52 B A K 88 5% TR AR Sy 2 R I 1)
A Ay o R H A AR k] A ok o5 B A 1 S

Rushing T :— it i A0 10 45 4 I 45 Bk 60 AR 5 — b LU s 5 2 O b i SR T JEL 10 3 b s e 4
S it B ok MR Ak i R Dy /N R, T e ) 4 R L 2 R N 2 BEATLSE AR 1, W AL 0ty << At Ui 15 sUMANAE
IEIRFE Y t=Ar=0, 18 F A R (¥ B 0 50 e 30k, 5 B0V B b i Sk v BB 5 3 AR O S A8 AR TR A £ S
Nmsg,; DRAUE 2 BV SRV B VE TR, IT DR AT AT G 122 b a8 SR T L1 B IR FH B AR BEE 1 A D AR AN 52 i H
SRV R B 56 S5 I 0] ¢ ¥ 5%, T LLA G AR Rushing Bty

Sybil B W 1 w8 I P AN [ 1R B 3 R AL eh A I 10 ek g 2 S ek ao R A - Bk 4 A 4 B SR
P28 T AL S B B LD L, WL SRR D A IR S, Y U D, L) TR 25 5 2 4 AR I
AT AR SCIT AN AR AR R S5 R B 1Y A AR SRICA 1Y 2 5 0015 2 A, 7 %R T B DIE [
7 FCARUE Y 5 AT W — (K759 5 03 DR, 7 5 0T DAAT 2506881 Sybil Bt

— AR B  h PhIR S B R RS R T Bk i R e A S
SRAGA B A6 Z0 phy 8 1T U HEAT 25 44 R AT o 2 T A SO 2 A R B0 TR BT B i R Bk O R
PR R 2L 7 2 PRAE R AT ST i AR A2 b5 0 246 [ I 408 Jr DAIE S B 17 86 0% 114 54 473 DA IE X1 R A4 3
(Bt 7 ZE AN R 5 A T8 IR0 e Bk 352 BT 4 AT 8 R 3% R ARGV B (L2 A W .

5 [EEESHR

g TR T AT M BE VP, 8 B NS-2(network simulator-2)#E4T 2 S8 477 2L .47 207,15 s 48 BE B 2 4 200 33t
TR 2 A TE D 250 KAl 802. 11 11 4% % )2 B i ,CBR(constant bytes rate)fF: 4> il $dh it 5 1B fiE ) 4 2
JEA7 /KD SRP S —Fh 0 1) 2 4 %2 B AR h AR 22 22 4 22 e 4 ) eV 15114 SRP AR b bR R 40 i B B 11
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