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Abstract: This paper proposes a generic audit policy model on multilevel secure DBMS. The model is powerful
expressively which not only expresses audit policy based on periodical time constraints, but also implements audit
policy deduction based on rules. Furthermore, fine-grained audit policies are possible in this model with the
introduction of object attribute predicate. The decidability of the model is proven and a decidability algorithm is
presented.
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, U={uy,U,,Us,..} ‘M cU S={s1,%.83, -}
;T ={t.t.t,..} .0={0,0,,0,,...} ; A={op,,0p,,0p;,...} ;L
:APB FcA
.Constrants :
LRcLxL L
Uco, ;
ULabel :U — LU{TRUSTED} , TRUSTED :
OLabd :0O-U > L, ;
V:S—>U, ;
TS:T—>S, ,
H(O) , : 0. o o DP(0.0) )
OLabel (0,) > OLabel (0;) .
2
, N k] :
2( ). T={tott2,...},
([ts,t.],PT) [ts.t] PT PT C
.C,cC, C, C,
( ).PT=Y"0-C>r-C,.
o e2"U{al},c cC ,,i=12..,n,C,cC,.rneN.
N PT TI(PT) r-1Cy 1 (1Cy | Cq
), S (1) n=1,S G1
(2 n>1,0,={n,..n}, S Cn Ny, Ny
a1y /o -cr1.C,,) . o,={al}, 0,={123..1}.
3( )l
E(t.,t.]1, PT) ={7 |t, <z <t it e [T (P),z it} .
PLc P E(p) S E(py) -
4( RES). .
RES={r,1,,I5,..} , { SUCCESSFUL, UNSUCCESSFUL,BOTH} = RES,
FRES={EDAC,EMAC,EPOL,...} c RES. SUCCESSFUL ,UNSUCCESSFUL
,BOTH ,EDAC ,LEMAC ,EPOL
( ) RES
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( )
5 FREQ). ( )
FREQ FREQ ={SESSION, TRANSACTION,ACCESS} , SESSION
, .TRANSACTION
LACCESS
6( ATTR). ATTR={at,,at,,at,,...} , {Name,Label, Type,
Owner ,Elem} cATTR . ,
Name: O — STRING , ,STRING : Label :O—> L,
, Type:O > TYPE, ;Owner :0—>U | ; Elem: Ox ELEMENT — VALUE ,
, ELEMENT VALUE , ,
7( Jt (ad,qu,p f,r,sm,  aeAU{ALLACT}
LALLACT :deO , d
iq , atil(o,...):\/ilA.../\atij(o,...)=vik Vi1, ...,Vije VALUE;
ueU U{ALLUSER} ,ALLUSER i p , f e FREQ,r e RES, s={+,-},
.meU U{SYS} , sYs ,
1( ):

(SELECTTABLE,DB1,Name(0)=T:AType(0)=TABLE,ALLUSER,

{[2004,2006],all.Months+all.Days+{ 18} .Hours> 15.Hours),
TRANSACTION,BOTH,+,ALICE).

, SELECTTABLE, DB, Ty, )
2004 ~2006 18 ~ 2 9 y
ALICE
‘ ( ) .
8( )- (@our, fir,sm, : :
9( ). aud,,aud,,...,aud, ——aud, , ,
— , . c , C=1
: — - :
D

(a,d,qu,p, f,r+m——-(ad,qu,np,f,r—m),
(a,d,q,u, p, f,r,-.,m———(a,d,q,u,p, f,r,+,m).
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2 ALLACTALLUSER
(ALLACT,d,q,u, p, f,r,s;m—225(a,d,q,u, p, f,r,s,m),
(a,d,ALLUSER,q, p, f,r,5, m)”;u>(a,d,q,u, p, f,r,s,m).

(3
(a,d,qu,p, f,r,sm—2=CPCd) yad' qu,p,f,r,sm.
P(onoj) o| Oj . P(Onoj) DP
4
(a,d,q.u,p, f,r,s;m—L<L 5(a,d,qu,p, f,r,s,m).
(5
(ad,qu,p, f,r,s;m—9=2 5a,d,q,u,p, f,r,sm).
, ) qg-q, a—>q( ,q—=>q
, ) , (a,d,q,u,p,f,r,s,m)
( d , q )

at;(0,..) =Vig A A dly(0,..) = vy > at;(0,..) =V, A nat (0,..) =V,
vl:L..,r-3l"at, =at, Avy =V
(6) RES
(a,d,q,u, p, f,BOTH,s,m)——(a,d,q,u, p, f ,SUCCESSFUL, s,m),
(a,d,q, p, f,BOTH,s,m)——(a,d,q,u, p, f,UNSUCCESSFUL, s,m).

(a,d,q,u, p, f,UNSUCCESSFUL,s,m)—<"=_5(a,d,q,u, p, f,r,s,m).

)
(a,d,qu,p, f,r,s;m—=" 5(a,0,u,z, f,r,s) .
cond
(d=0v P(d,0)) Aq(0) A7 € E(pP)
AULabel (m) <> TRUSTED —» Label (0) =ULabel (m) .
(d=0v P(d,0)) Aq(0) A7 € E(P) o] d d , a,
4 p
0 )
10( ). aud,,aud,,...,aud, aud
—aud, ,
aud,,aud,,...,aud, ——aud .
, ) , aud
: ( b ) :
2~ 10 )
11( APB). ( )
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APB
3
( )
1 ( )
) ap u
ULabel (u)=TRUSTED—OLabel (ap)=SystemHigh,
ULabel (u){) TRUSTED—OLabel (ap)=ULabel (u).
SystemHigh ,
2. m . ap u ,
Auditor (ap) =u .
Auditor(ap) ap m, ;
d .
3. , ap d
ULabel (Auditor (ap)){) TRUSTED—ULabel (Auditor (ap))=Label (Domain(ap)).
Domain(ap) ap
4 APB
APB ,
12( ).
‘ ( ) . APB (a,d,q,u,z, f,r,s,m)
APB+ (a,0,u,z, f,r,s) . :
D APB , APB (a,d,q,u,z, f,r,s,m).
2 aud,,aud,,...,aud, ——aud, ; aud,,aud,,...,aud, APB
) c ' , 3 ,
, APBm aud,,,.
APB . )
, . APB,
. APB , APB
APB , , , APB
13(APB ). (ao,u,r,f,r,9),
APB (a,0,u,7, f,r,s) , APB .
14( / ). (a,d,qu,p,f,r,s,m
(a,dq,u, p, f',r',s,m) ( -) : ,
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a,a;d,d’;..;mm, ; , ,
: : (
: : )-
1 CAPD.
APB (a,o,u,z, f,r,s;m),
APB , APB (a,0,u,z, f,r,s)
1 . .
1) Eap=0. aud, Eap = EapU{aud} .
2) rule, aud;(i=1,2,...,k),
CompuSatltems(aud,), Eap aud; ,
Items(aud,). aud; Items(aud,) ,
Items(aud,) x Items(aud,) x ... x Items(aud, )
k ) rule , Eap , k
3) rule 2)
4) Eap 2) 3) ( Eap),
2 2)
2 . (a,0,u,z, f,r,s;m) Eap
, CompuSatltems(aud,) , ,
CompuSatitems
CompuSatltems(aud).
Eap aud
) ( ,aud )
, , aud.
1) node( audy),
1.1) audy , , audy
( ), node
1.2) aud, Eap aud , , aud node ,
2) , hode 1), ,
3)
3) :
( , Eap ).
Mi , )
; Mi; Mi.
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4)
Eap, 1 )

1. APB (a,o,u,z, f,r,s), CAPD

: 2 CompuSatitems , CompuSatitems ,
1 .

CompuSatltems . , Eap
, ( ,
Eap ). g ;

pPcp,.qd—q,reFREQ,(d=0v P(d,0) Aq(0) A7 eE(p)

Pcp.reE(p)

aeA,uelU , d' eOaP@,d),

ULabel (m)()TRUSTED—> Label (0) = ULabel (m) .
Pcp.reE(p).d—q,

q-—q,

CompuSatltems

CAPD 1 CompuSatitems ,
, CAPD 1 2) 3) 4) ,
Eap \ - Eap
, Eap ) , Eap
Eap
, CAPD a
2. , CAPD true, APB (a,0,u,z, f,r,s).
true ,
, APB+ (a,0,u,z, f,r,s) .
APB (a,0,u,7, f,r,s) , tree, (a,0,u,z, f,r,s),
« ) , Eap,
aud, CompusSatltems(aud)

, , aud.
CompuSatltems(aud) CompuSatltems(aud)
(a,d,..) >y (@,d,..) > e @,d..) .

rulel  rule2 ,
(a,d,..) > ye (@d,.) g @, d)..).
, Jtree aud CAPD 1
Eap. tree aud,
i i i=1, aud 0
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CompuSatltems , aud Eap. i<k aud Eap, k+1 aud
, Eap . Eap
tree aud CAPD 1
Eap. , (a,o,u,z, f,r,s), ,
Eap , CompuSatitems , CAPD
true. O
1. APB
1,2, APB
[4-7]
6.7, ’
Bell LaPudula , DBMS®
BLP DBMS DBMS
, DBMS )
[10].
Jgjodia Y ,
Bertino (312
Bertino
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