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Abstract: In order to solve the problems with computing resource and high-speed network traffic, it is necessary
to deal with the network traffic by some measuring technologies, such as sampling measurement and load balance,
etc, while the hash algorithm is one of the key measuring technologies. In this paper, firstly, a random metric is
provided to evaluate the performance of the hash algorithms. Secondly, the randomicity of XOR and shift operations
are analyzed, and it is proved that the two operations can improve the bit randomicity. Thirdly, this paper analyzes
the four fields of IP packet, such as source IP, destination IP, source port, and destination port, and a hash algorithm
named XOR_SHIFT is provided based on the analysis. Finally, using the CERNET backbone traffic and PMA traffic,
this paper analyzes the character of the XOR_SHIFT hash algorithm and compares with the performance among
XOR_SHIFT, IPSX and CRC32 hash algorithms. This study shows that the XOR_SHIFT hash function provided in
this paper has two advantages: algorithm performance and hash randomicity, and it can be applied to measure the
high-speed network traffic.
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2.1
) 22x2%=16 1. ,
Table 1  Truth table of binary bit-wise operation
1
0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
0 1 0 0 0 0 1 1 1 1 0 0 0 0 1 1 18 1
1 0 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1
A B 0 & A B | ) B A 1
, 0 1 0, , .
0 1 31 1:3 8 (C;+CY), A B , A B (
) , 0 1 ) ,
A B A B 1, (&)
, b 22 6 (C2) , AA A B
B B : ,
2.2
221
L S 5¢=¢®n,
H (&) = max(H ($), H (7)) .
: & 0 p, 1 1-p; & 0 g, 1
1-q. & 0 pl=p-q+(-p)-(1-q), 1 pr=1-pl=p+q-2p-q.
0,1 0.5 , 0.5 , & ,
1, 0.5 ; ¢
D(£)=2:-(0.5-p)*, g D(¢)=2(0.5+2pq-p-0)°, H() = H(S)
D({) <D() , 2(05-p)*-2(05+2pg—p-0)* 20 (0<=p,g<s=1l) D({)<D(¢) ,
H() = H(&), H()zH() . 1 - O
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H(&)-H(&n). &7 ,
£{0,1,0,1,0,1}, 7={0,1,0,1,0,1}, E H(&=1,H(n)=1,
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4. $ n
p =cov(&,m)/4fcov(&,&)cov(n, i) =(E(Sn) - pa)/4 pad- p)(1-aq) (1)
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2 AIX TXS 3
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Number of packets 1931949 621103 605 741 393 969 311136 2 049 940
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