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Abstract: In this paper, the issues of entity authentication and content authentication mechanism of the digital
signature based on multimedia system are addressed. Based on the analysis of the security gap in the authentication
mechanism using digital signature, a novel authentication protocol combining digital signature and fragile
watermarking are proposed. Double entity authentication based on digital signature and content authentication base
on fragile watermarking is achieved. Illegal access to system, edition, and forgery of multimedia document is
proven to be impossible. According to the analysis, the security, creditability, and authenticity are achieved.
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2.1 SHEIKED

KT K BN AT RROBUAR A A0 Py 25 BLSE R 5 Pk DR B Sh i 5 /K BRI 5 4R 7K BN 40 3 8 B T 3K P AN I
AE8120 tihed 90 AEACHIIY, 54 WK BN SR — Wk FAE H B s F 50 AATT & B, — A LA S5 5 M P X K B
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2.2 EFIKEDRIAESRES
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et B _key,B_key'4y B E B IR R AP MM M ARFRS K A5 K .CA ARFNIFT 0, CA_key,CA_key' 43 5
RF CA KIRBHRIAH.Sigu( )RR L4 515, Ver, (- )V IRE B A AL SE K, Enc (VIR0 5 5735, Decy ()R F AR 5 5
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(1) B UEAS 1 A L 4 3

HAFBERUFEA 4. SREL4W. BR300 AP AWER. ZBREMEBHBTELECI LT
557K BV L AR S B, 3005 UE 15 38 06 250 R AR /K ED K ED A —H B P B e, e P TS84 E
SEELE A T BAR BT T T R e — (1, FLeh AP G ) CA R I PR A B B R e
HOHIFREH.CA S TTE B A BB 78 44 R B T A A IR 158 T R UE Wi ik it o P AR B DR 5 1k
I AR LR A i 7 TR e B A A P R NS B MBS SR I R IR 4 48

O HIEH,A B EIES B A B I M SR KB BN B e e R A LA SRR HE— IR,
SR JE HIFAIRHG B AL S 44, T T CA B A BN J5 K4 CALHD

A——CA: Encey 1, (M,Sig, 1, (M)).

@ CABWCkA A ER MG, 5 ARHME G A ARG ERBERIE A KE B e #5500

B UE N — DA, B
Ver, o,(Decey 4, (M ), Sig 4 ey (M)
@ CA MAECTUET. e AR A 15 BT 44, A 015 8 LRSS 4% BIR 87 AE 1. A 12
BAXHIF 1IN 5 R I% 4 A, 56 B P A ol 7, B
CA——A: Enc 1, (C_A,Sige, 1o, (C_A).
@ i A CEIE S M A R A O FRL R A B AT A5 BB E 1, IR 50 TE L A v B
VerCAikey (DecAikey' (M"), SigCAikey' (C_4).
(2) ZKENR AN
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JLrn TR A P (G S5 B4R, 72 S5 7K B K ey e 225 B 7K BRI 52 HE 2 I T /K B 22

Wdiffcrcncc (l> J) = {?’ ;{SCW(I’ J) = W(l,])

I e A AT R

T %%dﬁa if card(Wi érence) =0
Ver([ ) = {ﬁ%&’ else diff >

Forfr card() 720 AR A (03 PR BAE U AR 2 138 SR SR AN K BN ZE BB 1 R0 s A B0 2 i L
AR B S R DX AR R 2 R (S AR B AL B T A B A A B

L. . Original image, original watermark
Original watermark, private & & &

Public key
A4 ﬁ ’—>F alse
Watermarked Y

Original image | Embedding image Test image Extraction
> algorithm &> algorithm

N True

Fig.1 Watermark embedding Fig.2 Watermark verification
Bl 1 KERER AR Kl 2 KENIE SR

(4) H & 6AdE

HERGH SOy AU P A0 S EE 125, (A TE R 0 CA X BT 1507 AE P AT IAE, 0 E &
SR SHBAE S A CA —ANAIEE B ERIA B #2548 )5,CA Esk AB & HEIE S 05,A fI B
FI#5 A AL I # BCEAE 1R 45 CALCA FH 4% B IR AFHKIE F P 28 4405 S I IE A 1k, TR 40 X7 RIEAR B A 2
AT IESE T I 263 .58 2 20 03 U A SR ARAIE A vk 1 2, R 1% 2 Tl i B LI R B ik O\ K BN P A
AP A R REAEE ARG CA APINEWE.CA M — &g B 0Us H A SRR
H.CA e A A BB FUE 550 UE I ECSE B4, AR S5 AT R 17 SRR A SRR N 2 S0 P EAT UE S, AR R
A R BT /K EDIE S B, B R W75 To B8 2 A EEE L, CA TR A I FARIIN 2 B AU 7AE 15 745 4,
A ERE R  B M AHINE &% B.h T B &M — BA RN, G B 4 g Akl 3152
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(5) HAIAIE

FEINIE J5 58 50 110 56 6 1 R B0 S DA I T8 Je 7K B 22 [ ok 5 B B2 MG FH P A R e 7K B A 5L, BT ] LA S
o R B Ver () JI T A2 75 A B8 504 T0, UK P 2% D8 K5 I 2 AT B e, A 8 5 A B KL T 3 R R — AN B K B R 58
BV G P9 25 50 B MRS I (4817 P81 3(a) 3 s 7K B TR, Il v ST v 1) P 2 A R 40 T 3 () A PEATE P ) P 2 i
6 G (R AR IR P 25 5 40 i 1 B 15 ] 3e) i 7K BRI 1) B 3(dl) A 7K D 222 ] B e IR M A 7 T 04

2 ppi e

(a) Watermarked image (b) Tempered image (c) Extracted watermark  (d) Difference image of watermark
(2) KEDIEIE (b) B4R (c) KENFRIRA (d) KEPZEH
Fig.3 Tamper detection by using fragile watermarking
3 R S WK ENEAT SEcheaar il
g LTIk B A BT A A AU K BN IE R S8 o 15 O U IE R B DA IE PR D AR R A R G AT
2t IS AERIREAVE DL R S, LIS AT AL rT T 4 R EE SRR (B @ FoREEA).

N | End
Certificate of A ] ertificate . Certificate of B
————» | Encryption cerifications Encryption ¢———
Identifier of B Identifier of A
Private key
of CA
Ciphertext ] Privat Certificate
Public key Decryption key of CA of B
. of CA - A
Encryption | €——— Received
Certificate E ti . text
T Qriﬁcati n nenpron Public Private
key of B key of B

Watermar&ed image ~ Digital
Watermarked image Digital envelop Not envelop
0 tempe
Watermark ‘é;

Encryption f————

Qriginal - é Ce}’;‘iﬁce}te
image Watermgrk Encryption verification g erificatio
embedding 3
[a)]
With temper
Private Private Certificate 4
key of A key of A of A
Watermark Repeat
User A CA User B

Fig.4 Authentication system based on fragile watermarking and digital signature
4 GG B KENFIEU 24 FIE RS
WE 4 PR T A RS ESERAE B M RIRE SR B LU LA BB
(1) A SER B UE B K2 CABRUE SR IE AR5 FRL B N 7K BN, 13 P RA B o s 7k 45 807 A B, R K
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A——CA Encey 4, (Embedding(M ,W,A _Key)® Enc, ., (C_A4)).
(2) i CAWCEIIAE B0 M, CA SN B A 23 30,47 B4% 52 Wit B I UE A5 ) 5 £ 7k
(3) B ¥ B A UE B4R AT CA FEUT RIGUE/K E1L.CA Ja ik G vA vk, 2k 0 il FAPIRR % M7 I B0 Ui 4515 i
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e A RIERE R A B2 SIS IBUK BN B UE P 2550 B PE, 47 TEEL L W4 ALB A5 R e Bk [T 5245 U 40 A
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(5) i BULRIAE B o0 M, B ESE M H SRR, 1] CA AP UERCTUE -l Bk A CA
o R e B B

(6) CA AL IAF B AR, LA 45 BL S A HIE.
2.3 REREMSH
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RS B2 A, PR G G B A A ROYT A S (R DR 3 AE 2R 8 B Al A5 LA K T XU Al ) A
BUHRI T B T PIEAAIE. T B A s CA 2 1A% 3 R A RN 28 A3 ] T 661 5 e /K BT R B0 58 B 1k R B0 S P
PR IXAEAT T K 5 3 AV 5 P B A 45 BDCIE, AT PR UE T — A S IR K T f5 B, B 1k 1 R (R B B RO £
SESGIRIE T RS At

3 % 8

A 3 By WK EHLA, BEvh T — A S5 5 B0 28 40 R0 5y WK RG22 4 1 22 AR5 B A IE 2R 4 A8 B AR K BN

XA i 1 DT T, 25 S A1 JG0 01 T A i 6 00 DRI AR G A A9 B Ji5 B AT 20 TR DAy X AT T i 3 S50 AL P 50 v (1) 20 e
JKCEN = A A LU AE S8 IR — BB A DIE I, R GER M T 5 T 807 88 44 B0 807 IE 45 I B Uk 77 2000 i T A %
PEBAR 25 44 T3 58 5 52 BUiks, R e 0] 128 44 775 58, AR G I BERO2 A 0L 46 ANl 15 DA, o HL AR AC O AR i B )i,
A A % LA A 45 s 4 s R A i 7 I 2 4 22 MR e R e o, B S 3K 28 e )y 2 00 AN R gk (HL 2
X S BB R AR, R A3 2 AN R G )R] 0, 7K B 5 56 SRR A B e (1. 3 DL IE %, 5 K BN K 7 6 4
i G IHLHRAE A RGO 1 22 A, IR ELAT DU A5 (1) b 2K IR AR JS. 1A, DA T 0 8 A B 247 301
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E T AR EEIE (4) BUTUETS th CA HLgE— RO BEL A4 BRAR S 7 (8 H 5 T4 78 b T S oK
BB A AT 5 R JRE 20 AR B398, 2 T /K EHOR ) 22 42 AIE 2R 8 AOBIE 5Tt A A T R FR I B, DRI b, 2R 8 8 22 4 U LA
Lo LR B AT Fp AL 3 A AU 5. 28 BIE I H o2 G QT A 7 5 e K EDRIL A LA B XUBH A ok
X 2 BEARAR PR 5 A IEfR 7
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