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Tablel Thetimesof basic arithmetic operations (as a basdline)
1 ( )
Basic operations Modular i
Bits multiplication o persgti d nr?ns) Exponentiation (1ms)
(s)
512 340 320 180
1024 1030 1000 1180
Table2 Thetimes of the dgorithms
2
Mo Key set-up phase (ms) Main signing phese (ms) Signature verification (ms)
1024 310 500 570
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Abstract: For resisting the adaptive chosen message attack and improving the sign generation efficiency, a
signature scheme based on the strong RSA assumption is described in this paper. The scheme uses a fixed base
rather than by raising them to a fixed power, which is different from the RSA algorithm. Moreover, one can use
pre-computation techniques in order to get a better efficiency. In addition, a hash function can be incorporated into
the scheme in such a way that it offers a trapdoor to the sign algorithm. The merits of this amendatory scheme are
that if one makes a distinction between the “off line’ and the “on lineg” cost of signing, the signer can reduce “on
line” cost significantly by using hash trapdoor. It is proved that the scheme is secure against the adaptive chosen
message attack under the strong RSA assumption. The experimental results show that the scheme has high
efficiency.
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