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Weaknesses of Some Threshold Group Signature Schemes

WANG Gui-lin - QING Si-han

(State Key Laboratory of Information Security Institute of Software The Chinese Academy of Sciences Beijing 100080
(Engineering Research Center for Information Security Technology The Chinese Academy of Sciences Beijing  100080)

Abstract Threshold group signature is an important kind of signatures, but all of the existing threshold
gruup schemes have weaknesses. Several properties are proposed 1o define a good threshold group scheme,
Then, the weaknesses of three threshold greup schemes are anizlyzed. The most serious weakness is that part of
members can conspire to get system secret parameters and then forge a valid signature. In the worst situation,

the total system is broken.
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