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BN T “recognize "B iH AT KT “see R F W BB T — MU ES By AR EEFELS TR
. BT LB AT — & BAN GBI RRE AR M H . (5 AUTLOG R MR L [, B 1R 1B AR NF
PIFERE . S GNY FRABEEMTT ARG HEF AR SR AW A5 80 B I84T 2.
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BE RS AR ROTG DM BRI DHFHA & A (generate) I R 3% (send). EFFY
Rl AT AL R F 3. R B POR R — S e e/ (Y% A PNE . EFE S ST WmERf
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R, SEARR BT RITAEBEBER NDL (non-monotonic dynamic logic) 355 1.
NDL #HEE MR ERE MRS T B80T E R e S AR T 6 fal 4

MEET AXSFEFB@ENTR IR CA BRI BHROMEE T RRTHENYR.

GE¥0IA NDL MR RSO TEXER ENE. S48 ERERERXEFHNBRA R E,

Elm k) BL & BB m ME R,

Sim k) Bk REEH AAEHEZ X m IEEER,
Him> m Wy B30

Kpb(z) = RTEAE 8 2 4

Kpviz) z BIRE TR

Spblx) = MEZLAH,

Spviz) * BERHE;s

(myse e yma) FEH R mys. . om, ETOREYAEN —A 0 B A% K.
WiE RN S HERERMEARSAEEER.

Knaowl(x,m) = HIH s

Auth(z,y.m) sk m by FRHEERESSEY.

e ERNEFMTHA.

Generate (x ym) z ERIEE my

Send (x,y,m) z [ y B m.

SMEFFI R8T E T (O BREREEFT () MR 2.8 RAEFFL o - 2 LB SEFEH.

iR — FrahfEIF .

WE BEM—mEAR
Pt uQ,

He £,Q HEAREA a ABERF] XU F Tk R PRI WA LIBATHEF I o, B ERFFRIT R
QWL

M ET -LEEMNEERPE S ELEMNFERESHA . EFHBNES. XA SHEN Y

B RITA-LEE X RATESE L. AF XN EBEHE . RITELTUT 4+ MR,

2

2.1

Signlz,m)=(n . S(Hm) ,Spr(x))),z 3P B m WHE XHEE L,
Solz,m)=S(H(m)Spv(z)),x WMEE m B TFTHELE,
CertK{z)="S8ign(CA,{z , Kpb(x)?) z BB R AR |
CertS{=)=S8ign(CA, {x,Spb{x))), x BB L BB,

el IV < e o B R T

# 3
At RS 0 ER MR EERAN. TEMDTE 5.

4 38

(1 MELE

1-1 Know(x,m) A Know{(x+k)=Know(z.E(m,k))}

1-2  Know(z.m) A Know(z,Kpb(y))*Know(x,S(m,Kpb(y)))
2) FHHBLE

2-1 Kneow(z,.Kph(CA))

2-2  Know(x Sph(CAY)

2-3  Know(z . Kpv(x))
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2-4 Know(x,Spuvizd}

(D WELE

3-1 Know(x k) A Know(x,EGn,k))—>Know(x,m)

3-2 Know(z . Kpuv(3)) A Know(x,5(m, Kpb(x)})>Know (x,m)
L EBEELH

-1 Know(x.m)—+Know(z.H(m))

42 Knrow(z,m) A Knowl(x,Spv(y))=Know(z ,S(H(m),Spr(xy))}
() WELE

5-1 Know(x,m) A Knowl(x,S(H(m) ,Spr(3))) A Know (x,566(y))—>Auth(x,v,m)
5-2 Know(r.m) A Auth(z.y, H{m)) = Auth(x v .m)

&) FEAH

6-1 Know(x,myv... on))oKnow(e.mI M. .. AKnow(z.m.)

6-2  Auwth{xyyiimis. . sm) > Auth (x,y,m) Ao AN Awh(z,y,m,)

B FARNE SRR EHAY SoOM SignOBE L WERFEINE &R I LR AN ER,

R 1. Know(r,m) AKnow(c,80(y,m)) AKnow(z,:Spb{y))—~Auth (z,y,m),
WA .

{13 Know(z,m)

(2) Know(x,S50(ym))

(3 Know(z,Spb ()
{4) Know{x SCH G, Sprian))
(5) Awuth(z,v,m)

(6) Know{x,m} A Know (x,50(y,m)) A Know(x ,Spk(3)) =+ Auth(r,y,m)

EFRIEFRERAA S WA —TSNMNEE AR RETSBAMN.
EI 2. Know(r,Signly,m)) A Know(z,Sph{y) )= Auth(x,y m).
.

(1) Know(z,Sign(y,m))

@) Know(z,Spb(y3)

a3 Know(xy {my STH m),Spviy))n)
[€)) Know(x,m)

(5} Know (x5 (IT{m) 1 Spviy)))

6) Knrowlx,Sely,m))

(7> Auth(z,y,m)

(8) Know (e, SignCymd) A Know (e, Kpb(3) )= Auth (z ,y1m)

¥ 2 R RATER F B R AR S
2.2 MOy
(R-1> {5 BB

Know (x:m) b semdiz,y.mKnow(zsm).

;5=

LT

N:iE

(O]

(1) (3 ([5-1]
MDD EYE[>, ]
O

LH748 ]

CHiR]

LEX]

(3)[6-12

(3[6-1]
3N
e e 1]
M ymi—+.]
!I!

AR 4 TS O S 4 B B ST A R b AR A MRS S ML T T U R T O £

HEEHAR.
(R-2) B A MR

b GensraretemyRnrow (o).

© HEREEBHAIT

http:// www. jos. org. cn



G F RV RHR ETH — 217 —

EARMNMEER. ACERMHEER L —EHE.
(R-3) BRI
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Pr.Q

&M E B R, C RS L &R e Hod 6 F 55 R A B

SN RRANMTHEZLHNEFERY. AELEFEALY . (D FRATIBHTE YRS
FIEBBT 0 A SR E 2B, B AR R “BUR "R, (2) EXT RSN BB A IR 2 T R
WR T B X 2 B AR BEa “ (hA R B LRV, B AR EE ARG, HERTE
BHELHBR. (D BRBTREFTELES (O SREFRAFINMTI BB EHELIE N TIEE
& A e B AT A B A AR RALI X L3R T4 5 S A

(R-4) & BLAL I

PI&.Q1F R
Pr. R

2 0 B B, T B TR T Y R R A 2 TR 3 R R SR I R AT D S — 1 B PR T SR Al
£ ST EME I A SRS S A R AL

HFERANGREL, ATUEHERFAARER - TR FAEMNREEN. TEAR R T, "%
527/

(R-5> sEA{ER I

BARE P Knowl(xz,m)
P~ (Know (z,m) ~

WAV G E B, R AL AR P THAEE » Wl m BRI LIdE R MBS = FHE »
R R B BTG R MR AP B o, AR o A o BRELE x REGE m"RAENE
MBMH PIT KA o« I BT RS = G m T B ERS E2 AR R ESREHWRET
BEREFRRTHARXSAEPH—anaf RIOVEE YT B TR FRI e R R MEA 4, HTLR
IR IR B R U T RUREE A AR R A AEREHER.

2.3 MEPERER
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LREAEAERT Y THRAXR,
{Pozv . vPom,} F o {Puu ‘e 1}51...1}

{ors. - vPo»:,} I-w]-uz{le!--- -szz}

{pois... -Pcm.,_‘} |‘c1-n2-... -on‘:Pnlv- .. ?pmn"}

XTERBALLMES aTARARN —WERTTIEXROATHE,, RITEZA AT ELEART
“EPBEARG LR RS M EEREA - EREAAE R AR TR Y BREIE R EE S B, BOE K%
HERHE M REF TR RS RIS E. R E A 3 SRR AR AT B
RHEA B LTS R MELTHESEENFREEEE, BT r A 2 XM %
B s AR, RERE R E X HERN . YR ARG E-FREAR RN ERAZE
FE,H R LLE R FERE RIEARME - BN ETA-EEN R AR XM BUHERE
AT LAfE Bl Prolog W H A G M F “KMHIE & 78 Loy EE LG RLB LA A E R0 IR E R

3 RLBIESHBIERE)

TR 3 A LF AL T NDL HHES Z 2 3R,

# 1 EH.

P={Know(Alice , Kpb(Bob))},

a=Generate(Alice \m) ° Generate{ Alice k) * Send(Alice ,Bob, (E(m,k),S (k. Kpb{Bob)) ),
Q= {Know(Bok,m)}.

RUE:P F.Q

ﬂ%:

4D Know( Alice, Kpb{Bob)) [RT42 ]
(2) Generate(Alice,m) [311E]
3 Know(Alice,m) (2)[R-2]
(4) Generate(Alice k) [BhE]
(5) Know(Alice k) (2)[R-2]
(6) Enow(Alice,E(m k) H W17
&) Enow(Alice,S(k,Kph(Bob))) (5)(13[1-2]
(8) Know{ Alice, (ECm k) S (k, Kpb(Bob))?) (63(7[6-1]
(9) Send(Alice, Bob,{E(m k) 5k, Kpb(Bob)))) (ahE]
(10) Know(Bob, (EGm, %) ,S(kKpb(Bob))}) (N[R-1]
an Know(Bob ECGn . 2)) Qanle-1]
(12) Know{Bob,S (k, Kpb(Bob))) (103[6-1]
(13) Know{ Bob, Kpr{Bob)) [2-3]
(14) Know{Bob k) (12)113>14)[3-2]
(15) Know(Bob,m) (11153[3-1]
HOSEPETRIEM . O
01 1 eyl A5 A0 PR A M LR T LTI 1 ESRAR.

il 2. 24,

P={Know(A,CertS(A)) , Know (A, Kpb(B))},
a=Generate(Avm) ° Generate{A,k) » Send(A,B,(E(m k) ,8((&,80(A,m),Cert5(A)),Kpb(B)}),
Q= {Know(B.,m), Auth(B,A,m), Auth(B,CA,{A,Spb(AI)}.
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/J”—;:E(m,k)
Alice T’—»k - TR £, SR, K OE)))
“K th( Boby —S (&, K h(Bob) )
= ?i:,;;(&b))r 2
M(-Kﬁ(.ﬁob)"

Fig. 1

1
KIE P F.Q
UE B .
(1) Know(A,CertS(A)) g -3
(2) Know(A,Kpb(B)) :E
(3) Generate(A,m) £3hE]
(4> Know(A,m) (3[R-2]
(5) Generate{ A k) CahE]
(6 Know (A, k) (5)[R-2]
& Know(A,E(m.£)) (4)(6)[1-1]
(8 Know(A,Spu(AY) [2-3]
(%) Know{A,50(A.m)) (4)(8)[4-2]
(10) Know(A, ik SuCA,m),CertSCAYY) (8X(93(1)[6-1]
(an ErnowlA,5({k,S0CA,m)CertS(Ad} , Kpb(B))) {103(23[1-2]
(12) Enowe(A,{Elm k), Sk So(A,m) »CertS (A Kpb(B)) 1) (7) (11 6-1]
(13) Send(A,B,(EGn,kY, 5k SelA ) CertS(AY) JKpb(BI)1) CaEde]
(14) Know(B,(E(m, k), 8k So(Am) CertSCAYY Kpb(B)IY) (13)[R-1]
(18) Know(B,E(m.k}) (14)[6-1]]
(16} Know(B,5(k,80(A,m) CertSCAYY, Kpb(B)) (14361
an Knotw(R,Kpv(B)) [2-3]
(18 Know (B, {k,50(A4,m),CertS(A)}) . (15)(16>C17>[3-2]
(19 Know(B.k> (183[6-1]
20 Know(B,S5¢(A.m)) (18[6-1]
(20 Know(B,CertS(A)) (1&xfe 1°
{22} Know(B,m) €153¢193[3-1
(23) Know(B,{A,5pb(A)}) - 2DEX . 5-1]
24) Know(B,5p6(A)) (23>[6-1]
(253 Awth(B,A.m} (20N2O[ BT 1]
(26) Know(B,Sign(CA,{A,Spb(A)))) (eDLEX]
(27) Know(B,5pb(CA) [2-2]
(28) Auth(B,CA,(A,Sph(AD)) L 2]
# (22> .(25), 8 B RiF 2 2518 0

FHBEE AR INERE . AANERE HFES SINE AHIESSERG — P TS HRRIET
B HB COMQORAFRE. ASHRIEMATRR» RU A BACHERLAPETEN. T ANES
LHER A B SO RN CA B FAAEEE L. XH 1B BHECABRAEHIAE Sp(AWE A
HIE AN H TS A R m.
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l L NEEE.

XL FHE2B . ENELB T L SET (secure electronic transactions) th i B M
BSFET —Em /. BM.
P={Know(B,5pb(A) ), Know(C,Spb(A))},
a=Generate (A,m;) = Generate(A,m,) *
Send (A, B, (m HGm,) SelA, (HGn ) Hmz 33 -
Send (A Cy{my  H(m ) y50(A, (H () H(Gny) )3,
Q= {Auth(BsA,m, ), Awth(C Aym;) s Auth(B A H (my) ) s Awth{C, A H (my 1)},

HRIE:F F.Q

ﬁ%:

(1 Know(B,S5p&(AY}

2 Know (C,Spb(A))

(3) Generate(Aym,)

4) Know(A,m )

(3) Generate(A,m:;)

(8} Know(4,m,)

o Know(A,H{(m,))

(8) knotw (A, H (p13))

(9 Know (A, (H(m) . H(m:) )

[§L0)] Know(A,Se(A, (H{m)  H{m:3?))

1w Know (A, (my o H(m2) »So (A, (H (i) HGn)) 1))
(12> Send (A, B, Gmiy H(ma) 1 Sol A (H (m ), H(m2) 233D

(13 Know (A, (my s H(mq) »S0 (A, (H Gny) HGng 230
(14) Send (A, Cy{my s H(my) ySo( A (HGn)), H(m) )

(15> Know (B, {m, ,H{my) :So(A, (H(my ) H(m, )
(16} Kroww (Cy {ma s H(Gmy) »So (A, (H (my) (H () ))
{17) Know(B,m,)

(18) Know (B H(m,))

{19) Know (B, H(m;))

(20} Know (B {H (my) y H (mz}))

21) Know(B,50 (A, (H(m) HGm))))

(22> Auth(B,A,(H(m,) H{m:)))

(23) Auth(B,A,H (m;))

(24) Auth(B,A,H (m;))

25) Auth(B,A,m,)

(26> Kanow (Cymg)

27 Know(C,H(m,))

(28> Know(C,H(my))

(29> Krow (C, (H(m)  H(m) )

(30 Know(C,So{A,{H(m,) o H(mz)))

(31 Auth(C, A {H(m, )y H(mz)))

(32> Auth(C,A,H (m,))

(33> Auth (C,A,H(m;))

[AT4R]

CHTiE]

[ahfe]

(3IR-2]
[3h#E ]
(5)[R-2]
([4-1]
(63{4-1]
(78417
(9La-2]
(42(8)(1004-11
ADEhE]
(63710 [4-1]
ADLENE]

A2 [R-12

(1) [R-1]
(15)(6-1]
(17>[4-1]
(1s)(6-11"

a8y aHe-1]
(15[6-1]

o EDLEHE 1]
(223[6-2]
(22>[8-2]

(173 (23)[5-2]
(16206-1]
(26)[4-1]
(16)[6-1]
(28)(21i6-1]
(16)[6-1]
(29) (30) | EHE 1]
(31[6-2]
(31[6-2]
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(34) Auth(C,A.m;) (27)(33)[5-2]

2 (24).(25), (33D, (34) B BFRE 2 451k 0

PUBEERTRNTUEI BINHFETAMESBENAREER. A8 5-1 REREERMEE L IEE 2
BIEHA RS Z AT AGE. 2088 5 2 A44F R II R 38 2t X S % A9 DA IE 0 IR 30 3 T8 1 Rt I s Y DA E . 5 —
FEEAER F AR S ST, B, R R R R AR R R AT AR ER TR
XEBTER, FRMEERIASIARTHELEREL T ER . WA AREFHEFE B XHME LR
ISR FHEF AR EGES IAAERECER TR, TUER BHFEMUTAE -2 IRWAE.E
ﬁ?&ﬁﬂﬁ%%ﬁ%%%%%ﬁﬁ%ﬁﬁkﬁlﬁ%.AE‘JEW%%EE?‘F%%Z&MEX‘@%EE:ﬁ'ﬁ'ﬁﬁ"fFﬁﬁ%
B EHEMNAE RIIEERSFELT.

4 & ®

LLES BT L4184 L RIHSE R A NDL. A M ASAN - BA T MR - HEB+ AR
ER L EMEERN, R T ST 4 I R —FR 8 2y B R A A, R NE
ERHTERREMETRR - RRL MU RO E2E EETEIE. HARER RN EANHEE T 8T
MIEN AL A Prolog B 7 3 3k, W H oo IR B AR S5

HRCFARAUHTRN FFE2DBAGEH. L4 — & BB ML HAT A R B R B i
007 B B S A B ST ol Ab TR, 3 G R TR B R AT A B LA AP R B ] HF 3T

AXTEHERRBEITENTA X TR TEERAAINELAER WS LS, URBHTEX
B LAY F TR 2.

WERAL W k. S a5 B A B — e AR T AR — SR e R T A BRI iR
SETLEAT&EA R AR IE. RITELM SET 4 — B0 LS RBMHBHT M XY BE, # D Hp 8
LA EEREFT 2
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The Verification Logic for Secure Protocols
BAlShuo SUI Li-ving CHEN Qingfeng FU Yan ZHUANG Chao

(National Research Center for Intelligent Computing Svystems Beijing 100080)

Abstract In this paper, a non-monetonic dynemic logic that verifies properties of security protocols is intro-
duced. In accordance with the specific requirement of information security, it provides axioms and inference
rules about various cryptographic operations such as encryption, decryption, signature, authentication and key
assignment. Several instances are given to illustrate its applications in security protocol verification. Open prob-
lems for further study are also discussed.

Key words Information security, protocol verification, dynamic logic, non-monotonic logic.
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