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Differential and Linear Provable Security of Lai-Massey Scheme

FU Li-Shi, JIN Chen-Hui

(The PLA Information Engineering University, Zhengzhou 450001, China)
Corresponding author: FU Li-Shi, E-mail: 15036018167@163.com

Abstract: Lai and Massey designed IDEA in 1991 when Lai-Massey scheme was first used in the algorithm. Vaudenay in 1999 added a
function o which has the orthomorphic or a-almost orthomorphic property in Lai-Massey scheme, and proved that this construction could
make Lai-Massey scheme satisfy the Luby-Rackoff theorem. In this paper, the provable security of Lai-Massey scheme against differential
and linear cryptanalysis is investigated. Firstly, the infimum of the number of differentially active F-functions in Lai-Massey scheme is
given no matter if F is an orthomorphism or not. Secondly, the results in this paper indicate that when F is an orthomorphism, the infimum
of the number of differentially active F-functions is the same as that of Feistel scheme. Finally, a dual model is introduced to study the
duality between the differential characteristic chains and linear approximation chains in Lai-Massey scheme, which can be used to obtain
similar results of linear cryptanalysis for Lai-Massey scheme directly.
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(a®PDB) xDA-McDACD(LDB) y®A-MF()®B-F(y)®A-CDA-C
=(a@DLDB) xDAMc®(BDB) y® A MF()®B F(y)®A-C
=[(a®BBB @A Mx®UAMDBHYF()®(BD®B) y®A-C
=(a@DLDBOM A)-x®M A®B)-F(y)®(LDB)-yDA-C.

Z (—1)(A’B)'Qk (1,%)® (@, B)-(x,3) _ Z(_l)(a®ﬂ®B®MTA)-x@(MTA(‘DB)-F(y)@(ﬂ@B)vy@AC

Xp,X) Xy

_ |:Z(_1)(a®ﬂ®B®MTA)-x:||:Z(_1)(MTA@B)-F(y)@(ﬁ‘@B)-y@A-C ]

x y

HUL I a @ BOBOM A0, WA Y (—)“@PO8oM 0% — 0y F x, y S PIANSL (128 6, IR T

Z (_1)(A,B)'Q1f (x1,x2)®(@, f)-(x1,%2) _ 0,

X5 p20 FEAZFEUY a®pOBOM A%0. JLIY,
Wig (@) > (AB) =Wy, (F@B > M A® B)x(-1)*C

=W (BO®B—>a® B)x ()",

3138 6. W o(x)=Mx®C, NAT:

(1) o RIEEEHRMARELN R o, R IETE Bk

(2) WHE M =E MR ELMR (M) =E, X H E &R

(1) Ho RIEEERI M @ E & SRR MMy = x REZM MM 'x=x R FM, S ywm ) =
y BRIV (MY @ E & 0] W5 B, N o, A& 15 B .

@) MY =M =MD =(E) = E B340,

HGIHL 6 W51, o 075 IE B N, o, ok TE 5 e, FLISK g A B 00 1) S 300 A 45

5138 7. WAL o 2 XU, U Lai-Massey B2 Bl R 250 128 AR R 1K 22 20 5 B (e, ) = (Byn B) T F BRI
B 25 SRR oy @ oy — ¢ BTG 2 SR A B AR ¢ RAARF M I8 (ag,a)) = (B, 8) F F %L
RIZMEIERE N ¢ > o, @ .

WEE R B L nT R e BO R R AR R 1 2 5 R R (g, 00) = (By, B) N T3 F s B 22 43 X Bk
Q@ —>a0,®p Hay®a,®p=M"p,

P EE B 7 WA A SR R R MR MEE LT (0, a,) = (B, B) & FEX M Lai-Massey 4528 [ 18 o6 45 1) 26 V@
ST FRBINENEELEN ¢, @5 >0, @0 Hay @ @0 (M ™)) =0, a,®a ®f =M f,, X
RS -

1 Feistel BRI v 8 114 72 434 360 0 R0 20 5 A 3 S (1 445 ) 2 TR A0 A O 2R R G 8 P v U B 22 4 Pk i) pl
Iy TIE R 22 vk AR 3 LT 5 71 7,301 % 827E Lai-Massey B2 v 3 22 40 4% 35 45 R 20 5 A% 2 4 2 1) 2 75
AETEABLIR AT 5 2K 2.

EIE 8(Lai-Massey {88! i 4H & % % 55 5 & S E IR R B EIB). 45 H 728 o A2 XU, N Lai-Massey #%
MMERAE 0 1 n 58 28 03 AR5 (ay,,a0,) = (a,,a,,) > .. > (a,,,a,,) T F BB ZE R NAKIK N ay, @ ay, —
Corty; ®ay, >¢pna,, Da, , >, FIFREFMEM R RZECE 0 1 n e i id i

(a9,1:802) = (a1,0,)) > .. > (.4, ,)
A LRI (0 n B 20 G 3B BE, BAHRY. P eR 5000 2 8 A vk ok
Co—>ay, Dagy,0,>a,®a,,...c,, >a,,,Da, .

WA A 5B 7 455 VA B i T AR UE ] e B O

© HEBEERAET hipd/ www, jos. org. cn



214 Journal of Software #)4F3 3R Vol.24, Supplement (2), December 2013

5E P 8 Ui W] Lai-Massey A5 5 () 72 431 16 B F1 & 1R AR AT (14 20 &5 A% 330 BE 0 45 1 _E R SR IR i o0 R vk e —
AN B 53— AN R, AT AR FEVE Bl FRR EOR AN BN AR R T 200 i g L, T H 22 20 AR S R I A DR R
BHEA B A A AR I 4518, s B 9 TR,

EIE 9. W o £ IETEE N Lai-Massey BB AR REAE 0 11 ¢ 5 AR F LA S 1655 I3 F R 800
M =|1/2].

EIE 10. W o(x)=Mx®C NP IERE R, W =M™ a0, W FRAEREAE 0 1 2n B H AL 82
Lai-Massey #8[{]— 457530 F B0 n (03EF JLA & 1 ik

(a,a) > (Wa,a) > Wa,Wa) - W a,Wa) —» (Wa,Wa)
> oW e, W a) > W (@)W a) > W (a),V" (@),

HAHR FRBMLIEEL N 0020 5 F MBINLIEEL A Wa®@W a>Wa®W'  a.

EE 1. % o(x)=Mx®C A IERESR, W =M ,r=3. 0% F &HE K E #,0) Lai-Massey 157
FRRHAE 0 1 r S B ALBBE PGB F RN DN 17, Jh 17 4
0 {2;1, #ir=3n3n+1

2n+l, &Hr=3n+2

T 12. Wo(x)=Mx®C HIFIERES, W =M. X% a =a A TEE =L #H o, =a,®
d ®e, XM e Wiafd HWe®e =Wa, ®@W’d, ®d, W—TffiE. WR V=1, ¥H Wd, ®d, #W’a, ®a,, N
T Lai-Massey B ARG R ETE 0 041 & 1555

(a,0) > Wa,a) > Wa® Wd,o®d)—>(a®@d e, a®d ®e)—>..
- (a,0) > Wa,,a,)—> Wa, ®Wd, 0, ®d,) = (€)1, 0y) —> -

(RIRT 3n BEFIRT 3n + 1L R HFIE 3 F B0 BN 20, BT 30+ 2 B RIE SN F BN BN 20 +1, BAZA G684
H3n-2,3n-13n 8 F REINLEELKIK N 0>0,d, >Wa, ®a,.e, >Wa,®Wd, ®a, ®d,.

4 HZERE

H M Lai-Massey B8R FOX 5542 H LK, A TS X e 1 2 Fhdods 22 A 3122 70 (4L 6tk i ik
TS S F RN BN S LR TR g IR FOX BEMR b 1 NS BN F R EC A N B HA
458, G2l FoRR A TR S S 22 2 R A (PSR BRI TR RS T Lai-Massey
BRI 22 0 (Zeh)is 8l F e B ) A R 5N BRI AG 21 T 4E Lai-Massey #2 H, FL 22 73 4% 38 4 AN
YA A BB RELE S5 b 0] A3 . 200] 13 R 7T BATRT AL Lai-Massey A58 28 2 Pk W IE B 22 45 VR (R E W 1 P2 e Ah AR ST HiR
AR FRECR IETE B, S S F RSB0 T #17 Feistel BRI R Al A AH AL A S R — D 0w T
Lai-Massey A6/ K70 A7 BELIE, A1 DA T2 MR BE T 1) 8 0 S0 iR e e PR S 1 17 B SO,
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