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Privacy Preserving Method for Point-of-Interest Query on Road Network

LIANG Hui-Chao, WANG Bin, CUI Ning-Ning, YANG Kai, YANG Xiao-Chun

(School of Computer Science and Engineering, Northeastern University, Shenyang 110169, China)

Abstract: In recent years, the rapid development of wireless communication technology has promoted the development of location-
based services (LBS), among which the point-of-interest (POI) query is one of the most important applications. A novel privacy
preserving method of k-anonymous model is proposed to solve the problem of leaking location privacy during the query process in road
network environment. First, the anonymous server uses the set of points of interest to construct the network Voronoi diagram. Then, the
whole road network is divided into independent units which are called network Voronoi cell (NVC) without overlapping. Moreover, the
anonymous server uses the Hilbert curve to traverse the road network space and sort the points of interest in accordance with Hilbert order.
When a user requests a query, the anonymous algorithm selects dispersed k-1 NVCs which have the same query frequency with the NVC
that user located in, and then generates dummy locations in the relative road segments corresponding to the user's in each NVC. The
reciprocity of the anonymity set can be ensured and the inference attack that traditional k-anonymity can't resist can be avoided through
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the proposed anonymous algorithm. Finally, the theoretical analysis and experimental results show that the proposed privacy preserving
scheme can effectively protect the location privacy.
Key words: location privacy; dummy location; Hilbert curve; network Voronoi diagram; point of interest
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Fig.2 Selection of dummy locations in Euclidean space
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Fig.3 Location preserving method based on graph traversal
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(14 I 18] 52 2% FE 2 O(nxlogn+txlogt). A4 b, 55925 15 S5 AR 40 % 099 R /N B 2 0 s 1) 0 A 1 5080 5 Kl 23 B 40 n, s 2 9
RT3 B 2020 AN B A5 1 P B i, Hilbert 28 o5 K1) 23 4 P 9 A% 2 ) 3R A7 3 7, e Rtk 73 ML), 4 P s 5o
N HfE——A> Hilbert {H. 5L 15 34T~ 6 17 X T8 — 2688 o, T H LT 7E BA% 16 Hilbert {856 7 4744 268 p
(1) Hilbert EHEAT HE P 2T R I T NVC Z (B FIEE 8BS OCFR . T 3k b 7= AR /N 19 B 44 DX 3 25 i FH P (10 47 2 B
T AR S AR B B I AE NVC (1B 8 8008, AT 77 2B 35 K IV B 421X 338,

B 3% 2. NVC [ Hilbert i 1 550,

DL 4E P={p1,Pa,.... Pk 6 W 5 ) K1) 20 B 5 n;

HitH:NVC (1 Hilbert 3 3 55 2% HI.

1. (2"x2"cell«-Map(G);

2. AL=Hilbert((2"x2")cell); I 8% W 25 1K1 43 g 22" A Wk I 32547 Hilbert 28378/
3. foreach (p;eP)

4. H(pi)=AL(p;.cell); 13RS DL 5 T H N Hilbert {8/

5. Hladd(H(p));

6. end for

7. Hl.sort(); II%F NVC # Hilbert {EHE 71/

8. return HI;

ﬁﬂl’él 5 F)T/T\,Eg i3] J_/E\-ﬁ 6 /l\}\é@)\'\“\ pl,pz,pg,plo,p14,p16.$&y§ﬁfi 2,’[%‘%&‘]&”%52 4x4 E’(] M*ﬁ,ﬂ‘?ﬂfﬁ Hilbert
M 28 4 Y T 3 S X K A TR 7 T S A B BT B RS X R Y Hillbert 421 R4 i% 25 NVC f) Hilbert {51 40
H(NVC(p,))=5.
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) Pog@
3 2 13 12|
o |1 |14 |15
> P16
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Fig.7 Hilbert value of each POI
7 D4R AU Hilbert i
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43 HERMBEMEMKEN D EX

FE T M2 B AL BE AL AR Y Oy vk TR A S Xk AR AR B IR A S P BT AR X R 2
0 2 [R] (149 DX 358 A A 0 A ke S TR B B 44 AR SR TR RRRA PR AP 5 V5 1 X I DX A 58 T 1R Y s A, i
TR 5 H P BT NVC YA v A5 R A 8] i oAt NVC FP s inBUE B NVC B IR e Ln .

EX 6(NVC EFINE P,). 5 Qi UK i A~ NVC H 11 [ s A% &, M 4% Voronoi 45 n 4~ NVC, A
Pvi = nQi

>0 @

i=1

T ARIUE R S MA B T AR k-1 A5 P TE NVC SR AH R 1) NVC Has infis 47 &, 9 HLs in
T B ) BUE NVC R HE e 5 25 P 7 T LR B BUEE NVC R HE AR ()R AN R 1) NVC a5
T 2 S TV R AR B A4 TSR, a7 I A AL T30 fE NVC ISR 10 4534, 00 T DRIIERE 4 8 (1 AH |
PR TR ZEAE AL k-1 4~ NVC 38 10 453 BB AL & (0 2 304 NVC RS 8350 T 10 B, TG R4 3 5
F P AR G 5 — REIR LN T R vk Lad in) @, T B G T T NVC TP AE IR RIS Linax A ILEUD T Linax 1
NVC A7 8% BRI 3 H R B NVC BITIE Linax 4 B8 BL 45

EX T(BAKIAERS Lnax). BSD NVC PAERILMHEA Li,i=1,2,. LA

Limax=Max(L;),i=1,2,...,t 3)

P Limax A ES B A ELED T Linax 10 NVC BT RI 53 K 4 55 703 53 R 43 D 2 A % B 5 A4S K1) 43
IR B BEEE T L 7575 AW 1 59 20 A0 IO S50 T JA TR AN L AT B B9 R 43 AT 2 1 22 4 B B R 0 I 1)
RN B A A

P .
Pi=—",]=12,..., L,
: Lmax (4)

2 NVC W IMIBED T Linax I BT ZEX NVC A 1L REAT TR 23 55008 3 ik T % B 0 88002 B0k 3 i
8 PESE, CRAERI 43 5 (RS NVC A3 1R B BB T8 Limax, 525 1 I 1) 52202 85 24 O(tX Limax)-

HiE 3. BB EIE.

i N M 4% Voronoi [E(NVD);

v B K T

1. for each (NVC(i)eNVD&&L<Lax)

2 foreach (g;eNVC(i)) HRHT5 T A NVC s i dg— 4%

3 if (Lmax%Li%0 && j<(Lmax%L1))

4 Te—( Lmax/Li )e;

5. else Te—( Lmax/Li )e; 13530 ey AT 351 K1 o3 11

6 end if

7 end for

8. end for

9. returnT;

BT 2 B0 1 B PP 4% 4 I TS A2 ] 8 AN AR B, % g P B AT P 4% Voronoi BRI RIZ: S5 %R fUEAT Hilbert {EHE
FE XA NVC P i BRI 7 R 08 2 T LA 4 3t 3 1K), AN T 46 JL 17 B 42 I 1) R0 55 Wi B 1)

DAL 8 v 1) 59 2% Voronoi B2 ), 745 A~ NVC P s 8 199 v a2 [ I (G2 1) R 5 R0 AT 5 i), m A AT
RO, AR SCR FH % R i 45 v BN I I U ) % NVC I AT 4 5. 0 B 8 BTz ,NVC(py),NVC(py),
NVC(pg),NVC(p10),NVC(p14),NVC(p1e) (L35 LKL 73 5l 4,5,7,9,6,4,B11 NVC(pyo) PHAT i KIL KL H. Linar=9, 10 77 2
XF AR 5 A NVC W EEAT R 4. e 43038 3 BT RLAITE, B4 NVC(py) i BRI L EUN Linas—Li ZEREAS NVC(py)
MG 1 F RIS . LA NVC(py) 4 11 NVC(py) 75 ZE AN Linax—L1=5 453, N5 1 4510 FFUR 1647 Xl 43, W) 55 245 5
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1TV EIPRI A 3 A B K2R 2 25~ 4 A3 VIR a0 O 2 4% i B BT IR B B 5 SR B 1R U A i 1
LAUESHE 45 T NVC KI5 0 9 S B

(& RS EA: 8 ks
Fig.8 Road segment in each NVC
K8 NVC Py BXl oy
P T NVC S BEECET 5 L A SIS, P AL TAE R NVC AR 3 B 78 HoAl NVC b s g
B 2 o5 HH [ 1 B B3 Ol B 44 B A A T AR T 4.
44 HERBEEE
R A 4 R 45 A AR T 48 S50 VE A ORI 9 (B B 2 SR VR AR P P (1 2 SE A7 8 e R L R 9
FE kBRI R/NTEL U B 4 Rk T B 44 IR 55 98 A2 IS A E Ra B2 A 500 1) I Ta) B2 % B O O(txlogt). A4t 43
AT AT R0 2 2 0 e R R T S AR IS SRR IR I ) B 2R B S B RAR S BE Kk U L G AR SR B 4 iE T A% 4
()P 23 R AT B T 5 B RA DR AP B K 2R 3R
Bk 4 A EA R
M4 Voronoi I (NVD), %8R mi (A /RADRFE R 51 HIL R BRI 4y 38 T, 5 s A i & & HP, B AR B2
kBT e NVC [ A AR5 Py;
A B B A Pos.
count«O0;
for each (NVC(j)eNVD && |P,;—P.i|<?)
count++;  1ETHAIEAH [ 1) NVC A%/
bucket;«—HI(NVC(j)); /i AH A ) NVC JRAAE buckety//
end for
buckety.sort(); /1% 24 5 (1) Hilbert {EHEF//
for (k'=0; k'<[ count/(Lcount/k ) T: k'++)
bucket,(k")<—(Lcount/k [)bucket; /=24 #i, B count/k 4~ NVC JEA— i)
end for

© N o g~ wNRE

[EEY
o

. for (i=0; i<k’; i++)
Pos<HP(bucket(i).rankR.rankL); //rankR Jy JH J7 BIT/E NVC 1EAT P A AH 507 ' rankL b i 7 BT £ 4%
BLE NVC WK GRS 11

[y
[N

12. end for

13. return Pos;

B 4 R T AR AL B R SRR e, BT A S T NVC B EACREAR R NVC Hgeih HA 5
count. ZE 1% L& AT A [R] (1) NVC A AR 4 o D4R 5 1 Hilbert {i K /NEATHER BIEI A 7 47~58 9 47 iX £ NVC
%145 e kA, k=T count/(Leount/k ) TR 43 4T k' [k, ke+ 112 1] A 255, B k' ={Zk <K' <k+1}.3 1 )
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(1) WEERI T B E n RO R A B 19 2% [ Sl 20 DAy S A0 RS2 1R 0 A A A W RS P9 B 2 A7 A DX
(2) A1 SCHR[6]52 H & IE 1Y) Hilbert il 2k J7 vk #4745 2 A 26 B 1 RS R 70 D 4 A7 RS i 9 P,

5 6 9-2] _9|—3 10-210-3
oft [9H4L0Thol4
4 7 84| g-ls T1-2111
~8-1382 11@%-4
3 2-412-313 12
212
\
0 1\ 14 15

Fig.9 Modified Hilbert curve
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NVC(p1e) 2 — A, B 501 NVC(po) 26 A P AR S 5 24 1, DR B 6 07 2848 2 1 %1 NVC(p1), NV C(p1o) 1E A7 451
BB I NVC, 2 Je MR 3 T P B S B T £ % B AE JE NVC P (19455 78 NVC(p1),NVC(po) A 7] 4t 5 (1 % B
B B A W ] P AE R B A 1 E iR B U ZE NVC(py),NVC(po) i 5 A1 1 FRIER BE K 1 S0 B 3 HP i
% B TR g A0 I 220 114 7 S A s A S i £ PR AT

TEAFIE RIS A F P AR % 0 44 B2 N 1) AT 228 38 B JEA T O 8 e 4 I, L AR IR B 44 SR AT AR X k4%
% B BT 05 A B A4 4R (A B DA B 7 40,24 k=3 B ,NVC(p1),NVC(p10),NVC(p1a) 1% 5 1 IR 3% B 4L il — AN
A4 AT T AE NVC(pa) IG5 1R B B RS 70 0 17 SR I [ 44 ST AT5 AR 2 £ NVC(pao), NVC(poa) IR G 5
1 IR B s I A & FH P AE NVC(pao) 454 1 % BURES 75 w5 SR I, 5075 4 76 NVC(pay),
NVC(p1a) 1% 5 A 1 1R % BE P s IR A7

5 REN

51 MMEMKE

46 DL 9 T TR A A R T R LA T A S O RN A R B A R AT A0 U, T A R X R A
VU B 44 4 1 IR 4 I BT A B S 48, 1 5 T 48 SR TEAT PR, DT 0 7 s P 6 1 A7 A i g X

EIR 1. $EH B 44 502 mT DUHR A IR i

TR A TR A BT I B A BV T AR S, T S G A — A B AT 2 A IR A A L
P7 B B 44 B A I REAAR ) A0 k=1 AN B BT 26 (1 B 44 SR AR B 1 B ARSI I BB 2 STV ACR),
P 42 0 45 2 ) FH B 42 000 ACR) L R L s 7 P A P i B 44 5l S={y, g, L UK S HR A — I B
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AR B, 1 NVC R 23 1M ey kAN A NVC(va) 7EAT 9 (K67 B4 rankR, ™ T AE % B AE NVC(vy)
PR 7 R rank L AR 3 BE 42 R ), S FE A AR R AR AL A R k=1 A NVC P - AR 2 AH [R] )
e BN IR B E. DN I, £ AR ST B 44 5 3 A B A0 SR AR R BRI P L E NVC I E iR AN P,
FTAE NVC ZE 4/ P A7 & 3 rankR, T € 4 BEAE NVC P IR AH 347 & #4 rankL, R, B 44 42 Py 16 1% B i i) 48
A7 B 1 i B AR SR A L, BT S'=S={y, 0, G TR TE AR AE T — AN B B B AT 22 b Yk Ay Y, o FL A B TN 4
SEIEPEAR I A k=1 A BE BRI 2 (R B 44 406 2 A BV DR R AT HE 09 O R R RS TR AR TR s O
5.2 MEHEMKE

HEWTBUL FR Bk FOB L B LBS R S5 2% MR AH G SR (i & iR . s A lfi g, A
SF) B X R, T A R DA B A B U T P R L A

TETE 2. $2 W BE 42 50k nT CASRAEHE B Bt

UE A 2h TR BA BT HR R D B 44 SV T AHRARIHE B et 5 22 100 9 A Bk 3 40 A A DG T i 0 A S R, BT i 1Y
A NVC (17 52 B HIATCR 5 B I T3 R A SCHE H R B 48 SV AT R O IE Bk & AR e F P IR BSAL BN K
AL E Do HOR AR T AE NVC iy NVC(vy), P T AE NVC AT iRy B, Bk 24 M s b 44 S92 LA
SR ] P B 44 NVC 2244 N={NVC(v1),NVC(V2),NVC(V3),...,NVC(vp) }; Al I Brif # i i 55 LBS R 5% 2841 H.
2y gk, n] PLARIGE P AN [ NVC [ D) S22 i (5 5, D0 T B 44 B0k 3 4 k=1 NS NVC,NVC(vy),
NVC(v3),...,NVC(vy), 2t NVC [ HIHH 205034 B, P, ... P, MR KL 44 J5UU), 5105 Bt A2 5 1 B e NVC
WA A A 1 oAt k=1 A~ NVC H s B4 8,80 P, = P, =...= PR, =P, DRIk, B Mot HAT R4 NVC 75 5
AW AG B B THEAEP AN k-1 ANEAAE S5 2 7 B4 & H A A R A R Bk #5386
LB G5 B HEWT AN 8 4 4 A R, B0k 2 HE T B ST B R AN KT LUk O
6 KO

AEARFTH AT A RQIR G THA NVC Hr 1)) s B b AR, I 4 215 B 9 S 48 Bl 4= sc 4
W IR B 44 7
6.1 E=trk

P26 v BRAIRI I 5 22« R OVRISIE 34 i 4% B 35 38 1 44 o7 2 (R AR o T L Ao, O ZE (LR B T Kk M
22 TV0) 1) 2 A A0 6 1) 26 5, T 2 /I ST 110 T i s 3 B A A B AN e M R R R R A5 R
(1) AN 2 ek 7 v, B, s 2 AN K AN PR 43 L ST (1 ] B P T 38 B AR R B R k-1 B AL R B BT
A7 22 T P9 35 B X P 8, P 5 i A B R G A R B A7 B R 0, B 8 B Sy M 2 SO 8 H O RP 4%
P25 APD 158 X :

PAGRLN
gl W &
k-1 ®
Kk
k-1
> dis(10C 1y 10C, )
APD = =L

k-1 )
Horh Py AR P e B BRI A e Py AR AR | AN L TR I B ) A A 2L, dis (10C gymmy, 10Cyser) 7 s LA
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332 8GB Fil 3.40 GHz, fili 4% K/ LTB. AT 5 3.2 717 v v 8 P 44l A5 A 22 AT 45 1, S 3038 40 AN 25 18 ™) 464 i
5 251 R (K HERE. A SR F 5 [E Oldenburg 2% P9 #5040 42 FUET I3 Singapore 35 17 1% B9 #5040 42 k¢ 43 590 3 S v
i 7 6 TP B 55 R % % I BR85S B ¢ B, H v Oldenburg $cdis #4146 105 N5 15, 7 035 414, Singapore 4
PRERAL 5 20 801 A9 4\ 55 892 4514 BB AR I S B L3 2. 5550 X N HHfE AR rh B HLIE B 1 000 AN mifE N
PR BRI L 200 000 [ 25 AR BEAUAS [R] FH 7 &2 (1) 200 000 Ik A iE K. T i — 22 It s 44 il %5 1)
W) [ 3 S5, VEE 42 IR 55 s 130 4% 3 37 R 1 1 R 4% Voronoi B 6 & 3 Hilbert (R 51,

Table 2 Parameters of the experimental data set
x2 LRBIESH

Parameter Oldenburg Singapore
Number of nodes 6 105 20 801
Number of edges 7 035 55 892

Length of the area/m 26 915 67 544
Width of the area/m 23572 47 774

6.3 KIWER

AT I 11 A ST, 43 B 058 UE S 0 FAT R v A S B R I T R KR ) AE A A Y T 2 AR
AR 0 BLAS 1) 3% P BR 55 R 1A AL (R4 7 VR AT 40 0 3 T I % 4R K IR B 44 BoR MY, ST Xostar (1 4% £ R P8R
T Mix ZoneP gy i 2 Bk, o T3k 28 7 VA T J 110 B 45 DX S /1N AT HL A k=1 A 44 437 5 45 1 7 B 3
IS AR 7% 5 18 52 X s ) SCRR[18] 04 X-Star (25, I 10 v, DepthFirst J7 i S 7 Ph Rt F 42 0 —Fh T X i
PRI A B B FA DR v S8 TEARURE o S0 A I B 38 7 5 v 1 AT R B 4 0 Y b (R 3 38 25 TN k
AN AR B P BT AE S AR AT T AR A AR A k=1 AR B 5 P LA P AR AL A R I KX k-1
G100 bR AT — R 7 B A A A S IS I B AR T AR BRI B 44 B R % 5 vE AR I B A A L RR
K [ - 24 4% 4% B B9 BreadthFirst 5 DepthFirst AL, 124 19 HE 74 5 5% 55 132 3 3 77 38 Random % k- B AL
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Fig.10 Effect of k on variance
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Fig.11 Effect of k on entropy
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Fig.12 Effect of k on average path distance
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Fig.13 Effect of k on average anonymous time
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Fig.14 Effect of k on average query time
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Fig.15 Effect of the number of POIs that users query K on average query time
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Fig.16 Effect of the number of POIs on the time of constructing each NVC
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Fig.17 Effect of the number of POIs on the time of constructing the Hilbert value of calculating each NVC
17 DO SRS NVC 1 Hilbert {F 11 550 (8] 17 5 019
18 S T POI % H % i Be Xl 43 (B3 3)IS I (1 5 . B A5 PO # H (W34 22, % B 23 (I [ 1 1 B, X
RN 2 DR R 22 I RS NVC A3 1 % B /b, 5 30K BRI 70 R SR H0AR /N Rl 7 I ) AR



718 Journal of Software #k#F3#& Vol.29, No.3, March 2018

w2

=
w

Edge partition time (ms)
o
M)
(
Edge partition time {ms)
o
T

=

L=
.
T

T

0
200 400 600 800 1000 200 400 600 800 1000
Number of POls (DataSet=Oldenburg) Number of POls (DataSel=Singapore)

Fig.18 Effect of the number of POIs on the time of edge partition time
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Fig.19 Effect of the number of POIs on the average anonymous time
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Fig.20 Effect of the number of POls on the average query time
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