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Abstract: Nowadays, the steganalysis of digital image mainly focuses on the design of steganalysis features to improve the universal
blind detection (UBD) model’s detection accuracy. However it has nothing to do with the testing images and is difficult to achieve
high-precision detection. Based on large data training resources, this article studies the influence of steganography on image features to
uncover the important relationship between steganalysis and image feature. Furthermore, the article proposes a steganalysis method for
testing samples to select specialized training sets. The classical JPEG steganography algorithm nsF5 and the mainstream JPEG
steganalysis features, such as CC-PEV, CC-Chen, CF*, DCTR and GFR, are used as an example to organize the experiments. The results
show that the accuracy of this method is higher than that of other similar methods.
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Fig.1 Typical application scenarios for precise steganalysis
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Fig.4 Diagram of steganalysis feature distribution
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Table 1 The comparison of experimental results between our method and other methods

F 1 ATPE S HA TR AR R

(e) GFR FAEXT L 5236 45

KSR E b ATE N Z (bpac) I A 5% 2R.(%)

0.05 0.1 0.2 0.3 0.4 0.5

UBD 43.71 35.14 18.57 6.99 233 1.02

CC-PEV ATS 42.73 34.03 19.40 9.25 430 1.90
STSS 41.47 35.12 16.39 5.57 1.51 0.80

UBD 45.05 38.62 24.13 11.71 4.57 1.84

CC-CHEN ATS 44.45 38.60 23.85 12.88 5.73 3.00
STSS 43.14 38.13 16.56 4.68 1.34 0.50
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Table 1 The comparison of experimental results between
our method and other methods (Continued)
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UBD 45.52 39.86 26.98 15.49 7.77 3.47

GFR ATS 46.85 43.45 32.30 21.53 14.48 8.68
STSS 43.39 37.59 25.71 13.93 5.46 2.08
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