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Abstract: The quantification of privacy plays an important role in the privacy protection. Information entropy as a quantitative method
of information can be used to solve the problem of privacy measurement. In order to realize the privacy metrics, several models of privacy
information entropy are proposed based on Shannon’s Information Theory. These models include the basic information entropy model of
privacy protection, the information entropy model of privacy protection with adversary, the information entropy model of privacy
protection with subjective feelings and multi-source information entropy model of privacy protection. In these models, the information
owner is assumed to be the sender, privacy attacker is assumed as to be the recipient, and the privacy disclosure course can be regarded as
a communication channel. Based on these assumptions, the entropy, mutual information, conditional entropy, and conditional mutual
information are introduced to represent measurement of privacy, privacy disclosure, and privacy and disclosure with background
knowledge for the privacy protection system. Furthermore, the quantitative evaluation of privacy protection strength and adversary ability
is provided to support quantitative risk assessment for privacy disclosure. Finally, the specific information entropy model, measurement
and analysis of privacy protection algorithms, and adversary ability are supplied for location privacy protection application. The proposed
models and privacy metrics can be used as fundamental theory for the privacy protection technology and privacy disclosure risk
assessment.

Key words: privacy protection; communication model; information entropy; privacy metric; risk assessment
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Fig.1 Communication model of privacy protection with single privacy information source
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Fig.2 Communication model of privacy protection with single privacy information source

FaAAfEIRX [SERPRA

and adversaries’ attacks
B2 BT Bk I PR B RA (R Y5 e RA TR 4l {5 A 7Y
TR 7 ROR TS Sean U ) JL R R AT 52 N
VA z Zy e Zg e I !
= , 0 )<, =1L k=12,..,1 6
(mmj(mm pE) o p(z) - mm] PE) S 2 p(a) ©
i 2% 0] AR B 522008 Z s BeAL JEAT Bods i B0 38 R i, il AR & R ARAME e v B Y A sl Z
AT BFA S AT Mo s, 5 | N Bt 4 R0
nom 1

H(X/YZ):_Zzzp(xiyjzk)logZp(xi/yjzk) 7

i=1 j=1k=1
HOUYZ) R W T X0 3 4 A AR R L Y RIS AR Z 0555 T X UK A7 £ A 2 1, 2 52 L T b
e Ay 7 5 e B IR 02 L (IR 2, th T L Ay B A0 30 5 0 B 2K, 8 25 5 SRR T T 18
HAFE:
v Pz )
I(X;Y/Z)= vz log, ———F 1T
( )EEE”W“”&mwamnm>
JCYIZ) R T A35) Z W95 F X Y 2 i) (17180 T3 2 VR 3 B B T 20 B 1
SR T A R I R
23 WENBE SRR
152 00 £ 0 R 3 2 2 U S 0 010 A B 02 0 8 R [ A 40 44 LT 5 A
2 SRR TP R o LR 1 ST g B
(1) B 1 B A (R 2 A e
FERIEL 1 BT (R I BRI L x(i=1,2,.. ), BT A A S S B g 100 ) R BB (L, B
BB FE AR 823 i 1

®)

[ X J {xl X, e X xn] .
= ,w,=0,i=12,..,n )
W(X) woW, e W W,
58 SRR FA AR TR
H,(X) ==Y w,p(x)log, p(x) (10)

i=1

H (XA wi(i=1,2,...,n) K ZHAS 5] 0F BRATH S5 A S0 A, DAt s By 32 LR 32 (R B A
VRE R RA R RIS e SR AT BT P

1) ARtk R BRI B T ARt O LB e e R R

2) LR WA A IR R AR R R A RN Bl I T R T A B AL IR, AR AT 1R A A
A WK N ASLJR A2 3 5 1 2% 1 0T T 220 i DA I 1] 28 e T A8 6 R £ 98 PO 460 P 2 A A AT 2 e
HE— B Ta) A, — S AR 2B R 1] 5 1), 5 S0 R Tk kA N B AT D0 8 2 AR M 2 Ao 2 AR DX
W5 2 F), I I ) 8 % SN D 2 305 A 2 3 St e 7 S ) AR A 208 T 0% M 528 G B A RO AT A A8
FMEAR I AW R A T N AR B ABAT A R AR AR T i, 2% AT D B AR I AUAR 2 i 5 ).

VAT, B RA A Y INASLIRG 3 A 15 JE 99 FD JF A P 5, 6 K A PR 37 28 496 ot A R I 1 S5 o 7 3L

[ 4, 7 BLE SCEAA A A 098 L, (X7 Y) 20 0 B FA BB SR T — SRR R A AF N R T BT H 1Y

© PEBEBPHIFST  hip:/www, jos. org. cn



1896 Journal of Software ¥ #k Vol.27, No.8, August 2016

B R 2 ANl o R L

H (X 1Y) ==Y > p(ay,)log, p(x,/y,) (11

-1 =l
S SRR IR T 05 B0 1, (Y R L 2 T 5 005 T KR B BB B 2 2
K RIS R 0 O 5 7 ST e B
IW(X,Y)—;wigp(xiy,,)logz o) (12)
S L A A AR T T4 105 % 7 R 0 0 03 0 A0 B 5 0
ol LA ST 60 1 BB 4 7 D L A I 0 L A ot 4 R L 0
L 8 T S 25 O 506 98 R o B 55 9 00 Y0 R W L, 3 2
SR R 5500 5 0037 0 L LI eSS 0252 R T B A R I BT 0 775 8.
(2) 1 I T e R R 1 A
e T W AT 0 SR 5 10 O R T 6 50 SO 4 P 1,0 2) 20 R
Y A5 AT Z SR F A0 AR T B T (R VA T i ) 0 9 R
Hy (X 1Y2)=-3w3S plyjz)log, px/y,2,) (13)

i=l  j=lk=1
PEUEIER E 020 5 SRRV INBCF S TLAR B, L Y/2), ERs e 2] Z (4 T B 1 i 20
FERAf R e R TR TS BRI R R A BRRA I R 1

L 2 JSCERED
LOGY1Z)= 5w 3> pley)log, — Lok )
; ;; T b ) p(y, 1 2,)

2.4 ZRRFAFRIBFARIPE BIHEE

(1) ZBaFAF IR EEAA PR 5 BB

Bl R Gerh AR B B AEAEA 240, NI S 2 A B R 5 58 AR 10 2, e o 58 37 2 B A U5 0 B A D 4
AR ALY, UGS AR H R IR 22 M5 YR A B RA A5 R A PR3 R G AT L& BT 3 Jross D o K RL ALt ) 22 B A1 U5
BRA DR A5 A2 20,

p(x;/y;)

(14)

WA £ £ T2

S A !;‘A“/
BRAMEIRN, 11 g

[RY N2
FFA R B

Fig.3 Communication model of privacy protection with multi-source of
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5 B FA DR A5 VIR ASE 20 R 22 G TRA (55 Ut e A T80 o 1) B L AR 4 15 BB AR B3 4 ASSE 20 v (i B A J82 &, T LATE
IR B SRR E s A N B A R R B B R S I A SR RS IR HL,(Q0 RN 22 U5 BB UG
HX . Xo) ] T B B B RA 5 U5 (1) 8 AT B A B HL (XY YZ) R 1L(X; Y/ Z)yn] B B s 5 LI A2 05 BT o (1) B A
PRAE SRR (BT D B B ) BeURh R AP B335 i R R B RA i BR R s HOXG X/ YZ) RN (X X YIZ) W] T3
2 22 [ A5 5 56 RA B 1 B FA DR P 5 S SRS B o (T TR R L BB ) o B A DR A B 5 5 o R i o e
R ) b, P BT 1 T ) 8 A PR R A K S B R DR A A SRR AR 2R e AT 1
3.2 RRAMRIPALHI RIS FABLE IEM 2 47

(1) BRFARE EEAAG SRR R 1 B A CRAP LI AN 43 B7

12 F B FACRB HL I (L) s DA 3 I B AL A5 AT CR 4P, H 004 HOXY) R nT g /), B 75 B2 0 3o
T B RA CRAHL R, A0 15 o FA IR 13- B 104 B & 1OGY) R ] et /N iR I 2 0.

FEX 1. EEFERBR RS YRR T R EAS B 10G)=0(FaFATE 15 M BRRA G V52205 21 10 B RS
B 0), JIFRZBA AL G AL 3T A5 U2 58 4 B FA DRI 1.

EX 2. X R —BaFhE U5 X, 59 5 R F B FA GR A AL P, A Py JEAT OR 9

o WH(X/Y)<H, (X/Y)B1,(X;Y)> 1, (X;¥) WFRESAL R HLE Py EE P, ORA RS A PR AT i i

I 77 % % Pi<Pj;
o HH,(X/Y)=Hp(X/Y) B I, (X;Y)=1, (X;¥) WEREAR R BLE] P, 15 P B R A2 S5 i i
HEM KR PzP;.

EIE 1. WA LRI HLEI BT 0 R 5550 O & e S 2 Jir e SN 7 08 R B AT s I, S K R
A Ak w] A R RR

AT PPy PP WG IRGE U H (X 1Y) <H, (X/Y) W H, (X 1Y) < Hp (X 1Y) JRE AR SR RV,
Wit Hy (X/Y)<Hp (X1Y) W0 PP IR REM, 35 1, (X3Y) > 1, (X3Y) Bl 1, (X5Y) > 1, (X3Y) HRAETERT 1,50
I, (X;Y) > 1, (X;Y) A Pr=Py RV 3 5C 3 A7 AT A% 3 Pk SR AU, S UE A5 4 5 AR 10 3 ANk O

EX 3FRFARIPBHIEREES). 7FRAA RS B G SRR 0 [ — R A IR X 43 R B FA GRS L i
PAT P AT ORYT A B AR A Y BB K B AR R0 1, (X5 Y) AT, (XY WIS RA R4 BL AR T
MPERBE XN dy = 1, (X5Y) =1, (X3Y)]

1B FA DR IE AT S RASE 2L o BRRA OR300 20 200 i 1 2 R B [7) — R AT B 1) P R AN [ B L R 3P L
AU 22 S RN SR AR /IS A e I A R Y 1 A 200 22 S F S s R R P i B A DR P SRV M A v 22 S
[N

(2) BT Bk (R B FA CRA L1 B B L ek vPAN 43 A

TESEBR R GE BFACRP WL H AR 2 08 2 T & R R AT M1 oL R 58 A6 BIE # R AE B
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JRAT R D A B RA T BT 445 B A SR o A B L DR AP LI PO T o 1 SR (K B AL Ml A 45
e FATREER 325 45 2] ) BRA 5 2L 106G Y/Z) )R] g/, B 7 2 0.

TE N 4. 0 T RCT BU 1 B AL DR AP R84 QG YIZ)=0, II/E BT AEAIAT 15 5 iR Z 3k B B fL Gk g
DU RE 5 Al 15 ST 21 1 AL i S R 0 O, MUBR BEURA AR G0 AL 5 R FRL DR 7 1.

RE LS. O Tty T Bk ) BaURA DR 97 AR 48, 45 W R P B A Bt T B A, AT M, R 70 R B AL R L
il P AP REAT R

o WK Hp, (XIYZ)<Hp ,(X/YZ)SI, , (X;YIZ)>1p , (XY Z) JUBRAEHCSL A, Bl B AL G BL

Py Ll P R AARY AT RUNE LS LA I 7K R Po(A,)<PY(A,);
o WH,, (XIYZ)=H, ,(XIYZ)Sl, (X;Y/Z)=1, ,(X;Y/Z) WFERLRAHLE P 5 Py ALY
HRNESE R/IL h P(4,)=P(4,).

E X 6(HPRFALIE KPR FMRIP B AL REES). 785 0T BOh O B AL DR 57 (5 B R B v T [R] - B AR O X
AUVEH S 2 5 R R B AA BTl A4, 47 75 12 KRR B R 20 S R B AL QR GBI P AN Py EAT DR 97 AL 515 Y SRELIRT B
MG RN 1, (XY IZ) R, (X5Y 1 Z) ORI P B2 AL DRI B R Bt A4, T I A7 B R Oy

d(A4) =1, (XY Z2)—1p , (XY /Z)].

27 RO Bk R AL D7 7 R ARS8 i T R 0ol () BRURA DR 9 3 2 VE BG4, ) 20 0 T AN [ B R R 37
WU [l B AR Bty T B Rk 22 57 K

EX 7. AEF— BRI HUE P, N BT RABAL T 4, F 4, BEAT B

o ¥ H,, (XIYZ)<H, , (X/YZ)SB I, , (X:Y/Z)>1I, , (X;Y/Z) JURRAERAA RS BLA P; 10 OR47 T B AL

Wit A, He A B S0, TR C A I 75K R A,(P)-A4(Py);
o HiH,,(XIYZ)=H, ,(XIYZ)B1, , (X;Y/Z)=1, ,(X;Y/Z) JURRTERALGRY B Py IR B
FAILit A, 5 BAA T A, M BAABGEAT L SEA, TR0 A(P)=A,(P).

RETR 2. i 7 O AR S S R M S5 B0 S 7, MR P 9% 2R =<l AL A% B Pk S A0 O Rl AL B B R
AT A% 35

E A B 1 BE ) AL, O

EX AL LB BUEEER). (7 5T Kot i) BaiL DR 97 (5 BRI LR v 7 [l — B AL Ry P 1 TR
FHBGAA B A, A, AT 0l BRI P Pl WAL B B A BB B o () =1 L, (XY= 1, (X3Y)].

85 T Bt R B A DR 3 5 B RS TR o B RA T el A7 28 Pk B 8 () 20 PR 0 8Lk iy 11 2 5 0k e
Y T T SORE D R L

Sy AR RAAA BRI AR e rp B RL A7 JE AT L 200 035 S A0 R I R A M R R PSR — M, B T AR A
SRTPUR B2 0T PLERAG o IR AL R

REHE 3. 7 AT Bk i) AL DR A R v (B T 1 SEAN Ul Z 0 IOGY) < U(X; Y2).

I B P38 LA SRR o S5 R

1(X;Y)=H(X)-H(X/Y) 1)
I(X;YZ)y=H(X)-H(X/YZ) (22)
A AR Q2w AKX (21),455):
I(X;YZ)~I(X;Y)=H(X/Y)-H(X/YZ) (23)
A5 BT RE HXOY)=H(XIYZ), 50 HXIY)~H(X/YZ)=0,I(X;YZ) = [(X;Y). O

o BT AE 8 T SR AN AT B AA ML B 0 B BT P R A I BRAA R AN D T e T SR
DUR T REDRAT I B AL (R B X O BSARA QRSP S (1 17— T 10, 1D A 6 T 4B ) B A v 6 5 LA T S A RO K
FEJEI AT BE /N, WA T 5 K PR EE b PR3 B AL A IR

(3) oAt B AA DR 5 BRI BT ) B2 FA CR 37 LI A B AL B VR 20 Hr
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R THT O 20 AT T B FA DR A JEL R ASE 2R R T Aok 10 £ S J A 2 1 B R (% L o e 5 % e R 8L ks e
77, LA S FE A, 343 BT 5 30 nT LAY 8 25 2 R A2 5 T B0 R R RA R A5 RS L 22 BRORA U 1 B AL
PRAP (5 AL R R 22 B R Y50 7 8 A 0k 1 B R PR 45 AR ASE 283X JUAMASE 2R i 2 5 38 11 B R I A A I A
R HJ () ZWEBESEER HXOX) &R H XYM HX X/ YZ) A R B AR R &R L& YZ)M
I(X\ X3 Y1Z) AR A JE I8 AT S 00, LA AT 2 St o] LA s S 1~ S 8 8 B 1~ B 3 AR N k) 5™ Jig 11X
JUABEAL
4 KBlHr

T 0 T4 H 1R R RA DR 415 R IR AR 2 R G B ot U7 v Tl FH A T PT 0 T AN (R N 3% ¢ 1 Tl BA— N
7 5 B R A 7 I P g S 451 %o 2B AR AT A e 0 B B P w8 — AR MBI IR A B 80,3
R={r 1, 1oy g} 0 MBS TR XIS P B 2RIV 5 245 o), 0ok 4 10 I 02 6 2 32 P P T ) B S
4.1 NERMRIPHBERE

Xof I8 T T Bk 1 B A DR A5 R RSB B RS VR P T BB T A PO 7 A0 A1 ROBELAR i R I %
NP u TR A E IR, T {rra,.ore 5 TP T AR (7 DX 85K 25 ) A 5 X BRI R p(r), B
0<p(r) =1, X" p(r) =10 R HIEA B T LA F %

[ R j ( i r, - j
- : (24)
PRY) \p(r) p@) .. p(r) .. p(n)

PP () B0 S0 B8 A A7 S B AA R B, D 17 b M0t o T4 SR P i A ) 0 552 DX 3SR, 75 SE0S P PR A6 B8
A R AT R4 20 i A B e RL R P LRI (LA B2 A« B A G s i R 067 7 55 ) ) 6 P 20 A1 R 3BT B

B A B 55 A T BB 2 B S 10 T IS B A0 R R =ttt Lt B FL P e 28
WA T L5807 15 B, T 0058 6 401 R
R T A O M
_ L 0< p()<1L, ¥ p(r)=1. 25
(P(R')j [p(ro Py e P p(rm] POOSL 20,20 @)

Wil F R TG BT R, 855 T s AR I e AT A B 0 B4 S B 6 I e B HE T
BEE R B R = fyenns i ), 7 R B 205 T P 0 T AL X358y 552 (X 350, UM S A2

R T S S ) L
= 0<pr)=<l JE 1 26
[P(}%)] (p(ﬁ) PE) o P p(fM)]’ PO, Lar® )

Bl 5 oA B KGRL DR 0 S5 (R LA R R, mT LA A0 35 0T it (10 B RS PR A JRURS R 11— A R AR sz

R it [ -
R it i N ISP B

o BB BRI

Fig.5 Communication model of location privacy protection

Bl s o B KA DR 9P £ AL 1Y

4.2 HEREERAMIRT AR FARPHLE IR LR
FERIARWT B B0 AN S U2 7 AR DXy IO D 1,40 0 DB =R O 0. A&y

[R] (”1 Ty o B rM]

= . (27)
P(R)) L0 0 .. 1 .. 0

BT A 35 VB 067 434 R (K H(R) ==Y p(r;)log p(r;) = 0.

(1) 559 BRRACRFP 30 3 1) B A 3 o
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I SRR AT B AR A B KA DR AP L A4 T B AT AL B NI 7 Z AR (g i, rin ) T 13 5
RS AL B Al (KB TR

R Koo ry 0y ey
= 2
s P A @
4 4 4 4
Dlﬂﬂﬂm%?{fﬁéj\ﬂ‘ﬁﬁﬁﬁﬂaH(R’):—ijip(ri)logp(1§3=2,’%‘—lﬁl?é‘ﬁﬂﬂil}z—iﬁE‘JIS%%A%T}W%E%@*%@TE<J%

HXIY).
i 5 A2 3R IR T W52 47 8 40 A I, 45 6 SE T I Se g AT a0 B 08— I Se A UR, a i s -
w FRUHE BT AT e A 2 A

( R J [fi IV T R T TP ’:M
A= 1 1 1 1 29)
o .. — = = = 0
P(R) 4 4 8 8

B B ATAT A H(R) = =3 p()log p() =175, & F R it 5 6 AT 15 540 L 4 FFF 5k P JF 10
F A 5 T, 5 ) AT S5O BB (R 55 LR Y FO M HH 0 YZ).

(2) BRI LA 4P R 0 R B

8 A VCZ A o 5 K B8 I B B B JR VBT 7 e (09 A 60 B K IR 7 7100} 26
B e rien AT LSR5 A4 0 BE 155780

R Ko 1 T e ny
= , 30
[P(R’)] 0 . L 1 0 G0
8 8

i H(R/):—ijl'p(r,)logp(rg=3,iz%mm%ﬁﬁﬁﬁﬁwﬁ-ﬁ.l&ﬁﬁiﬁwE@%%%ME SRR u 1
HE BT A7 B 4 AT R R AR R

Ié il:l ;; i:i+1 ’%42 i:i+3 ’%‘+4 il:i+5 ;;‘+6 Ai+7 fM’
piylo 1L L L L1 (3D
®) 2 8 8 16 16 16 32 32

IERTFATAT A3 H(R) =37 p(7)log p(7) = 2.3125, R BL i 42 HLAT
BRI 1 2 P B P B 20 ) T T M AR R £ A U B0 HH QY 2),
{1 2.3125>1.75 W U & T il 0B ARG BT 1, (X/YZ) <H, , (X/¥Z) 3.

S SRS G AL WA E T

prd

4.3 HERRIAFRPUE TR R T HIBR LR

(1) 55 B FA T ot it F 1) B RA JEE

[ 55 4.2 715 55 Ko FL DR 37 o J5E (R B AAJEE 4.

(2) i FA T ot i P 1) BORA 2

FORADR Y HLAI IS 4.2 715 55 B RA DR 97 58 11 6 R B 8, TG0l 2 A AR B 8 vl L 2 07 582 00 Ao J, 45 A JL BT AT
(K35 A EAT 73 M, 75 50 BERA JBT ey 588 2, 70 M 45 206H FH P aa 149 SEE A f PO A BT 57 5 20 A (1 A0 2 A 20

[ R J R by BBy B e By
.= -2 1 1 . (32)
0 . % - — — .. 0
PR 6 3 12 12

LI, FRAT G H(R) = —zglp(f,-)bgp(f,») =1.418, 7R Bl & A8 BATH SN 5 AF 0k T P e A6 5 1)

AN 5 S5 PR JSE 5t S ) T T el O B AL DR A R B T IR H(XIYZ).
HI 1.418<1.75 WAL & 8T Ik 0 B AL R (5 BB ™ 1, (X /YZ) < Hp |, (XTYZ) ROL.
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