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Kernel Code Reuse Attack Detection Technique for Linux
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Abstract: Recently, code reuse attack and defensive techniques have been a hot area in security research. Kernel-Level code reuse
attacks use kernel code to bypass traditional defensive mechanisms. Existing code reuse attacks detection and defensive methods mainly
focus on user-level code reuse attacks, ignoring kernel-level code reuse attacks. In order to detect kernel-level code reuse attacks
effectively, a detection method based on fine-grained control flow integrity (CFI) is proposed. Firstly, CFI constraint rules are constructed
according to the code reuse attack principles and the control flows of normal programs. Then, a detection model based on state machine
and CFI constraint rules is developed. Next, CFI label checking instructions are instrumented based on GCC-plugin. Furthermore, CFI
constraint rules are verified on Hypervisor, boosting the security of the method. The experiment results show that this method can
effectively detect kernel-level code reuse attacks, and performance evaluations indicate that performance penalty induced by this method
is less than 60%.
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s ROP
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Fig.2 ROP attack example
2 ROP
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(2) ret caller. s ret call
R ret call
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, Hypervisor , Hypervisor ;label ,
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Fig.3 A detection model based on state machine
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, call , call , , 1
call . Function A call ), Function A
Invalid call s , Function A Invalid call. s
LKM A Function D call *%rax Function B, Function B s Function
B A N call
,call vmcall(0,a) call R
a
Intel 37 ymcall
thirteen-Nop instructions OF 01 C1, 3 , 1 0
o, nop nop nop. . . Nop nop vmeall(0.a) ) 5 , 2 a
oot I ke Jpaen » , 5
s o vmcall(0,a)
Fig.5 CFI lable instruction instrumentation process >
based on GCC > ’
5 GCC  CFI - 13 mnop
, 2 13 nop
s vmcall(0,4) b8 00 00 00 00 ba 04 00 00 00 0f 01 c1.
1 nop recompiling . gcc ,
gcc .gee 6 R 3
—gcc (abstract syntax tree, AST)—>RTL(register transfer language, )
- . nop s 2 gce
13 nop RTL y RTL . , RTL s nop
2 nop . 13 nop
nop - 13 nop nop ; s
, ( + )
nop . R
s s 1 1, 1 1.
Front-ends
Middle-ends
ﬂ— GIMPLE Back-ends
P i Ci+

High

= GIMPLE | 4 RIL
w Objective € 4 SSA |4+

GIMPLE

* java Q]— Java GENERIC / T

* F.* FOR W

Fig.6  Architecture for GCC
6 GCC

© PEEREERKIEIFTO  https/ www. jos. org. cn



Linux 1739
3.2 ret
ret CFI ,ret caller.ret vmcall(1,label)
s call s 7
7,Function A a, Function B, Sy S, vmcall(0,b) s
b. ret , vmcall(2,b) b ret ,
, ret callq Function B vmcall(1,a), Hypevisor
a s s a >
. ret , vmcall(1,c), c ) c
call s , S,. , retq callq
R vmecall(1,X) , retq > vmcall(2,X) s
R ( retq vmeall(1,X)
CPU ). vmeall(1,X)
vmeall(1,X) s retq ! ; vmcall(1,x) s
vmeall(1,X) ret
Kernel code
I \'mcull((}.:l] S Fonction C
| Instruction Function B mealliOe
! vmeall{0,b) Foky \Im_‘l (Ufu -
! T . callg FunctionX
Instruction Instruction miicall(] ¢
callg FunctionB| - e Ll (_"']
vmeall(1,a) vimeall(2.b) ki o8 Inslruct‘:nn
: - retq :/ inoel @ e Viall3:g)
vmeall(Z,a) F{------- i inactived relq
retq i H
Activate\—o—=— H H
! i
DL‘(!‘_L‘I]\';![C i
; " CFl label ‘,
: Label H E Aclivate
S -+ a A b i
L ke smomrommmomoocDeactivate d
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Fig.8 CFI policy for valid indirect jump instruction verification
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3 >
. gcc s .
entry 64.S ftrace caller, ENTRY((ftrace caller) vmcall(0,X), END(ftrace
caller) retq vmcall(2,X), call jump R
) vmcall
Hypervisor
4
CFI-KCraD . CFI-KCraD
. CFI-KCraD . g CPU Intel(R) Core(TM)
i5-750 @ 2.67GHz, 4GB.Hypervisor Bitvisor®, 1.4.0,Guest OS 3.2.43-x86_64
Ubuntu 12.04.
4.1
CFI-KCraD R [6,7,10,12,27,35] ROP rootkits S
> 3.2.43 .
[27] call-preceded  ROP R ret gadgets . [35]
ret 6  gadgets rootkit, rootkit ,
[12] jump 101 gadgets rootkit, . [6]
Windows , ret gadgets rootkit,
Linux . [7] BIOP, jmp call
[10] rootkit [12] , , jump 34
gadgets rootkit. 1. 1 1 , 2
, 3 CFI-KCraD 1 , 4 CFI
Table 1 The detection results for ROP rootkits
1 ROP rootkits
ROP rootkits
[27] 23 call-preceded gadgets R call
[35] 6 ret gadgets \ ret
[12] 101 jump gadgets R indirect jump
[6] 85 ret gadgets \ ret
[7] 10 gadgets V call, indirect jump
[10] 34 jump gadgets v indirect jump
1 ,CFI-KCraD 6 5
; 130] Table 2 Comparison of different detection methods
HDROP )
[20] ; 2. :
ROP rootkits CFI-KCraD HDROP [20]
2,CFI-KCraD 27] N x X
, HDROP [20] (7] Eg j v v
[12] [10] . : 6] Y 4 4
HDROP ret ROP (7] v x x
[10] w/ x x
, [20] ,
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ret ROP R ret S
[12] [10] JOP [71 BIOP .HDROP [20]
[27] ROP R [27] ,call  ret s ret call
R CFI-KCraD call
R call
, 3
50 , s s 3.
3 , ,

Table 3 Results of false positive test

3
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decompress 1.0.6 tar —zxf inux-source.tar.bz2 0
compression 1.4 tar —zcf linux-source-dir 0
file copy 8.13 cp —r linux-3.2.43 any 0
kernel build 3.2.43 make 0
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100000 wLinux S Imbench
10000 Bitvisor 1/0
@ 1000 =CFI-KCraD o
3 100 CFI-KCraD Bitvisor R
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= -
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(=1 | 9
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001 \! |0 e ot S o A A\ ’ ( ) ( 10)
S 0 W !
ot L\ \Dvc“]c,\o fore ptho %50 9‘?-3'&*" fa ot fa . 9 Null Call
. . Null I/0
Fig.9 Microbenchmark results of CFI-KCraD L
,Bitvisor N s
9 CFI-KCraD
,  CFI-KCraD
Hypervisor s ;  open/close R
s Hypervisor ,CPU s
CFI-KCraD  Linux  Bitvisor . ,CFI-KCraD  fork proc exec proc  sh proc 3
s Bitvisor . , 3
s Hypervisor .prot fault ,CFI-KCraD
Bitvisor s s ;page fault
, CFI-KCraD s Bitvisor
4.2.2
CFI-KCraD " 3 CFI-KCraD
10 g
kernel build( ) Unixbench s CPU R 1/0 R
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, CFI-KCraD
5 slinux = Bitvisor = CFI-KCraD
E 18
Hypervisor , 216 147 12k
14
decompress( ) 212f joldl 08 11
compression( ) s 11% 8% 2o L L
Z 08
L ’ £ 06
CFI-KCraD Bitvisor s 204
w
. cPU £o2
. . s 0 - -
Unixbench file copy( % yecomPeSy oressiO™ gle P el bu\‘ud““-mbmch Yy DO
)y 1/0 ,
; CFI-KCraD Fig.10 Application benchmark performance test results
Hypervisor, 10
(41%).Linux boot CFI-KCraD R
s 33%. ,CFI-KCraD 60%, HDROP
19% [20] 10% , CFI-KCraD
nop 5 >
) 6%.
5
CFI CFI-KCraD. CFI
R CFI R Hypervisor CFI s
Hypervisor vmcall CFI , s
Hypervisor CFI-KCraD , ,CFI-
KCraD R 3
(loadable kernel module, LKM), s
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