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Abstract: Cloud computing is gaining momentum against traditional method in providing users various services with greater flexibility
and scalability. Before switching to cloud computing, users must take into account the security of cloud as an extremely important factor.
That is because in the cloud environment, attackers can initiate efficient attacks to cloud users through the shared cloud resources such as

virtual machines. Since virtual machines (VM) are basic resources of cloud service, by compromising or renting several virtual machines,
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attackers may deploy malicious software into those machines and launch a wider range of attacks to other virtual machines such as
distributed denial of service (DDoS). To tackle this issue, this paper proposes a defense in depth system based on software defined
networking to be able to detect suspicious virtual machines and monitor the flow they issued in time, and inhibit the aggressive behavior
from the suspected virtual machines to mitigate the attack consequences. The system detects the virtual machines’ running state in a
completely non-intrusive and agent-free way, and monitors network traffic between virtual machines on the same host or between cloud
hosts at process level based on software defined networking. Experimental results demonstrate the effectiveness of the system.

Key words: agent-free; inside network firewall; virtual machines’ defense in depth; network virtualization; software defined networking
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AR REAT R A
2)  VMiIso: Bl VM 2 [ B &5 b SR B — A B MR BE R VM BT AT M9 48 9 o B 28 5 1 45 % VML 5 HiAth VM
AH LB 25

3)  Prisp: RFIERE ¢ AR I b SIS DCKERE 8 VML P IR s R R H ) 98 B2 2 ) 31 NTDS A iEAT A 25
4)  Priso: RIHEFE 2R (0 BE 25 . 0 e ms B IR SR P58 VM W O AT SEHERR 5 Hoqth VM ROREFEBEAT P 4438 15 1% 7
TR AT 1 — R ) ) 48 I 55, T AN s ) VML P ) H Al g 2.
3.2.2 Mgl NC
NC A RS FIH OpenFlow 1pi30H 5 nT g it 19 4% (1) S B 1. OVS VB4 HLE AL FE VM 2 [A] 1 AT
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MLt NC ZEHL ARG H NC I OVS A B 15 DI 5 K4t AAFFHRION AA IbARIL[IR (K A B iy 4.
AR A NC AR L iy & B — M AR TS A Z) OVS R0 1, AT 5 P28 4 1) 25 1)
5 UL T NC M OVS el 2134 He i >R B 21 0 el it 2 T LR P2 U (0 AR L A

T H £,
FiEOVS

b
R TR T

$42?

H I\IMAC ikl
Xt IOVS L1

Uity 145 Anull2

EEECT OV i
B REAUBL

BRI, I 1%
Hieti A i 1) 3
NIDSAbHEA T 2

H%ﬁ}ﬁfiﬂtﬁfipid,src addr il BT I B
portf BRI AA JFA5£f B R EH (¥ SRR A
AAI 4 AL AL B AR
)
B AL L5
He HR
AR

PR B/ el R

Fig.5 Workflow of NC
K5 NC LAEmfEk

o5 B E E M F] NIDS b A7 3 2 SR G R UL NIDS 1R 5 A 1B 48 B0 - 2 ok 73 0 281 ol A 4 190 4% 9 Jg 1)
OVS b, I B VR A% 2 o WRLHR I 4% 9k o [R) W) TIC 7 NIDS, He o — AN K 40 W = A Ak i 1 T N
(inport), 75 — A W R AAE R IE = 1 D (outport). ZEX FRE T, R E S 51 BIEH, H AT HRES K
REFEA VM YR EFE S NIDS A E N, NIDS 23 Wi & 75 1F 5 5 4 1F 8 8 Uk 08T 0 S [E )
OVS EHEHTHEAT T #E. BRIk, 75 ZE4E ) b FILIX o 1% 00, 38 G 5 12 1 08 B0, 6 2 ) 208 5 050 907 10 1 08 30 ) D B0

BiE 1 QR EE R

N B 8 k45 BUNIDS [ inport,NIDS [ outport;

1.

e g

if (B £ N OVS Hd—A> ofport & H)
1A R HE A OVS I ofport & H Ik 0 B 40, 3 F 3¢

it (R A H 1 MAC #ulik XY OVS 1] ofport==null)

IR — AT Hi

if (B3 Y5 oty 1 ==NIDS [ outport && ###& L H [1%fi [1==NIDS [/ inport)
/I A £t NIDS &, H 3t 2 NIDS, R 2 701240, 57 1 B A6 EF kA=

ZA
else

B R L K B OVS 5 —N i

end if

else
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10. =&

11. end if

NC B ARG EHYE AA 14 5 4 2150 15 1 4% R 3% 1t 6 T U BUR T 28 4 2 U A NC S5 AA £
KM & Zab . B I BUE R R, OVS Al R IR 5 R Mt 7 2 4 b 2, 0 H 3R null; 7
N HESE [ iy 4, WU 2 NIDS ££ OVS _E (1) outport 55735 1EH 465, I D Jt H (K141 XS B fK) OVS L )3 I (ofport)
GEBEE AR T 4 2B AT RN NC AU B A B k2 7 2 2 (null): 25 8 null, AL
R VM S35 A8 null, 4% AL B 1 bk 31T 0k
323 MEFERNIES PLAT VMI

PI #idh F T H T-76 VMI BRI B F R = EHL RS VM A8 IR, 28 50 2 5 VM B K& 3L rh gk
TR 22 AR A BRUERT I T2 5 B e A RS M 45 R0 S8 3P R RS PL BIRE T VM 4h )
Domain0 1,5 VMI B [a] & 1.

PI AR AL 2 T AN PR B 5P 5 FE P (daemon) AT E X #1455 it (semantic translation module). 1 6 JiT7w:
SPHPRRT R EASRBNCR B AA 1R A GRS I BEsiaE FE 20 7 8 A 1D R ] 2 R N R 11 I 48 32 BRI A 45 T
T UAPAT SR G 85 RR B h AAGTTEE SURH BERE A TE &N T fif PiE X5 4] (semantic gap) Y ) &1L 7E R F04E,
S R L IR AU 4% (virtual machine monitor, 7 78 VMM), 177 4 & BEFE 7 (hypervisor), {X A8 152 21 VM P95 1 K
FURE {5 B3R e Al 115 R K 2 AN TT 12 (1) SR 20 (raw: data), AN H & 5 P 58 R G0 N 38 IR 80 45 by i 45 X 4
DR B it /A SRR AR R DAL T A AR ¥ Tk 3k 2 S 4l B 3R 0 M HT AR R IS AT RS X R B i Ok
T S A i

Domain 0 Domain U
1 J QN Hk& VM(Windows) | | H k& VM(Windows)
| TR | B N ]
: T i JH ) JH ]
: " : REGA ] RG]
— R P RIS RO
Hypervisor
(DTS

Fig.6  Structure of PI module and VMI module
6 PIBTHRT VMI A4 4 4]

FHT PIBEHRCE ZE 4 R 4% VM AMER, WRE 22 VML B B AR EREL VM N 45 B VMIT B 47 5 i
P2 ik e K VML Y IR S5 B4 2 0L bt ik 2 [ 2 46 1) = L1 47 8 - =% ) 88 T 7T DA LR ML R VM
WA B 5 1 B b bk 2 S ML VM) R f b B (guest virtual address, &5 GVA)LST 2% L4
P bk (guest physical address, & #8 GPA), 5 2 )2 bk 4 24 GPA il B i 3= 147 38 Hu lik(host physical address,
i Fx HPA) ML /E VM AR HPA il (it oy 28 RIATSRFAH R (K VM 9 GVA [ A7 A5 L. 58 st ki 128
J5, VMI B o 150 30 1 4 28 [0l 45 PT BEAT Al

ARG B R U LA R AR B Y 4R S 2 R TR 0 T AW VM R e R e et S
R R T LARAE R 4548 Windows (1K) VM 4451, 3 H1T e s R A 00 1 ) 4% 4R 285 46 00

7E KR FE A DU F2 P B SE R A VMI BB T4k VML P 1935 2t R % 7 b 2 11, 75 224K 2] Windows il
H N2 UEE R 3 3k PsLoadedModuleList, 28 Jib it [ P B2 A HL 85 35, 4k Y ntoskrnl.exe. 3% B4 & 48 ) k% SC
ntoskrnl.exe DL A Hn#% 3 iy 47 o (0 ik ik (Base Address) i, il i 43 T ntoskrnl.exe ] PE(portable executable)3C
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1,7 H A ) .edata 5 () 5t Hu bl 2 7P #9 3) PsInitialSystemProcess [ AH % Mg il hik (relative virtual address, [ #K
RVA).PslnitialSystemProcess =i 1] &4t system #EF2(1) EPROCESS &5 #4 1 $5 &1, Fo A8 P A7 (0 i il il VA v]
HH VA=RVA+BaseAddress 115715 . 7E Windows 1,75 3 i 2 [¥] EPROCESS 45 ¥4 2 A8 3% B2 jl— A~ WU ) 18 A 4
2R, 140453 PsInitialSystemProcess Hihik 5 $k 2| system [¥) EPROCESS J&, Bl ol #fi 52 1% 2 1JF 72 4.

EH T B MR 2l i 25 b 5 A BeO B B, W0 R BB A P I 5 B (direct kernel object manipulation, i #x
DKOM) 77 3, Wi 75 () EPROCESS 4 AN 2x th I A5 b3k )35 2 B AL 85 bt T Windows O B2 B0 2,
W3 PR A AN FE v B R A T BN 52 OS 1A I 5 FOHERR (RIS AT AR F0 R PR N ZR PR 5 38 T 4 B, ) DG v
IR CPU W i), 38 0 JCidi@ AT, ok [y 26 72 1 B S5 B0 v] R BN E B E FE 8% L sk (0 ir AT g f2 . &d b e P 3
SRE B EFE (U1K ZwQuerySystemInformation R A 25 HEFE ) FI P 1% 7 I 1% Sk R 5 LA B 6 2 R R 4, m Az )

KT IRPEFER) socket 17 B FH M 25 3% B R, PL 5 ZE A7 23 M AL & socket 17 B FH M 4% 3% #2152 1
_ADDRESS_OBJECT f1_TCPT_OBIECT W44 3 48 I 2 17, 75 76 & B W AR tepip.sys, KA tepip.sys [¥] PE
(portable and executable)%h #2441 [¥] AddrObjTable F1 TCBTable 435l 45 1] T P4 4 B iy Kbk 53 1 4 FH PR iy
socket {5 JB I R 11 9 25 15 825 B A0, PT B AE 31 HUi% socket FH%E £z T Je 1 L FE.

3.2.4 M ANRKII RS NIDS

NIDS H -0 ok afi D 2 15 oy 2 5 1) W S i AT B8 A4 Je 1) ¢ )2 00 0 R 00 A 3R 488 1) LA A T 56 ) 8%
R PR R LA B i bl s o, AN A T S0 R LA AR R I DR EL B R R T RO T snort!S 0K LB AT 7
in-line A& 3N, 54T B0 AR AE A R Se b NIDS #5CE 76 AR AU, UPD H X AR I Ak 2 -

1) FREINZHH BERAGNIDS AE— AN H &6, B I 2SI B & W B b AR AR 6

25 by, HLJC 5 5 2% 1 W) 24 e 7 o) P22 NIDS 7E in-line #5220 AR A0 W0 Ik 308 50 3 A ot (LG 7 L T
JH— in-line Y 3;

2)  UERFERER PD SR i T RO, PD R AL BT PN A7 RO A B IR A U 1), PD RS ad K,
WIj 5 77 R R VM U ) P A7 FOBEE £ S 5, 08 R T R b gt 52 PD 1) 47 28 NID'S 1 3= 24 FH & % 852 1)
) JHe A F 908 AT VA B B L K I (deep packet inspection, i FX DPI). X — i 72+ 43 € 9 % VR, ORI
2 IAE PD .

NIDS H 5 % 4t i B 2% B AE N R NIDS 4 F UPD W, (B 3k T LU B, 75 8R vT LA B 2 e A 1

1) ke = BN B LS Hypervisor 22 52 (47 1, B:4> VM 5 fig 58 4 AR B R 59 3 1) VM A fig il
i Hypervisor B NIDS;

2) X NIDS 4T UPD H Bef8 M PD w15 1) (5 A 8 B D0 A Re /e H b 43 SR 1) 2 3847 A 3k iz
TR R = F 2 TE 1,384 NIDS XAt =& 2L A PD 22 4 My i) R AZ AL S Tk
Vi Irl;

3)  NIDS XF F 2% N I H Al VM AT WA NC 7] LU OVS il OFS 4 il i i 2 42 il fil 32 5
NIDS AT A M4 HlE & 5 OVS OFS A% % 19 45 3t f: Y 54 10 0 AF T 43 25 10, i il o 1 1Y) 22 4
PEAEEE AT

4 KBNRX55Hh

HEAT S50 MR AR 1 2 EHLEEPERC E 4 :8 4 Intel(R) Xeon(R) 2.33GHz ) CPU,32768MB [1] 4 7. AL A7
8 & VM 7EIZAT, o 1 & VM HIEAT4 snort, ok 7 6 35 24 830 2 7 B A 190 VML S50 350 23 45 42 TR 3 Rl
T FH P B U PR T T 58
4.1 REDIRENR

AR Xeap T HASHLE 4 I 55 Yo idi (denial of service, fi #K DoS) ) SYN #£i2 P (SYN flood). i
TCP/IP Bk IR, 45 Moy H bR &2 KSR I&E ) TCP HEFETE SR, M FE RS J7 B %2 Y (CPU il 47 i BY Y A7 A
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) AEF—TEHA, B E—E VM AR E 75,08 4 Microsoft Windows XP SP3,%— 4 VM 1524 H A ik 45 %8,08
A Microsoft Windows Server 2003 Standard SP1, H 223540 T .4 NIDS Bl snort )P AN & % B 4 TR 24455,
FFE— AR VE N S R O &3 B B W& 7 s,

192.168.1.0/24 (255.255.255.0)

inline Snort sensor

= eth3 eth2
‘: no IP no IP
X <= DROP -aff== ATTACK
i H bx Windows Server ethl | Wi # Windows XP
192.168.1.73 192.168.1.74
ELIP
192.168.1.71

Fig.7 Configuration of test network

Bl 7 S o 4% g &

TEARFRG P, Bt 77 RIE W) TCP v SROB A 2 B 2IA B Bk 77 M A& 1 58 2k N 48 A2 L (OVS,OF S)
H1.0VS Fll OFS i3 SR (3 S5 1 2] NC AT LA A AA 2538 A PTARERRT VM ARER 38 3 1% 9 5 10 SR I LA
HEAT R U007 . b T A s 92 AU, R A SR Xeap LI —ANIE W RS, 4l LA 36 T 3 R 38 A s 06
FU rootkit 2L Re k. PT RSB I I, 2 Jh I s 30 2 1y B pek ok A, [ I o 48 R AS 1 AA A B B ot 2 P R ) & 2R
Wik 8 Froi.

£ root@xenserver-askmepep:- Y | =

Fig.8 Result of hidden process detection
8 KR HERE A I 45 R

BEIN AA FE A HERE N vl B HE 1 NC K H R 3 B4 ko 1€ 1) B NIDS AbdEAT 3 2R I L I 71
NIDS 75 & 40 P s AR B Lk &, Wi B 9 s, B T Bii U5 1) Xeap LR RG A RE kb B4
F3X snort &b, & snort H € X REIE AL EM K T syn flood Bili.

1. NIDS g 56 M0 A 3878 I — 2% 50 T+ M AR TCP JE B4 3R 1R AR J0) 4 -

drop tcp any any>192.168.1.74 any (\

msg: “TCP sync flood”;
flow: established, to_server; \

detection_filter: track by _src, count 10, seconds 60;
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sid:1000001;

rev:1;)

rate_filter \
gen_id 135, sig id 1,\
track by_dst, \

count 10, seconds 60, \
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new_action drop, timeout 6000, \
apply_to 192.168.1.74
WO R E 1) 21 NIDS AR IR NIDS 2 MR 4 R DA L B 1 2% 590 VB 5 AR A, A A R Hls NIDS )% i i 52

Wi 51 Xeap F7

BRI B H I OB R P S MPL,IE S 41 NC [ OVS H 5N it 0, B S8 Z R &

BT S . e Bl B 5 AR S W BT AR Ok B Bl Ty BRI B SR ERIE T E 2 42.0VS SR &
WP 10 s (B 140000 B b in_ port=4 83 B0k 2 & 32 504 42, 17 actions=out_put: 14 X345 $ i 1
R BN S 4 14 (1) VM, I % NIDS.

Mo,

v v wow

0aoo
elonRe]
0020
0030

Ethernet II,

ea 47
00 28
0l 4a
27 10

aE.

d2 ae dc 1d 00 00
00 01 00 00 40 06
00 07 00 50 00 00
04 S8 00 00 00 00

@ root@xenserver-gzkmepep:~

4.2 FRgiEaEit
AR 2 1Y DAAS [ R 8 383 ) S (D5 AE = I ) ek TCP AL I, I8 4T A R e Pt ok 1 25 A %< LA

AN | (RN

Destination

src: 192.168.1.73 (102.168.1.73), Dst:

00 Q0 00 33 08 00 45 00 i s A o
f6 eb c0 a8 01 49 c0 as (s T
00 00 00 00 00 00 50 02 P P D o S

00 00 00 00

Fig.9 Flow captured in NIDS
K9 NIDS a3k 21 (¥ i 5

Fig.10 OVS’s flow table
Kl 10 Ovsiik

Frame 106: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Src: 00:00:00_00:00:33 (00:00:00:00:00:33],
Internet Protocol version 4,
Transmission Control Protocol, Src Port: echo (7), Dst Port: http (80), Seg: 0, Len: O

Dst: ea:47:d2:a6:dc:ld (ea:47:d2:ad:dc:l
192.168.1.74 (192.168.1.74)
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RANBIT AR RGIEDL R W E AR R,k L2 T A R K CPU R AIRIZIT A R CPU 13K,
TSR IAR DAAS [ 2 R 2K 1 514Bytes [ TCP IR I8 4T 24 RGN ARIa 4T 4 2R G0 I 1) 2540, 36 485 S 4l
K 11 frok.

8 /
ETARS //

RNEITARG

ZEH(%)

400 800 1200 1600 2000
Bt A R 133 2K (packets/s)

Fig.11 Comparison of drop rate between situations of running our system and without our system

K11 s ARG S AT I T ZUFRKXT LT

11 S o B A R B3 2 () 38 O W A 0 1 B R B P Kl T AR RS D OVS # R 2 A
X AR TT BEAT R B SRR N BRI AT A RGN, B R b 5y — PG U0 T (10 240 3w v AR 1M s 0 45 R th &
B Bl 1 D0 110 25 A 5 LU AR S R S UL 1 AR R GE T i R IO M ) 9 2% 970280 3.17%.

SRIG R HLIBAT R RBMIAIBATA RGP FME DL N 1) CPU BRI AT L3 7 41,53 50 1~7 & VM [F] i)
] (U5 7E 25 P I TR A% TCP G, AT AR R A BIFFEE 1 3B RGEK CPU P25 HI KA A 1 20 B 9 -1
¥ CPU IR M IR R VM WITT 46 K AL, OV'S 5 245 4 i 2 3 422, 1 Wy >4 iy 500 0 100 2 10 R B 190 2R 48 £ %
BRI, A R GEHh PLAT 2GR 2 Y5 EAT KD, DR e 15 ANIB AT A R G A EE A7 3803 K1 70 B 2 J5 ,0VS B
I8 7 1) S SR T D T A i e £, A BB AT A R e 1) G B D55 AN AT A R T 1 S 15 DL I B
S BN T R S A5 R 12 .

40

35

30
BITA RS

ANEIT ARG

CPU “F-3 v F #(%)

1 2 3 4 ) 6 7
I A B ) VM £
Fig.12 Comparison of CPU load between situations of running our system and without our system
K12 T ARG S ABITIE O N CPU #gon te
12 2 WY B A 326 B0 60 1K) O A B 484 n, P AR 50 R 1) CPU B 3l M TS AT A R L B0 T S8
SR AR T B A I R A K BT AR RGN CPU B S B Wi S IL AN BT UL N R CPU f3%. Bl kb
LG st DR 6 T AN R 48, PTG B8 A R IR RSN 2 H53 47 10,19 K06 R B0 5%, B E P AR 1K) CPU H 28R
FEALRR E PRI, 2 5 R B3 KN PT BT oy I CPU B9 23 8 A2 /N, 8 705 H SR B 5 SR AT P A% L CPU B3
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5 Z£RIE

ALY T — Pl B AT Y BT Kt o 18D R AU I 48 R B0 40 A8 0 Rl 1 AP S SO 2% DL SO FULHL
POREE, RENS SN 0 7T 58 ot SR UL, 5 170 5 (0 A R U AR K] VML R E R R I 3 R A 0 R T o 2% £ SR 3
T A5 22 A B 3 VAL B 1 22 4 P32 ) 190 46 P T o R P o 5 RS A R0 7 B AT 428 1, 7 DR I Y 4% MR 55 o i
(1 [ I AT R BHLAE T AT 0 9 B IR T RG24,
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