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Quantitative Threat Situational Assessment Based on Contextual Information

XI Rong-Rong, YUN Xiao-Chun, ZHANG Yong-Zheng

(Institute of Information Engineering, The Chinese Academy of Sciences, Beijing 100093, China)

Abstract: Traditional network threat situational assessment is based on primary alerts, however, its lack of access to contextual
information compromises the accuracy of assessment. This paper proposes a method to quantitatively assess network threat situation
based on not only alerts but also contextual information. The new method first verifies alerts along with contextual information to
determine the successful possibility of events; then analyzes the loss caused by events according to the risk and the corresponding asset
value of events; and finally quantitatively assesses network threat situation based on the successful possibility and the loss of events. Case
studies show that the proposed method can evaluate network threat situations accurately.

Key words: threat situational assessment; alert verification; contextual information; asset value

00 25 F) ol 2 5 i 190 2% T W 100 10 4708 ) 48 R S8 R AT 3 o 16 55 R 6 ) 194 26 W 2 9 14 23 A, Tl LA
A Wy 2 4 BN DL AR . DI U 48 1 2% 22 4R D0 S R A 38, B SR A e SRS T, W0 48 JE D S 35 0 A
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RN B U AT DAy, A S s ) 246 v AR K B8 PR35 4 O R A 1 B AN G e 4 SCHIR[S 1K 1DS 4R A5 IR A 0
W Iy ZR AT SRABE Y L 470, R P G % ) SRABE 2R SIS 8 A PP ATy 199 2% T Ak 1) 22 4 RS A 7 VR AT LA ROPP Al 199
2510 22 AR B S 40 5 B BB AR AEAR KR HME B SCHR[61 T IDS 4, 45 45 Ik 45 0 WL 22 el g 1
JE A W 255 22 42 JEP A S5V A A TR I Y 77 AR R ) B AR S0 3k T A8 i U A IE St T — KD B A

« LS TH H K BRI K RI(863)(2012AA012803, 2013AA014703); [H K BHEL S #11 8I(2012BAH46B02); [H 5 [ 4k
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A

JETE T AAG A 515 FLVRIO TR 25 50 B 135 SRR 25 25 36 F R 50 7 22 0 1 B, A SCHR R T — e 5
00 190 246 5 80 R T 77 5267 0 2 AR L 9 286 MU TR 5035 B 0 A7 B0, 40 52 2 &SP 2 1
A R U, T2 A 900 XL K 1 76 2 (890 % A 3 50 24 S 50 2 30 T AP £
o ¢ 0 B 5 2

1 XS RER

h T S A R A 1 2 T A H O PPl T T T S A S DA L R b ) 25
EX 1(E4R (alert)). EHUZHEHZ 2P B R . H TR WA I 3 ] BE 22 4 AR (i 50, R R 4
Alert={Name,Time,SIP,DIP,SP,DP,Description,Classification,Completion,Severity},

Horh Name 273 B4R A TR Time 2746 U B & AR 14 I [8);SIP F1 DIP 3275 4% (13 1P A1 H 1) PSP Fl DP 375
AR )P 1R H s 1 Description 36 7S 31— Lo f R VEAR S, a0 1R 6k N I B AE R 4855 Classification
FOREARII AL Completion K73 BAR T ALK BT 50 G FE B2, /1, Be ek T R4 Severity 32 7R BU (¥ BUb ™
L R Bes 0) B bR JR S8 B .

TE X 2(EIRIGIUE (alert verification)). E R UE 2 SRR EHAT ORI E AN H bx REEA K IR E A5 B BEATIL
T, LA ok S 2 2 4 T AR 1K) 22 42 AR i A AR oy,

o A DA B T R 1 B Ak, W R B A4 PR Name, AR 7= AR B ) Time, Z4R ()98 1P H (1) 1P,

gt 1, PR3 1 R AR S R 45 g 1k
o HIRRGIME EAF S HE X EAR I 23 A 52 B 40 B 7E I 10 9T 7 B b5 1 2645 6L, 5 T 65 W 2OIR S 1H
K (stateinfo) 1 B £ 1) fiid 95 V1 /5 B (vulninfo).

PO 255 bR A A SO0 T 3 D 2% o AL A5 B, 0 MR A RGO B R SRAR TP Mkl R

PRAEIR S KA EE B W RR N
StateInfo={IP,Hostname,Role,State,OpenPort,PortState,Service,Ostype},

Hrp P RoR RGOS WG BFTAE TN 1P Hilik;Hostname Fon EHLL K Role FRox ENLHIA O, U1 router,
switch,Web server,database %%;State 7~ EHLAIRAS, 20N Active Fl Inactive;Openport 37 ML TF A 3 1
PortState 7~ EML_LTF R AR ZS Service Ron EWL_LIBAT RS ;Ostype Kok EHL LBATHIERAE R L.

PO 5% 14) i 59 A7 TS 03 2R 8 v A A 1) 5 22 4 ) B U T R AH A5 UL s

VulnInfo={CVE-ID,IP,Port,Severity,Risk,Description},

Hp,CVE-ID LRI cve %5 [P Fon KILIZ I LML 1P Mk, Porr ZE7R IR BT EF 6 1 WL H =
Severity 7~ 1Z IR IAE B 1™ LB, Risk 27 I 2 4% KBS 20 19 511K, Description 2R s I T I FE AN AR 15 .

E X 3CGHEE 48X E (contextual relevancy)). P53 8 M AH G R FRZ MR SE B 5 B AR RGO N T
A TG PR UG T P UG RS 8 v A O P AR 5 R Y 22 4 A R A TR mT Ry

EX 4(EF N E(asset)). T E R 9™ TR (W R AE. 987 2 48 P 45 b A 0B I A5 S BU IR 987 10
P LB v, T 7 ) T T 0% 2 4 A 1) 55 i 0 R

2 MEEhSHBENITHAE

0 2% ol o 25 A AN D5 190 0% 52 B FR) S H8 W AT O, 3 5 I 6 A B 17 16 M 55 78 LA B 22 e A T X 19 H
GO AR AT O IE T A A G 55 1 e B A R 3 AN DR R U A S A R R I 1 TR

AR 190 255 J300 285 B4 DF Al J5 B P, AN ST H T 190 0% il 25 HA AR PP A R A B SR T I 2 A R PR
JaE A RO SR RE R DAL 5 | A 1 ) 2 A i S 2B K AT RERE SR MR A0 2 e A 100 XS 8 B J B 0F £ H e 8 7
M AE 73 B 22 A S B A2 T T 3 B R 08 s e 2 T e A A R 2R K AT e B R 2R T T B 4 R A VA 199 2%
(K7 JE M 25 5.
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Fig.1 Diagram of network threat assessment
BT 2 i A F5 0P A i 2
21 REEHRERTENE

W &% <2z A B 4 A 0 o 7 A R AR R (L P AR R — R AT O O B R B AR 2 R
53 AT ORI R AR R B AR AN L P T AN A AR T T A A B R R AN A e,
I M R R 22 A AR R A AT B AR SO Y T — R T B 5T S P R AR AR B A B A% S R R
(4 ST AR 199 2% 1 T A JEL R AT WG IR, KR4 WG G R 0 8 5 | R R 1 2 A AR R AR 1 T i B,

L, R P8 7 PR R 30 IE g vk 2 B A 22 A <A I 6 O g A 19 2 A 6 PR O T AR B AL s B AR
s 000 28 PR AR G 1O A B0 E 7 S BB T AR bk o0 5 T 1 DG I 5 A R R G LA B A
SHTUCHES, B AE R GE . MRS R, AP E S AL SR N H] p A7 — 2 Jm IR, 2 LR R (1) A7 A
T FEAAER 2 i — 58 AR B R T RE N BB (B e AN OB (2) AT %A — E T B 2
fRIR I AT LABEAT, 1 DoS Bifi I Probing T h sl AN T 2 H s 00 46 471 W] e 1) I ] A1 0, 54 4030 s ) 5 6L 56
UEEAR e A TE 1.

T I8 M RN AR B AR IS UE S vk T LR L e M R E R G HTIRSS . Bl e R A
Z A H b 9 45 IR A5 R AT R 0 U, 10 1 R A 190 4 AR S B, 5 | R R A 22 A A R AR ) AT BE A
AR5 H b 0 48 B 8 A5 B UG HC R P8 B vy, 2 WY AR s 0 48 AR SR R B0, 5 | A R I 22 4 A R 2R I v
PR R AR bR 2% 1 PR 5 Ja 1 A 50 P8 BRI, e e A R AL B T REE P E K

P=@\R o5+ @ Rservicet TR puinerabitio™ @aR configuration (D
(1) Ros RN EAR LG H AR 4 2% A1 2R G0 2 1A) (RIAR 5C R, B A 28 G D0 1) F A S 0 85 Jog e A G RO vy, 2 e A
R A B AT R R AR A AR G AR AR O R S e e i Lk
1.0(A.DIP € Statelnfo.IP) N (Statelnfo.state = Active) N (A.Description(OS) < Statelnfo.Ostype)
Ry =40.5(A.DIP € Statelnfo.IP) N (Statelnfo.state = Active) N (A.Description(OS) = unknown)
0(A.DIP ¢ Statelnfo.IP) U (Statelnfo.state = Inactive) U (A.Description(OS) ¢ Statelnfo.Ostype)

(2) Riervice 227 EAR G H AR 09 2% W R 55 2 1) RO AR O B, I FH R 55 2 TR)5 A G PR 358 Ja 1 A O B sy, 22 4
R A BRI R B e I I 55 g IR R 5 S s R i Lk
1.0(A.DIP € Statelnfo.IP) N (Statelnfo.State = Active) N

(A.DP € Statelnfo.OpenPort N (Statelnfo.PortState = open)
0.8(A.DIP € Statelnfo.IP) N (Statelnfo.State = Active) N

(A.DP € Statelnfo.Open) N (Statelnfo.PortState = unknown) .
0.6(A.DIP € Statelnfo.IP) N (Statelnfo.State = Active)) N (Statelnfo.PortState = unknown)
0.3(A.DIP € Statelnfo.IP) N (Statelnfo.State = Active) N (A.DP = unknown)
0(A.DIP ¢ Statelnfo.IP) N (Statelnfo.State = Inactive) N (A.DP ¢ Statelnfo.Open)

3) Rutnorapany F< B AR 50 245 555 6 2 90 URE 6 0 T3 S0 04 6 R, DS I P, 52
oA 2 B 6 TR 540 AR X e 6 B S

R

Service —
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A

=10.5(A.Description(cve-id) = unknown)
0(A.DIP ¢ Vulnlnfo.IP) U (A.Description ¢ Vulninfo.CVE-ID)
(4) Reonfiguration 27~ EAR 5 H bR W 4% 22 A0 EL AR JEL 2 1) FRAH 5 B2, 2 4 C B A S0 M T R 30 Ay 50 A G B0t 1)
OV o i 977 B A P AR O PR s 0 22 A T i 2 1 T e M BT R 22 4 T A B A T A O SR
HOE XN

1.0(A.DIP € Vulninfo.IP) N (A.Description(cve-id) € VulnInfo.CVE-ID)
RVu/nerabi/ity

1.0(Statelnfo.Role & Securitymisc)
0.5(Statelnfo.Role = unkown)
0(Statelnfo.Role € Securitymisc)

(5) W=[wi,wa,ws,wa]" g YA — PRI dk, 3% 45 BRI o M 6F 2 A A 2 2 [0 5 o it AN SR R )7 IR
SERC I i WA a1 LR, 23 BT 4% e e 1) TR BE R B A T DR AIE AL I PR R R AR SR 1 2% 22 4 AU
50 4BV N AREAT T VR A B EEAL ML N DR A 45 A AT R IE AR 1 IR A LK 50 RAL B v A R A
BT AR IE R T3 2.8 2 0 38 i 4T j SR EC T 558 AT 1 5B FAN, FAME 2 2 In il A i) N80 50,8 WA
Je Pl il R A A 6 A0 B AT IR BT R AR N AR5 4 i S R T AR R R mT DA AR B & A B A,
T=n(n—1)m/2=4(4-1)50/2=300. 11 5& 2 AT 7} 5115 BB & W=[0.11,0.23,0.28,0.38].

R

Configuration ~—

Table 1 Precedence chart of one interviewee
z1 —LZEEANRKTRTE
BERS WS 22w Py

BERS | | 0 0.5 0

%% 1 | 1 0
%A 0.5 0 [ ] 0
B 4 445 it 1 1 1 [ |

Table 2 Precedence chart of all interviewees

R OTAHIRAEN AR B
HERY WS wARE B i BE

PAERSR [ | 8 11 15 34 0.11

R % 42 [ ] 17.5 9 69 023
U AR 39 32.5 [ | 12 83 0.28
By 4 445 it 35 41 38 [ ] 114  0.38

(6) LA R A M AT HENE Pel0,1],HHUEDIR 27 22 4 AT A A 1R ) RE PR
22 RERHEEREMRIREK

ANTR] 22 A A 50 ) 24 36 ) 38 2R S AN R 1) 50 W 7 Inmternet b ={E 5685 & (9 o 14847 4, Bk T 389 00 9 4%
BUAT A8, FEAS 23 8 B 00 245 (1 22 4 1, 2 B A0 288 119 22 4 <A 1 XU 4 VAR, 1% 28 22 4 A 3 J I 403 SR 38/ T
IRIF R GBIR M BCh AT S, ) 58 G0 24 1 i TR B 28 1 IX v Y, 4 56 4 TR D 4% R 401X R FH SRS R B 28 1)
A FA IR RS ORI 8 22 A F A 23 3 R 2K

F R, T 22 4 A8 R IR 48 2 — MR P N B g =X 43

o H— il 5 IDS MR o> HNLHEIAN 255 5 A PP Al 22 2 F 738 i 4 2%

1, Snort 6 72 4% S A% 28 G5 1) R W R R AR M Se ) Priority 22 i P K 3 4%:Priority b, RN %
A BO™ R, W R SR R PR 53 B RR [ B (attempted administrator privilege gain). 7R Hy FT ¥ 4% 1
FHFR )7 Bk 58 Priority b, 3R 7R 22 A F AR 8 B A 25 D v A, 1 DoS Biti e i 4 R BE 7 8 s 5% Priority
TR, KRR 221G MBI, A FE M . ICMP 35 2 A1 — 2835 30 B i3 Ay 2 I AT 25 X B o7 v
GATAR M EOR A E e ARG PR B 2 AT U E L T AR 3 AN R R O R SR A AN R 1

o LT g A AR TR O IR 22 A U 1 IR 8 A R A VAL e A A R AR k.
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8 Y2 R4 CVSS(common vulnerability scoring system) & 5 2 44 AU F 1572, & 5 Rk T T XU
SEAGTEAG I FR UE. 12 7 VR T 22 2 A T AT 0 11 22 4 U 1] 11 JRG G 20 ) 6 A 22 4 Z A il 1) 40 2K AL % 0T V0 AF
T AR R TN 7 B T BB AT 1 By, To v A 22 4 A0 e i 9 2k

hy 08 R AN S AR L D 2 4 A4 T DX B8 20 5 2 A i 80, A SR AN A R AT A s ¥ 1) 22 4 <A R FH 2 4
SPE T 8 2 ) PR RS {8 A 22 4 A 1) RURS: R0, 9 46 5 22 A E AR R I B (. asser AL PRAL 2243 1o
B AR 2R, 8 X2 A A i R 2k L R

L=severityxasset 2)

(1) Severity 37224 B RS 25 A5 %2 A FA A2 X A U IR B4, D00 SR FH A 2 ) 2 4 s V) DAL 2] 32
AIE 22 4 = A 1) RIS 20 031 7 2 A A A S B 0T A U IR 1, J0) SR FH 22 4 = P JB 260 classification [ XURS: {3
AIE 22 4 A 0 RS 4 . oA T SR 3R 2 4 A B L R O R TS AS SCAR B IDS PRI U P 2 T — AN IS 250
V2R B 2 A AR 5 R IR B AR AR TS IR 38 A [ e S 5 0 P ] BN 2 4 = A SRS 38 HAH R 1) 2800 2 4
ST 8 2 ) 1A RIS AT ER 2230 A R R s VIR DR £ S 1 P 28 L SR A AR 38 FH U TR P 43 R 48 CVSS IRV
Gy bRE ) Severity e [0,101,IUAH R R, 32 715 22 4 FEAF 1) AU 23 6k .

(2) Asset F75 %A AT FUEE XS I 97 (8. DR 35 1 o 50 3R mT R PR 2 VRN 55 7 (B 10 3 A 224 a8 k. AR
DA B A ELAN S DA BE 7 B 22 0 (R A B 1), T B8 70X 3 A 22 4 J L PRk ol A P o 22 4
B 11 R A2 BSGIS 3 3E l FR) 5% W) R JE SR 5 1) AN () FR) 22 4 Jog ok p R P82 AR 45 8 7 R A AN I) PO A0 I, T 3 77 18 W )
JBYN A7 MG 59 P DA B TR FH 118 22 4 4 Tt 1S4 0T 8 7 22 4 s P T 2 R 88 7 AR e T AR B AR 2 A R 1k B
(A TR B2 SR R A A 22 A SR oy S 5 AN RS2, 50 T 1,2,3,4,5 32U 1 38 7 1 12 i e 2 B ke 2 A
e iip A ]

3 AN A P X 7 AL P R 0 AN e 5 e P 0 (1% T A2 S AL 1) 355 0, 5 1 3 T 4 5 L IBC(E v 3
TEP AR (R 5 W KA T A 43 T 22 4 S MR B 7 A s, AR SCR R 3 M B—— &t B f5
B ok BRI HR B0y 6 3 Bhze A JmEAE Y 125 BALA 5 A B 2 P BT T 20 A, v 34 9 = A0 B
1o AR g 2 s,

5.0 e X PR S 50— 50— 5.0 M
4.0 "_eré,g:i 4.0 Ll o o 4.0 jhﬁ% Lt L 40- -l
o : A= LT g -0 Gy §304///'

&£3.0 s = 5305 — L LT

=0 R 2.0 = 2,04 20 It D
ke - 'T’ ' ] L P 46
= | 1.0 1.0 1.0
O, 5 3 4 s 1 2 3 4 5 1 2 3 4§ 1 2 3 4 5
Jatk €3 JEtE C3 JEtE C3 JEtE C3
(a) C1=1, C2=1 (b) C1=2, C2=3 (c) C1=4, C2=1 (d) C1=5, C2=5

Fig.2 Impact of security attributes for asset value

B2 2 kAR B (e (0 52 W

2 ) 4 AFES IR UEE 1,2 BUER @ B EEE B 3 1R, B = M E B B 2 I3
Tl R A0S T A 220 i 5 A 2 4 TR e AR (0 1 0K B 7 A0 (L P R W 3% T 1 A 1A A A (L SR {7 v e A
AL W K 1) AR, AT K 00 R 0 285 R e A DR bt AR SR P S 50 e B 22 4 i Sk A A 5 i
PN E asset i€ N

3 3)

Hrr,Conf Int. Avail 53 575 G P=AEOR B L SRR T Ik b 2 4 55 20, S5 0B e 3R 7 12 e 1 1 i 2 Y
2% 2 2 (1 S WK Logo ()RR EL 2 4 I TR 0] 48 Round2 () 4 7 B 9 67/ H.
A T RS 3 Fhgd 4 g A 0w SRAT P AS [, DR AR OF B8 P (B I AR SCH N T AN BTBUE W=[wy,w,

2C{mf 21nt 2avail
asset = Round?2 (log2 ( ld T FW

© HEBEERAET hipd/ www, jos. org. cn



RRR FRTIRI R0y A% RIS BB ok 1643

A

wil, 7r BRI 3 Pl A Ja M 6 U P AL I R M R AR A SCHR [ 131000 9 7, 06— B F4T 8 FH Y 45%,8 5% (14 4 1 A o
AR ] R e 1,62 % I VA A AN SE B PR 3 AN Pk PR B AR5 WA e /N IR R SR R IR G A
VESIHT 3 A B AR A A R i, SR A 45 2 9=[0.26,0.1,0.64].

assete[1,5], B BR K, 3R 7R 08 7 B 0% 7 1) 22 4 oy A 0l AR i T ) 4% T o PO 45 2R 7 .

(3) WAHMIE M IBIK Le[0,50], MU E B R, IR % 4 AR 18 1) 458 2R ™ 7.

2.3 MBEANSE R E LT
RS 5 ) % AR R AR T REYE P &§¢$4¢EhEM%ﬁ% LAV 9 2% B b A5 F e RV,
R= ZP [i]x L[i] “)

Forbn ZRTRAE TN TR 3T P SR B 20 1R 4B H SR e [0,507 2 715 199 265 (14 J5l 285 A (LB K, 36 70 194 2% 52 381 (1 J
5, D0 246 1) 22 4 R AR

3 KBS

N T IR SR Rl A TR B8 T B SRS I % R 2 A ) R A P A SR R B A R bR —— Bl 4 ]
MR Z B IEE.
(1) i 417 % (data reduction ratio, fij /k DRR).
No. of validation alerts
Total No.of alerts

DRR i & AR 1 2 R 80 H o5 A O IR 19 LUAEL DRR IR /1N, 25 W 55095 1 5 s e g k.

(2) R Z1& IE{H (error correction value, fAj#X ECV).

ECV=|R*-R"| (6)

WZEAE LML ECV I THIAR RGRZ AT AME IR, E— 8B X ERRRZRM A WIRE.ECV FI{EB
KRR R8I R BB R 18 1E 7 ik RO ) 2 988 T RR EAN RS 2R AL B IEZ G, KRG IR E
SIS IEZ BTN BT R84 0,80, 18 IE A R Be X FR 4012 22 34T A MR A 1 fh .

o RO 7R 5 IR B 8 Mk AR 5 2 5 MR AR SCBLVR TS BT A 10 I 8% M5 R 26 7 A A5 PR 5 J M 9K 2 i
PR30 KBS AL, IR R £h 22 4 A1 R 28 1R AT B M R 3 s R 400 2 s ARUIE 22 A A0 1R T e e X 2% BB R 5 e TR A5
SR VG C R B2, A 45 5 A P 358 J88 1, B, P=R prugnerpitinys %2 25 A 3G J30 PR 03 2 1 222 4 A BT B 00 100 3 R A 5 21 ok
TE ARG B A AR 43 2R I B 6 IR AR AEL BT L=Severity.

3.1 kI

PEBATTIT 5N, B HE B AT AT 23 T 00 5 VP Al 0 28 11 Ja Jolh 285 35 A T B0V AR ST B9 ) A Rk, Bl T e
T ANSEE M4 SR S i IR 3 PR, P R KR S Snort!! S - I Mt AR A R A B,
OpenVAS!' IR Nmap!™ 5 48 9 4 2 45 H’Jﬂfﬁﬁ JES

DRR =

x100% ©)

Internet
Router

IDS (snort)
Web server  Database server

'H

W
o —

Victim Nmap OpenVAS E- mall server DNS SEIVer  Attacker

Fig.3 Topology of test network
B3 S o0 2% 1) 3 0 &4 ]
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W 245 T DG B U % I PR R A SR 2 R A R A ol LR 3 Rk 4.
Table 3 Contextual information of critical device in test network

eI AR ELIPS s 35 £ JIEZS RPN

Journal of Software M3 4R Vol.26, No.7, July 2015

(192 168,155, Yl 7 5 0 i foto
80 (Web) Ubuntu9.04 80, 8080 CVE-2009-0360, CVE-2012-0956, CVE-2012-4551 | Server
110 (E-mail) Redhat 7.2 Linux 110,25 CVE-2011-5263, CVE-2012-4932, CVE-2013-0257 | Server
53 (DNS) Redhat 7.2 Linux 53 CVE-2012-4334, CVE-2012-3517 Server
50 (DataBase) Ubuntu9.04 3306, 1521 CVE-201 (2:3]%32280 IC?,V(% 12?,1 (2:\%5250 g\_ﬁfg” -0880, | Server
10 (Nmap, OpenVAS) Ubuntu9.04 21, 80, 139,3306 | CVE-2012-4201, CVE-2012-4195, CVE-2013-0747 | Host
21, 80, 135,139, | CVE-2010-5173, CVE-2012-2287, CVE-2012-2530,
9 (Victim) Windows XP 443,445,1027, | CVE-2012-4774, CVE-2012-2529, CVE-2013-1265 | |
1110, 3306, 8009, | CVE-2013-1272, CVE-2013-0648, CVE-2013-2552,
8080, 19780 CVE-2013-1313
Table 4 Asset in test network
x4 PIEHEERTE R
g A g M
Ve gy Y 4T P Mkl 0 R oo ‘}j;jf e
NET 01 T B R 192.168.158.1 W 446 ¥ 1 4 5 4.06
NET 02 NAZ A 52 % 192.168.158.40 | #4i 4% 1 3 4 3.12
NET 03 Web JIlt 5 #5 192.168.158.80 | M 4% JIR%% 2 3 4 3.22
NET_04 E-mail JR45%% | 192.168.158.110 | M%K% 2 3 4 3.22
NET_05 DNS % 4% 192.168.158.53 | M4 45 2 3 4 3.22
NET 06 | Database J1554% | 192.168.158.50 | 77fif % 2 1 4 2.87
NET 07 | MI%{5E RER | 192.168.158.10 | W& # 1 2 4 2.87
NET_08 Bk FHL 192.168.158.5 | EHL% 1 1 1 1.00
NET 09 ZHEEH 192.168.158.9 | FHL ¥+ 1 1 1 1.00

S P4 SRAE M 2013 4E 3 1 18 [ 13:30~3 [ 22 [ 13:30 (RBE A b I B S0 Bl Y0 N B8 A
o A FAVT A 1) B . L v BSER oh £ T A 5 R

X-Scanner,ISS XtF M 192.168.158.0/24 447 SYN #14. FIN FI4 A1 UDP $144;

Victim192.168.158.9 &l SYN flood B .
TR 3T LR Mt 5 P A1) IDS 4R H 8 DL I 2% (1) R385 R 8 7= 0 6L, R FH AR SCHR | 1R B9 43 A
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Table 5 DRR of alert verification algorithm
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Table 6 ECV of network threat assessment algorithm
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Fig.5 Trend of network threat value
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Fig.6 Topology of Honeynet collect hacking data
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Table 7 Information of critical device and asset in Honeynet
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Fig.7 Trend of network threat value
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