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Abstract:  Steganography payload is one of the four key performance indicators for information hiding. Previous research on
information hiding has mainly focused on the other three performance indicators, namely, the robustness, transparency and computational
complexity, with very few work being carried out regarding to the steganography payload. This research aims to effectively improve the
theoretical system of information hiding. According to the JPEG2000 compression standard and the human eye sensitivity of changing
wavelet coefficients, along with the aid of distortion cost function, the study discriminates the wavelet coefficients’ carrying capacity of
secret information: The smaller the distortion cost function value, the stronger the wavelet coefficients’ carrying capacity. Conversely, the
larger distortion cost function value, the weaker the wavelet coefficients’ carrying capacity. When the distortion cost function value is

greater than one, the coefficient will not have enough capacity to carry information, i.e., wet coefficients. By means of the maximum
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steganography payload experiments along with the bit full embedding, over bits embedding and wet embedding experiments, the
effectiveness of the proposed estimation method in this work is verified.

Key words: information hiding; steganographic payload; distortion cost function; human visual system (HVS); JPEG2000 compression
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Fig.2 Two-Level dyadic wavelet decomposition of the image “Lena”
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Fig.4 Sketch of the decomposition of an image in two resolution levels through the DWT
4 DWT K& g/ i

Sfr ELJPEG2000 238 i H A 2 2 BORS i e 45 3 110,38 172 3 Fl s 4 1% Dt (case 1~case 3) K5 4>l ) B

© HEBEERAET hipd/ www, jos. org. cn



1611

[

BRE F 3 F MPUL AR ¢4 JPEG2000 B4 % K85 %

Wb K B, B R S H g e MR G e oA, E 0 0 K R AR 1. 800 KOBOR EG 1) R 4 R
WU IR Case 3 IR 4A % 5 T Case 2,Case 2 [ K45 % 5T Case 1.
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23§ — 1 BT T4 8 — IR TPEG2000 A% 201K BG, ZEAE SN 7 RN RO R {5 B R RS
P % 2 BCAS AT G K s A TR B AT AT LAAR 75 S M 55 TPEG2000 A 1 /N il 3 e K B 5 7 e LA 4
SOL B

Step 1. HIHA B KIS 2B Py, =0, 524 5E 1) JPEG R 10 /N 17 &2 5%,

Step 2. AR (10)~A K (13)THE B A+ REWIG R =4 DK INA(u,v);

Step 3. BHUIZ JPEG2000 G 1 S SCAF A /N3l 1) 54k 2 B u( 11 bits) Bl &(Sbits), FRAR i 23 20 (8) TH 5

AT R IR D KA,
Step 4. H1A N (14) 5 K EAUN B £ op(u,v);
Step 5. 3 [ BT 250 W0 R oy (u,v) = 102085 1% 22 b 75 0 1 2 5, Bk i 45 0, ph 2 5 (16) AT 20, e K 2%

BN
Pa,, +1, if (1/3< p,(u,v) <1)
Pa, +2,if(1/7< V) <1/3
Pa = Pa(p)=|" tmx T2 ( ACRY; ) (18)
Pa, +3,if (1/15< p,(u,v) <1/7)
Step 6. 453,

6 FEXW

N T SRR AIEAE MPUT BN B (5 B K 5 A i v S50 R AT 2800, AR SO T 4 R LA S
6.1 REREXHUER

TAAET 200 18 &%, LR A R E T 100 TREIPEG #& =A%, AT A — e iK% 100 8.
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F Photoshop CS5 &I 4 B4 A1 AL 1 K /N Sk 256256, 4R Case 1 H. K JE 1 JPEG2000 B4, 1% 46 & 1%
TP R 40 TR R R, A A B (L K AW B AN A R A 1 R B s A
P X Lena,Cameraman,Fishing Boats,Dogs Fll Towers 1X 5 £ 8L BEA% 55 in w5 Fi 5 4ii:Case 2 Fll Case 3.4 6
it g — 262 g R 3% 8 Case 1 HE45 )5 75 21 (¥) JPEG2000 145

Lena Cameraman

Dogs Towers

Fig.6 JPEG2000 sample images of compression Case 1
K6 Case 1 Hifiilt) JPEG2000 A € 15

ASCRHH 5.2 R KRS A RO B IX L R EAT T Matlab g vF 5,25 2046 2 (3= 45 1 I
FERALD A BRI N BT 0%, IR (1 S5 I S A D KE i AN K R Case 1 Z24LF] Case 2,7 4214
F Case 3,34 1t B AL D ARt 1A, M A R 50D 9 3t 38 K, 208 7 e gl Ay b sl i 3 2 W] LA A
S 45 R BEAR X AT A 15, FRATTAT AT B IS5 18 /E MPUT 2 I BE RS 1297 B A i i IR 2
fE o P o i 2 LR 2R T i s

Table 2 Maximum steganographic payload for these sample images of three compression cases

R2 3 MM IR BB B KRS R

Image Compression case Maximum payload (bits)
Case 1 87 497
Lena Case 2 47 232
Case 3 19017
Case 1 77777
Cameraman Case 2 46 014
Case 3 21821
Case 1 100 267
Fishing boats Case 2 55856
Case 3 22 848
Case 1 123 312
Dogs Case 2 75 890
Case 3 37877
Case 1 45553
Towers Case 2 25712

Case 3 9791

6.2 REREMEFZHAHIE
N T VAL AR SRR 1R die KBRS 2 0 i SR 2 A5 AT R B ATT 23 BEAT L IR AN« LA HR A AR IR A IX 3 Fp
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ele

125 0 1 S5
6.2.1 ALK AKITEHOY

EX 1. 73 JPEG2000 A KT REEEN Cu, BN T REOTREARB m A7,m=1,2,.. . .N I REEAT R EL
(19 AT S 10 N 5 0 DR S R IR N A B 3 TR N

AR AR N ot A A SR H TN B 1 BT A 3 1 BB K B S A e O T O B JPEG2000 K54
B KB s 5 & 4738 ff R MPUT AL B35 K G 55 0 B Al B 5 02 1A A 2k AR A 28 2K (16) R L 3 i A\ 7 76124
HEAT“REIR N,

Pl G5 k[ P IR — MR 2 o L VP . B R 28 B 5 5 2 1 R A AR, 1 B S e W U e R VT 1 e P45
B T R A R SR ] PSNR R JE e AR SO B 6 T (R R A UG BEAT Ol N 38 5 A K I S5 45 07 T
(R 0N DA TEAT F ARSI VT 4 MR A0 56 3.1.2 79 1R VP 3 0 ), b AT G0 e 0 L = 94 P45 5 4 22 P o
S5 VP A0 B AR 5 45 I8 A sR(6) T H VI 0 45 A48 RV R 24 3R (7) MR AT W 1 47 Wk L T 4, 73 21 el 4%
T W PR B, H AR PP A R LK 3.

Table 3 Perceptual rate scores of images and peak signal to noise ratio

=3 BEMGRE S AR L

s>

Image Compression case PSNR (dB) Rates (R)
Case 1 40.154 934 555943 2 1.6
Lena Case 2 41.674 180 035 755 8 1.8
Case 3 48.868 500 819 534 8 2.0
Case 1 39.746 620 341 226 3 1.4
Cameraman Case 2 38.502 246 716 830 3 1.25
Case 3 40.791 174 132 539 3 1.8
Case 1 39.215133 3451745 1.8
Fishing boats Case 2 40.057 850 994 908 9 1.8
Case 3 46.574 514 523 8877 2.0
Case 1 37.080 379947 475 6 1.6
Dogs Case 2 37.121 268 902 616 0 1.6
Case 3 41.719 214 861 020 4 2.0
Case 1 43.388 411 481 840 8 2.0
Towers Case 2 44.805 429 724 377 7 2.0
Case 3 49.884 561 354 333 7 2.0

AR 2 MIER 3 W LLE AR WA AR EHE 46 5 10 UG AE RN TR 15 S0 ik A\ BB, PSR 5/
fi%. 40 Dogs B, SL&k 2 fig ) B ok, Bl ik N J5 1) PSNR {8 55 Towers BHE R 816 ) 5 59,110 PSNR 8 5 = %) i
PSNR 5 I8 0538, AR UL, PSNR B R 51, B 5 D0 gt AN 25 50 e 8 i, 5 I — T 1 LG 491 00 3R (X P G RS 2
it 480, Ll ¢ Lena B% 5 Dogs K14, Lena B4 /) PSNR 38 KT Dogs [¥] PSNR, T Dogs & %143 {H # L Lena
L XU T AN TR P 2 DT G AN A7 AR X I A G &R

AR SO X B G 2 H ) 200 1 TPEG2000 {5 (Case 1 FE 46 5 00)BEAT 736 1k A\ 3+ 2 SATEAY 13 2B 7 s
i) PSNR 1.

[l 7 thi K PSNR {294 50.26dB, 5 /MY PSNR {HZ1 2k 37.01dB, 44K 2 5 41 PSNR {E#5 =T 39dB,
2 B B ) o S A A A

3 7 R TEIRE A N 7 30T, S0 B R RS P el U B, 7E MPUT £ I B Y 1 24 48 SC 2
Hi 1) JPEG2000 Bl 5 fs K e 5 25 =l 57 V5 = A 300,
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48 ‘H

M\“ \ \“w | \ Mm& M

\H ‘MU ‘M‘H V \"“”“\

PSNR (dB)
N
[\S]

H
H u ‘h

M \m v I
il

0 40 80 120 160 200
Images

Fig.7 Under Case 1 compression, the 200 images PSNR value after bit full embedding
K7 1E Case | H4its 08,200 1 B4R 2847l ik A\ (¥) PSNR i

6.2.2  BEAZHR A IVEAN
EMX 2. W REAEAL I IR IR B A s — IR 1 A5 B BIET REC AR m+1 17 b %5 £,
TR X T ik N 7 3 Rt A7 g N
FH T — 19 70 2801, (57 86 ik N 2 e A A ST LB (100 B0 7 ¥ 49 21 19 G e )R 3 i SR I — 20 P A R — R
N2 A 5 TR A5 o 7 A Al e, ) 3 P AR S S ) A SR VR AN ME AR R T 1 — D IO IR AR SO A R
P BRATHEAT T <RI A7 i AN DT B3 WL PT AN SE 06 SR 56 45 J an 18] 8 A 9 Bioi.
38
36 ‘
34 | \ | ‘
32 W [ R—
300 Mk TR L) U Y
28“‘\“3“‘ 11 i
26

PSNR (dB)

0 40 80 120 160 200

Images
Fig.8 Under Case 1 compression, the 200 images PSNR value after exceeding bit embedding
K8 1k Case I [R4iti 0L T,200 i AR 483 A7 Hk N 5 ) PSNR A

Fishing boats

$
*-‘ 53
- .-

Towers

Fig.9 Sample images after exceeding bit embedding (Case 1)
Ko et fiik A Ja IREA B & (Case 1)
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8 7 200 i JPEG2000 K & (Case )& i A7 1k N J5 73 2 (1) PSNR. 55 K If) PSNR {E 24 36.04dB, 35 /)M PSNR
49 27.64dB, K £ HE 5 ¥ PSNR #4 H 1E 30dB Btix AR BH 2, e AT 11 PSNR E LEAL i i A LI 22785 22 .30dB
Fe AT 1 G L B LT 28 R A SR .

Kl 9 2 5 et il B g it ik AN 5 75 2010 EHG T FREL 6 AL 9,3 oA vl Js i vk 2 Al i B B AR 13K
TERLIAR NN B RE ST R R SRR 1 A7, JL SR A0 4R 2 T LA AT IR 52 0 11
6.2.3 IRARAMEAN

FEX 3. % JPEG2000 H AT IR R EEEA Croop WHRAERAMB R BRI 1 A B, AKX PP A 7
EAW S RT3l AN

JPEG2000 Bl RS A w25 T R RN, T 5B R 80l A EANM KB LT RT 1R
AR R BN RBOR T LI SGZ R BN REG W, e SO+ R B E R X R X 4 i R B G
AR SO B G R 1K) 200 18 Case 1 FEZE T JPEG200 EHR AT TV A P 5236 KR N J7 ¥ B e 3 3 45 HE.

SO 2R L E 10 FE 11 TR,

50 100 150 200

Images

40
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Fig.10 Under Case 1 compression, the 200 images PSNR value after wet embedding
B 10 7E Case 1 FRZHE UL T ,200 i P % 28 59 15 A (€) PSNR i

’.,;“M\‘ i

Lena Fishing boats

|
:

[

Dogs Towers

Fig.11 Sample images after wet embedding (Case 1)
K11 @ik NG A K E (Case 1)

10 Hi K PSNR 14 39.27dB, 5% /N PSNR 4 25.59dB, K £ % K14 (] PSNR #B34E F 78 33dB Fitir . fR
W B, E AT PSNR AR EE A7 i 1 N8 O i B /N5 22 T Bl <o 467 % N7 B8R 24 4% 33dB 2245 1 PG e ek A LT
AR HE AR ANl BE SR A ST W R B e S R TR 2 BRI
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112 5 M2 il R L Wk AN J5 19 2 B 5 P 6 RTP 9 e Ase, ok A mr R e L ms /N T 181 9,15 2k

A ] SN A WA .
7B &

JPEG2000 P15 75 K BLAN AT R 2 SR A F TR i B g K Ay ) 2 £ JE I 9 387 e 3 J X R 1 10t

T R AN TR RN S8 A7 ) ML UE B 1 42 A S5 0 i A R

FEAT 20 4 HL A5 BB BAR FIEIT C G TS RIED, JF HAE BT /K BRI 5 0 A5 25 1 22 s b 45 21
J 2 N AR SR BN 5 R SR 2 AR BTN 53 AR 2D 0 P 8 1) e K R B e ) EAT BT
M S 55 T, AT 2 A7 A PR A R AR AT 9 — Fof 2 3 1 HE S 5 (1) DSL 4% A A, — P 2k T
B KEDE PLS Pl A8 23 Py o g e A 205 P AR PR B 5 T 3R T T LA BRI N S 0 T 4 R

AL LA JPEG2000 MRS, HVS JE DL A /NE R INQS, (&) TRk BARY B £ 32 1 T 7E IR Fr
MPUI # 58 R JPEG2000 K% de KBS A 2 A5 5kl 1 3 Pl 4 1 D0 T 255 205 5 5050 LA RN |

R4 AR T TRATHRE A A S5 02 A R SCRR BT B 4 AR 9, T AV 0 0 DA L A
1) RS2 5 5 58 T 11 ) SCRR (A SCHiR [4,5) 55 ) A5 6 B et 52 bl — P A% BEAR AL, Bt X AN [ B2 24
A5 H AN [] £ 78 i 2R X (R T SR ) il S 40, 08 L A i 0 e A0 11 B A B 2 B i o OGRS 21 PEL i Fig
AL AR T TR RSB  FAT T L A0 B0 B A P A A Al o D 0 S S TR
2)  SCHER[7)4&H T3 T DCT 3 2 A B s A i Al 5507 ik, AE L Ul 17— S S0 ke i ) P 45 S 2% FEE )

[}

KR (R W T AT A B R AR R AL O,

3)  SCHR[13]ER T 2R Sl R B S A R A0 B 5 vk, I S 30 K L 0 2 1R A 280 R AN T R
(S %N
4)  SCHER[15,16]M 45 & Rl BRI B 5 J5 ik #¢ th T7E DLS B PLS £l A T B4 Al R BR (R e X
TG T 58 MR N O 1, A BT B 5 5 B VAL 1R
5) 5 Al R SCHRAE B, A SCAR YR JPEG2000 5 1H P 4 DR B T B AR RO iR R LT
JPEG2000 4 (15 K5 45 A% B 07325, JT 0 R S0 Wl DA B FE 2 PP AN A 2R E S T AT R il
T AR
Table 4 Summarization for previous works and our proposed method

R4 ORI RSOk L AL

Works Stego-Field The number of factors Constraints Payload estimated method
1
Ref.[4] Time-Frequency domain 2 Imperceptible C= max[ilog(l +8(4;D, ,DZ,O'SZ )j
Ref.[5] Time-Frequency domain 2 Imperceptible C=n" Q(?%,K)(A%%E)J(Q’A))
Ref.[7] DCT domain 1 Secure steg-anography Unreported
Ref.[8] Time-Freque-Ncy domain 2 Minimum error rate C= Elog 1+ D
2
Ref.[13] Spatial domain 4 Imperceptible C=Re(size,S,Rgh,ds)
C(m) ={ze{0,1}" | H(z) = m}
Refs.[15]/[16] Spatial/DCT domain Special embedding DLS/PLS R
m=." h(p,)
This paper DWT domain 1 MPUI Pa.x=Pa(p)
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