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Abstract: The virtual network provider (VNP) cannot diagnose all service faults of virtual networks, because the
substrate network is transparent for VNP within the network virtualization environment. To solve this problem, the
paper presents a service fault propagation model based on mapping relationships. In terms of the large fault set, the
large symptom set, and noisy and dynamic environments, which result in the higher false positive rate and the
longer running time of existing fault diagnosis algorithms, a service fault diagnosis algorithm based on inherent
correlation among symptoms (SFDolC), is proposed. Simulation results show that algorithm SFDoIC can solve the
difficult problems in fault diagnosis that are caused by the transparency of the substrate network for VNP,
effectively reducing the false positive rate and decreasing running time.
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Fig.2 Service fault propagation model of virtual network
P2 R0 1 il 55 i e A R AL 7Y

HT T I W 26 PR AN R 7 ) 1 VNP AN I A A R 22 e 6 (1 21 6 5 8 WOE 4 A R AL L1 10 Sl 6 e P B 3 A
FE T LA VNP ANBESE 7 T A A 55 #0621 VNP AN BE 2 A7 I I, 7 0K L T PR AN BE 12 T A Ml 55 e ek A
R A IR 8 SR 2 W 4%, 1 SNP JEAT #it R i2 1T SNP F 3 VNP b S PR i 55 S A5 20 i A 4l 2 0 194 7 JE 22 144
25 LIRS 50 2R 4R B AR 31 T AR 55 PR JER T2 71 RN R J2 R I B AL A 3 4R R R R, A T DR RN R B B
DEUR WS P A L

(1) R A AU SR A AR Z T R B (B 1 P ag AR A TR,

(2)  BEBR RIS 4% AU R B AN A 45 R BRI (P 1 ag-by BRI 75 A-B BRI L), B BT AE

2 5 IR e L (B 1 1 ag-cy BT E A-B,B-C P45k L),

UISCHR[4,5] 70 BT, K 00 0 WS 281 U J2 I 246 I [ — A R B I 10 AN [ 3 AN BE e S 380 1] — AN =19 B
RS A i JROX A2 3 BEAT WU £ LTI RS 415 K2 400 000 R J 109 6% (1 W S G R, 100 6% o POLA PR 58 T 1) IR 45 it £
R A 3 R,

3 rP A T R AUk R IR L R ) R 55 WA R R, R 2 R T R U B R R
DR B RIS Dy 7 REAT SR 2 W, A BRI 3 EAT A TR, A pl T T e S W R 55 e e A R AL TR AE AL TR
I, S SO R DA D 5 U505 BSURE IR 10 2% R T A 8 2 7 A0 11U 2 X % A9 ) 3 e )™ g 2 D) 4%
PR g 0.7 AT, §™ I A Z IR PR A 0.7 A TRT I 1) 14 J22 AR 45 Mg i 1 B ASE AL A 8] 4 s,

TEINIEL 4 ] LA HY i 55 A28 1) Wil SR ARE IR 4R A1 K, BE NS 3 SO Wb i2 W S W MR e By I
(] 5220 B I vy DAy 1 R R A A TR L, A SCHR Al K 3 T R A AT 56 P AR R 90 R I 55 W 2 T B ik

© PEBEBSAITT  hip:/ www. jos. org. cn



2776 Journal of Software k3% \Vol.23, No.10, October 2012

SFDOIC, [ X iX — H ik AT VRN iR

Fig.3 Service fault propagation model based on mapping relationship
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Fig.4  Simplified service fault propagation model
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Fig.5 Example of selecting fault set method
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Fig.6 Effect of y value on performance of the algorithm
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Fig.7 Effect of network size on performance of the algorithm
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