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Abstract: The efficiency evaluation of information system’s security measures is important to improve the
information system security. Conventional evaluation methods did not consider the interactivity and inter-influence
of the business dataflow, attack flow, and security measures factors when evaluating system’s security measures.
Thus, they can not ensure the effectiveness of the evaluation process and results. An efficiency evaluating approach
for information system’s security measures under the given vulnerability set is presented in this paper. It employs
colored Petri-Net tools to uniform modeling and simulates the interaction among the system’s workflow, attack flow,
and security measures. Based on this modeling method, the paper proposes an inter-nodes vulnerabilities exploiting
graph generation algorithm and improves Dijkstra algorithm to identify shortest-attack-paths, which can cause
damage to the information system’s security attributes. Next, it constructs a hierarchical model to evaluate the
effectiveness of the security measures and employs a gray multiple attributes decision-making algorithm to choose
the best effectiveness-improving alternatives. By using this approach, the dependency on evaluators’ subjectivity in
the process of the evaluation of information system’s security measures can be alleviated. Also, it helps to ensure
the consistency and traceability of the evaluation results. Finally, a practical Web business system is taken as a case
study to validate the correctness and effectiveness of the evaluation model.
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Fig.1 Efficiency evaluation framework for the information system’s security measures
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Fig.2 A CPN model for a basic end-entity without a vulnerability and an extended CPN model

for an end-entity with vulnerabilities
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3 RERBYATEHEZ

3.1 TmiEREss R A EEMEE

HE T fil 5 )22 BT SuccessExploitList( fif FX SEL) ic =% f 77 20 45 S, 45 7% i 1) Jifs 59 26 A T B A R B ik
(ExploitGraphGenerate, fii ¥ EGG).EGG Wi Wi 4 o3 LATE LA G b AR5 6 il Bk & Wl IR 19
2SS FE MBI A V .28 2 4T~ 17 47 AR 4R SEL filt & 4 BT vh A 8 160 G 58 1k 1 2 A0 PR 30 10 81 38 g 3 4%
(i) Ji 55 PE A T 1 G rh B 4 A 0 1 IR A e 59 PR R T Sl A R AT Bl 70 s 5 5 AT~ 58 7 AT QI ¥ T sv; B 8
AT7~% 10 AT U ACY A dv; 58 11 4T 36T 75 95 5 sv K TY A& dv /38T 32 e, 31 A(vid, prydr iR 132 e;36 12 47
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Input: SEL, the given array of successful vulnerability exploits recorded by place SEL of
the CPN simulation model; hh, the initial attacker node from where attack begins;

Output: G, an inter-nodes vulnerabilities exploiting graph constructed from result of
the CPN simulation model.

Steps

1. V=@, E=®, A=®, G=(V,E,A), ss=(hh,2), AddVertice(G,ss), V=V+{ss};
2. for each a in SEL

3. begin

4. (st,dt,spr,dpr,vid,pr,rr)=a;

5. Sv=(st,spr);

6. if (not (sveV))

7. AddVertice(G,sv); V=V+{sv}

8. dv=(dt,rr);

9. if (not (dveV)))

10. AddVertice(G,dv), V=V+{dv};

11. e;=(sv,dv,vid,pr), AddEdge(G,e;); LabelEdge(es,vid,pr); E=E+{e;};
12. if (spr==1)

13. tv=(st,2);

14. if (not (tveV))

15. AddVertice(G,tv), V=V+{tv};

16. e,=(tv,dv,vid,pr), AddEdge(G,e,), LabelEdge(e,,vid,pr), E=E+{e,};
17. end

18.  return G;

Fig.4 Description for the algorithm EGG
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i ¥
2) (v W) TR d R M B AR R I I 3 5 S IE R B A T I o L A AR R 4 1 (v, W) 22 ) T
IR BRI 3L es.

Rt D B 1 BITIRIK) G IR AT AL 35 1 O A2 5 i de 26 SRR A BSCE W0 40 40 0 B0 1 b 9 s ) i R B o B A2

Input: G, an inter-nodes vulnerabilities exploiting graph constructed from result of the CPN
simulation model; hh, the initial attack node; O, the given set of nodes from G;
Output: G , the reduced inter-nodes vulnerabilities exploiting graph which only comprises
shortest paths from initial node to each nodes in O.

Steps

1.  for each sorted-binary (v,w) in G
2. {ei}=GetEquiventEdges(v,w);
3. if (size of {e;}>1)

4.

j=argmax{e}
&.pr
for each e in {ej}
if (e=ej) RemoveEdge(G,e);

5
6.
7. SPSet=q;
8 foreachoin O
9

. shortestpath=Dijkstra(G,ss,0);
10. SPSet=SPSet+{shortestpath};
11. V=@, E=®, A=, G =(V,E,A), ss=(hh,2), AddVertice(G ,ss);
12. for each sp in SPSet
13. DrawPath( G ,sp);

14. return é;

Fig.5 Description for the algorithm the shortest-attack-paths analysis
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Fig.6 Hierarchical evaluation model of a security measures
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M2 F1 Hy ¥ DNS 344 )1145;2) DMZ X (1] Hy oV v il Ha 11f) Sendmail Jiik 25 A9 M H, 11 MYSQL %
3) K1k Hy Rl Ha B 07 ) P 19 b R 45 B ML Hs;4) Hs Fo /P FLH VT 0] DMZ 1) Hp F1 Hg A P W0 1) H . 85 1 H 28 3
Y D G 59 M1 R LR 2.

WAL Web M 45 28 G8 BEAT H0H it o0 T R 45 S 4 23 BT, 19 BT AT AT g Rl 55 R G0 4 i Mk 1 O 5
F B AR Web Mk 45 R 4820 4Bk 40 1 5 Web Mk 45 R 4520 4 a8 A 0 B S B AR 4 4 PrrivSet 4351
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BRI
PrivSetc={[Hs,1],[H4,2].[Hs,2]};PrivSet;={[H.,2],[Hs,2],[H4,2].[Hs,2]};PrivSeta={[H.,1],[Hs,2],[H4,2]}-
PrivSetc 4438 W, UL eh 25 3R I Ha 09538 1 BCRR « Hy (08 20T /- AU BR 5% He 88 44 11 7 BCRR o (1 —F,
WIRAT T R VPAl AR G AR DML S5 ML VI B IR e 00 A0, W] AN PrivSet; AT PrivSet, ¥ S T TR B &
BLBEFN 22 4> ELSR AN [ PrivSete 524 4 70 3O BN P VEA5 3R Gl 85 1 1) 56 ) 78 52 AN [R) BRL b AR R 48 %2
TR BT A 3.3 4 I A E S 2 R PPN R, Dy % 0 3R R A TR R, 759 B 5% i A R 1] 04 (0.3,0.5,
0.2).[F1H PrivSet, 1 PrivSet, 452 i 5 WAL T [ 4 40 1 74 (0.3,0.3,0,3,0.1) A1(0.4,0.2,0.4).

Windows XP

MYSQL 5.1 Internal

Linux
Sendmail 8.12
BIND 8.12
OpenSSHD

Windows 2000
11S5.0 .

Fig.7 Topology of the Web system
K7 Web R HHE

Table 2 Information of software configuration and vulnerabilities on the end entities in the Web system
F 2 Web FG0NY F 2 o ARG & 2 99 PR AR R
: b CVE %5 MESSPERIH 20k | MESSTERIA FH
H A
i ke kb (05 ) (ypesordpn) | SR | b
Ho I B TH 7 7 B 0
Hy ERCRE B Ip A AF 7x 7 7 0
Ha DMZ 11S 5.0(HTTP) CVE-2002-0364(1) (remote,1,0) 2 0.70
BINDS8.x (DNS) CVE-2001-0010(2) (remote,1,0) 1 0.60
Hs DMZ Sendmail (Mail)
OpenSSHD(SSH) CVE-2002-1337(5) (remote, 1,0) 1 0.7
H g OpenSSHD(SSH) CVE-2002-0004(4) (local,1,1) 2 08
4 MySQL 5.0.18 (SQL) CVE-2006-1518(7) (remote,1,0) 1 0.7
CVE-2002-0193(6) (remote,2,0) 1 0.3
Hs Y CI)Eut6Io%I(<|{II\—/I-Ie—1I|JI)) CVE-2003-0352(8) (remote,1.0) 2 0.6
CVE2010-0816(3) (remote,2,0) 2 0.2

IS A SO 2 g ) Mok 2 e ) @ A 1 Ik Web FR G810 MU fik ) A TR AR R g b i A4

R B LR G 3R LS B RGN B (LS 2.0 ) Bl S (BE AR 2.2 1) B AE F IR AR i
(L5 27 ) 250 2 1 40 A PR 28 o A I AP 38 S22 A 1 ) 4 ) I P 288 3t 1 1 T AR R 05 22 4 1 4% sl A
it T RO s S % i M 5 A SR 45 B A SR X AR I 2 T IR AR, M 75 380 B & IR B o i ) A AT AR,
W 8 FroR, B AT Host0 FIF I 2(b) o AP e 2oty CPN A8 28 S I o} B il 2 i 4 1) 32 LA A8 5 AR 5
Host1,Host2,Host3,Host4 FlI Host5 7 H I 2(b)r A9 J &t CPN BRI 43 5 S BLAT M 45 ZR 48 Hy, Hy, Ha, Hy FI
Hs =ML %35 (1) 2480 5 48T Internet,EdgeRouter,DMZ F1 PrivateNetwork 1 F SC#k[5]7 (173845 7 CPN A
I3 RPN IR . FEAS Web REEIA T, DMZ R Py B W9 245 1K @485, B 4083 TFL A Trd ) I SCRR (5] 1 % 46t
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CPN # B4 5l 58 VPN S 5 1IN fif 25 o fitg B A5 3T EFWL,EFW2 1 FW3 I SCHER[S]9 93 3 CPN AR Bk 4y
ISP T K3 . DMZ 5 K 385 P A 577 K 358 P Sl A, K i 2 4 SRS 3 S T 8 A 2 3 3 o )

I Gy
MESSAGE ME

ost0]] MESSAGE
HostWithVuls

Private

Network BSSAGE
Channel 4 MESSAGE
@ MESSAGE  [HostWithVuls
AGE ~ MESSAGE  HOSTNAME

HOSTNAME AME
i i MESSAGE i ’_-j
@ jo HostWithVuls
MESSAGE T'hostd
[ omz] Host3

w3
IDSNAME IDS
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MESSAGE MESSAGE | |DSUnit | MESSAGE
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[o}
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Fig.8 Attacker capability analysis CPN model for the Web system
K8 Web F&¢H) Mk # fig J) o Hr iy

FIFH CPN T H 3045 g 3 i % ik 7 40 WS AR 07 B3k B AR A PR D 4 R 4 B4 RS A R T

AttackerCapabilities 1 ic s 1 Srati 5 i 55 1 ) 5 76 25 I HY 2 sty b g 2 P SRIBCH) T P AR 28031, 34 Mark {8 R
Mark(AttackerCapabilities)=1'(H,,2)++1'(H3,2)++1'(H4,2)++1'(Hs,2).

¥ % T AttackerCapabilities 143 5] 55 PrivSetc, PrivSet, Fl PrivSeta sk 22 4, IR B 4% PFA% 28 41 s £ Jg o 45 5]
W 4.

e AttackerCapabilities~PrivSetc={[H3,1]".[Hz.2],[Hs,2]}

o AttackerCapabilitiesnPrivSet,={[H>,2],[H3,2],[H4,2],[Hs,2]}

e AttackerCapabilities~PrivSeta={[H,,1]".[H3.2].[H4,2]}

AttackerCapabilities &5 PrivSetc (138 42 45 6 W, Ik Web 28 45 181 Ifs 95 AN 1) BE IR ML 25 P 1) i iy, R B ks 2 ]
ARV Hy %38 I P ABR B H, 8B F BUR. [ #E, M AttackerCapabilities 4355 PrivSet, il PrivSet, [38 4
g AT AN Web ZR 40 G A IR 58 B VR BB AT 4 A, BBk 38 7T LR 3RTS Ha Ha, Ha Hs ERB 2R P BCRR
W] PR B 3 A B B0 38 AT BE ARV 3R A Hy 5 P AR . Ha B Hy b g RCBR.

It Web F 48 (1 B0t 45 68 0 0 B A B 0 AT 45 5 Rl J2 I SuccessExploitList ] Token b

1'[(Ho,H2,1,0,1,70,2),(He,H5,1,0,2,60,2),(H»,H3,1,0,2,60,2),(H,,Hs,1,0,5,70,2),(H,,Hs,2,0,6,30,1),(H3,H3,1,0,5,70,2),
(H2,Hy4,1,0,7,70,1),(Hs,Hs,2,0,3,20,2),(Hs,H4,1,0,7,70,1),(Hg,Ha,1,1,4,80,2),(Ha,Hs, 1,0,2,60,2),(Hs,H,,1,0,1,70,2),
(H4,H3,1,0,5,7 0,1),(Hs,H,,1,0,1,70,2),(Hs,H3,1,0,2,60,2),(Hs,H3,1,0,5,70,2),(H4,H,,1,0,1,70,2)].

T 35 3.1 T &5t IR 75 A5 T e 59 R FH T A e B A A T A T I 59 1k AR L ] 9 () i R AR 3.2 Y
F1h e L A ok A V) B0 0F T 9 (@)t FR S ) G 55 e AR D PT AT Ak B, 45 38 P 9 () T 73 FR TRT A S 1R 05 e ) G 55
PR LB 9(b)n] LAE A2 T Ho M F v B 28R Hy b IS RG34 500 1 (g2 b X I 1, 3545
Ha I G 9 F P AL SR 5 B Ho O B DA, R R Hy B4 508 7 HONGSS PR AR Bl H P AR TR Ha 9 5
N A TR A HUSL SR TG 59 14 SRR Hy (88 2% 1) 7 AU, AT 2R 455 Web 28 48 Hh 2080 7 0t B 1) 56 4 45 o1 DA R 42
24 J A AR AR B0t s A M T BB 28 5 S, v 55 B0 2 SRR i 28 A PR A X I PR i et ik e A ) AR T ey 22,
VAR R 3.
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(2,0.6), (5,0.7)

(1,0.7) (2,0.6), (5,0.7)

(a) 19 1] g 55 R A

(b) TRk S 075 0 i 55 1 D 1

Fig.9 An inter-nodes vulnerabilities exploiting graph and simplified inter-nodes vulnerabilities
B9 77 I e 55 AR FH TR R T A i 175 T i 59 1 ) Y

Table 3 Success probability for the shortest attacking path destroying security attributes of the Web system
F 3 IR Web FR G024 1t 114 55 4 B0 ks I A2 1l B %

T AR o B s AR o i B A2 A FH R ) %

[H2.2] (h0,h2,1) 0.7

[Hs,1] (h0,h2,1),(h2,h4,7),(h4,h3,5) 0.343
[Hs.2] (h0,h3,2) 0.6

[Ha1] (h0,h2,1),(h2,h4,7) 0.49
[Ha.2] (h0,h2,1),(h2,h4,7),(h4,h4,4) 0.392
[Hs,1] (h0,h2,1),(h2,h5,6) 0.21
[Hs,2] (h0,h3,2),(h3,h5,3) 0.12

LT 3.4 W H R L SN VEN JT A Web RSP 2 e i B We=0.2,W,=0.3,W,=0.5,
UESY
E=0.2x{0.3x(1-0.6)+0.5x(1-0.392)+0.2x(1-0.12)}+
0.3%{0.3x(1-0.7)+0.3x(1-0.6)+0.3x(1-0.392)+0.1x(1-0.12) }+
0.5x{0.4x(1-0.7)+0.2x(1-0.6)+0.4x(1-0.392)}=0.486.
IR E {EFR M, 1% Web RG22 A3 il 3t HC AR B ) 3R 0 0.486, 5 3IARE 1 2 [MIEAFAEIR K ZE 8.
DR e, A7 00 B O 2 R 00 2 A 445 e, LA R 0 e A SR ) SR T W e 4 i RO 4R T J5 i A PRl L) 54 Web &
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GESRHE LB MG 59 1 A B o TG LA A B MG 99 R R P R AR R A G 59 5 2) SR B K 5 48 42 4 Ve T i

U TR R i 42 A, DT A 1k T 2 T I M 2 AR A T e 9 P S M AR 4 4R T 3 MR T At it

RT3 7 58 DA SRR T SR B0 iAS o S AR RO 3 /e kb AR R A G oy S 48 8 R A R 512 it

FRAY SR AT A 128 S0 000, B AR 85K A 10,352 /18 DAy 0317 7 28 28 FHAE Ry 8 0 2 4 i it 288 R DA P 49 280 FH A1
Table 4  Security efficiency improving acts for the Web system and the valued decision properties

R4 Web REUL AT &AL 7 SR Sk 5 P T B 5 A

HIETTR LED! Ji% 2 H%E3 A
VAL JE P AN Ho IRESSPE 1 B4 Ha (M9 PE 2 B4 He a5 P 7 o
B A 6 4 5 4
SEAR A 7 5 6 5
O 0.813 0.514 0.639 0.813

KR 3.4 e IEET 2 8 vt SISt 7 R B 5000 A P BRI 22 4 15 O T U %2 ok,
AG32 4 v (R BB 40 Dy PR SRR
D=/0714 1 083
1 0.632 0.786
Hrp 3 MG JEMERE ) W=(0.2,0.2,0.6), W TH 5 & 25 B 7 RINERG 1FA 45 R R=WxD=(0.876,0.771,0.797).
M3 T I SEG VRO AT LA A LR AR T U7 5 D s A, BV A H, OGS 1 1 RO $R T 5 % 5Bk,
P 5845 0 B 55 1 A 5 B BAT 5 PP XSG UE T 2R T 2 M e SR IR AR 1 R e DL PR AR Ty I A vk

0.667 1 0.8 J

5 /v 5

CATERIT SEAE PP AL 28 48 2 A It O B 00F 70 A0 i A0 S B 07 3B AT 1747 28 09 20X (BT A7 A X 2 A 5 it 1)
SEBR I DL T AL B Z 0] 22 A i RO PP - SR Z AR EAE AT 20 o PPAS IR hoek DA A 51 320
20 (R ARSI 5 et S5 T A R BRSO R T i A G 55 IR T ) R G B 2 A i O VR A R R
SRR REIE VAR RARG R S TERr A AR S E T A B D RERL AR, T CPN A T HL ) AR Bl 5535t
AT AN T o AT S8 S, O SEBL = A ELAE AT SE WA 1K) 8 3 23 B, D VPA 2 4 i it A B 04 23 B i
SRR Y R TR] G 55 R P 4 A S S R e e A i A WU SRR R AT T M s o SR R e 0 P
e R (R TE S 5T A B LA R4 A3 8 o o DA A 4 U 8 50 PR M ) IS U BT T 2 A S e A
SRZ IR AR IFHE T AR G024 PR BT MR 1R 2% Bt 5 1 SRR 37 22 4 i 28O 2 R A 2 LS 1 5
SE AR G517 (0 75 15 VPN 22 At AR SC AR B I T 2 T Ak DR S I R 0 2 A 8 B T B AT SRk T
2, AT RO R G 22 A AR A SR SRR LA HAK Web MV 25 R ¢ 4 49158 ik 22 4 4 i 80H PR U Rk AT
SRAIE, S 56 45 R A WY, S0 (1 22 4 280 VP AS AR TT LUK b 5% 2R G v LA P B (1 22 4 i ot e 99 1R T 2
i B ROH AT A RCPPAlT I T DL T i 1 A ek N B S0 DR 36 AR ™ B ARORE, 7T R U DAl o R AR N PR Al
S5 IR — SO R E I, 2 9 % R I v G 42 42 B B4R i e

B U I JE SEWEIT TAR R A1) IR BT 3 8 7 20 s LA 22 e It S 4SS 1T P T 3 JRE Ak x5 s 2
HH 22 A T AT AR I [ TS (K SR R E ) PR 2) k20 R A 2 4 It A VP B rp 5 3 P BRI R A T
Al 45 R ST BRI T 53) B 28 48 22 A R AR ] B T s D8 77 S 1K) 308 446 T L, 0 o 8 o SR JeR A1k — 2D 4R e
HSCRF K B

BOSH SO RS NS AR SRR 1 D L
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