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Abstract:  Attribute-Based encryption (ABE) scheme takes attributes as the public key and associates the
ciphertext and user’s secret key with attributes, so that it can support expressive access control policies. This
dramatically reduces the cost of network bandwidth and sending node’s operation in fine-grained access control of
data sharing. Therefore, ABE has a broad prospect of application in the area of fine-grained access control. After
analyzing the basic ABE system and its two variants, Key-Policy ABE (KP-ABE) and Ciphertext-Policy ABE
(CP-ABE), this study elaborates the research problems relating to ABE systems, including access structure design
for CP-ABE, attribute key revocation, key abuse and multi-authorities ABE with an extensive comparison of their
functionality and performance. Finally, this study discusses the need-to-be solved problems and main research
directions in ABE.

Key words:  ABE; access control policy; revocation; key abuse; multi-authorities

# E: & TEMHE A% (attribute-based encryption, & #& ABE)WUHI VA B 1 240 F5 58 X An ] P #6405 Bt KK,
695 R MR T F ) 1) R AT R M AR T BB 4R 3 s E 37 Rl AR 4 R 6 R & S AR K iR 4 SR A
4. B s ABE £ MK L35 Pl Az Rl AR A 7 e A BT A AR ABE AUR A AAY YR B - Rk
ABE(KP-ABE)#n % - K % ABE(CP-ABE)#ATRNA A . 247/ 4H% ABE F #) CP-ABE AUl 17 4 # 491% 3t
B BAAAE . ABE $9FAAMA . S RANM A S FEHEAT T RAR T R 2 o047 5 1 T IUH BH R TAE 69 o
B AT R G 1T T ABE A RE st —F BH5 6 Pl A L2550 7 6.

KHEIR:  ABE; 37 P42 5 Rk AR, B MR S A

REEDES: TP393 XHEKARIRED: A

W7 ELEBR 19 0 3 A =X T SRR 10 R 7 43 A T FRD - S5 PR 35 mh B AT s S 5 R A B 5 SRR B 2
YSAR P T7 5 L R R AT R PRV i) 7 T SR DA T 42 o Ui 10 3 Y L A 7 AR S R (R A R R AR E
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A BRI A R ASE 43 A7 X8 06 1) 5 2 S — 56 22 TR £ A X, T BB AR Sk AN P 5 i i Sk (1)
KIFRY AL G T A B 803 jiti (public key infrastructure, fRjFR PKI) 03 AL 5 BE % 43 57 B L v 0 2 A%
16 3 AT R B — & R HE AL 5 0 S0 R MDA P 1) L8 A PR 15, 745 WU G323 00 %%, — 0 e YR e 41 5 5 B FH e A
AT REAN T I 2 B 0BT B IR 28 S0 A T R I 25 AH Y I P, S04 BT KRR o A 9 22 1) TR) B = T
0 Jon s U R B 4 R e T 26 T B, B SR B o W BRI P A 3R IX 4 A S AR AN TR A
i 8- 43 AT QM DA — USRI OB A ) U 55 1, D 5 5 20 A 2R B0 28 P 5y 4 35 P BB

N TR 1 AN E KBS, Shamir™ R Boneh 25 APV H I S I 1 3 1 XUk M ot $ AR 9 5 43 3 %
(identity-based encryption, #j#% IBE)HLHI, B 448 F FH /- 10 S 00V 4 A 01 4045 IR AL T TR e e Al FH - 1
ABHIEF . Sahai 1 Waters!®'7E IBE 43 A i 5L it | $2 Y 1 3 1% (attribute-based encryption, f&j #X ABE)HL I, 52
TR T J 1 1R AR 2% B W ik — DR B 2 AN RIER 3 ANTE RSB ABE AL R A BAT 4 ANRe i — = SRR AL 7
A AR B e PR 2 v 2, J0 W SRR A B A E R B O, AR T A s A SRR T R, R R
A B 8 SC I T S SR (R B AA B 0 A R AR 2 Y B, AT CRIE 50 L% 1 =0 ABE ALt vh I P 25 B Bt A1 22 10 o B
BEMLEBORE G, AN [R] FH 7 % B TGV B &, 7 1 7 P 1) e i Bt s DY - ABE AL S 40 5 T 8 1 1) %35 U 1) 423 761
s, P LLSEHUR R S B BRI BRERE.ABE LI R0 PE 0 A T 0 S R IR R MR A TR 4R
FEV R I ca v H AR AT 2 A RS ) R 4Um U O e AL R B2 I A L R A
) T 5.

AR IEA ABE HLAICM i SR 1T PR U 1) 42 50 S8k 7 280 58 2355 [ U ) 42 1 S s 2 5 A 13— 20
P H S H- 0% ABE(KP-ABE)!VHI% SC- 55 ABE(CP-ABE)!' 2% ABE HL#HI.ABE HLHI 5 24tk S 8L A G
AR — Lo TR BEAR P IF FEZE 0] J:(1) CP-ABE LI b 1) S b v B R 7 8 019 R A A H B0 E 20 5
SRS ST A A DG BRI T U ) 5 M K185 (2) ABE WL F 7 36 40 5 Jm A G, JE M I s A PR R0 T 5 LAY
P RIHERE (3) ABE AL FH - A H th a2 BOPLAG #= A, B P FASH S5 H P B AAE S ID)JE G, 3E /i T 4%
BV A 40 T Rt 5 H - AL, TEVE 2 I 5 1 57 1) B2 4E5(4) 2 WU ABE 8% 20 fHEZ BN LAY 1) B3 AF 15
S AT N I 2 AL DM IR 75 SRk, 60 ABE FI v 42 7 Bk ik B LB SR 21 4 A1) 7, ABE ML %k 1

AR TR BEAT I A 53 T RS 25,58 1 T4 AR SRS RURAE S8 S, TE 4 I IR 22 48 ABE,KP-ABE
A CP-ABE,J{-4i ti ABE )l i 1) . B0 3 42 3 o n) e, 55 2 15 70 M7 L e CP-ABE Vs il @5 i ok 5171 B
N2 P Ak w5 SE 52 L (linear secret sharing scheme, i #X LSSS)AEBEHIA .2 3 T iA ABE 1 3 s LS HLHI,
R TR 2 Y P A DA B VA SR A 5 1 2 B B 4 0 XS oy T B 1k % 4 F 1Y) CP-ABE il KP-ABE #
RS WA 2P ABE R 5 AR o BN 1) 3 G0 45 40 doe Jo AT (e 45 0T 48 ABE IRk
AT BRI TS ).

1 ABE #l#l

ABE J& T A B A AU, T 1) PR AR 2 6 G — AN EAR T AS 2 B AN P SE LI AN S GBS 5N T &
PENE S MR AR P A5 B2 A bl M A 2 A R B R A AR R M BT
BEA . B, #OR S5 Bk R 2 de A R B YA SR S A v BV 2E B AR E e FR 5 R s
PEAER VR RNLEE BE 27 A2 200 PR AE N AR AR 1 — AN

ABE A FH A1) J M 25 VB A BEAA 00 A BHL T A FH P T] R A R 326 2500 A FH AR R) A 81 8 v (o SR 24 Bt
ARBMAEAE A TSNS B AR AR R 32 5 S 45 T RAEH Hh JE ME BBV URI AR 3 F - & PR 5 9 A L 45 1A
1.1 REEX

A BN IR 1.ABE HLHIE 17 7] 45 74 38 7= S0, DAXUER P 56 b 52 A A, e 22 T % o 50 2 xf it
R AR 22 A kT TR S 2 AR SCIE AR & R T Ak e X
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S

EX 1GA BN, BE (PP P ES H A, P =2RR) 5 i G5 W) AJE (P, Py,..., P} I AEZS
T, B ASP\{ @D} 357 1) 45 8 A 5 1), ] vB,C,#7 Be AH. BcC,Jl4 CeA.

EX 2. Wt e:GixG G, #5li AL F HURFE & XMt :(1) MLk th:vabeZy, ViheG #H
e(f?,h)=e(f,h)™ FRILGT e:GxG1—>Gy ML MEN;(2) AFIBALIE: G AE e(f,f=1;(3) WilH10:VEheG, fF1E—
AN R LT e(f )30 B e (*, %) X FRER A, B e(F2 hP)=e(f,h)™=e(f" 7).

TE X 3(3+ & Diffie-Hellman(CDH) B 8™, BiHLES a,be Z, 455 = 04l(0,9%.9")., 15 o

EX AHEML M Diffie-Hellman(DBDH) ] 8811, BiHLIL# ab,c e Z;,R e G, 4 5E 7641(9,9%.9"0%R). 2l
W25 e(g,0)% =R & 75 KL

TE X 5(FI E L& M (D-Linear)@ @M. BEHLIE LM b g IEE G 480G g f v Bl HLIEFFE %L a,beZ,ReG, 4
FETEAL(G.LV. G RT3 VATOR ST L

E X 6(EFEE LW (IND-CCA)RERE). BT Az Pkl & HEAT W R AZH:(1) A2 Pl 0 04 5 R AT
RGN A TP IR A AT TT5(2) BT 1T LA 52 P 5 AT LE AR 5060 1), 52 Bk ik AR IR
[ &5 R FT(3) BT IEREHE A3 Mo, M SR G R I 45 32 Pkl B2 Bk 38— A A Pl 15 be £0,13, %4 B 3¢
My B0, 15 30330 CIERIL AT (4) TP T LAGR S [ 52 9k bl BEAT — 28 ) 25 38 (2) 110 g8 2 ¥ ) 4L ) i)
SUANEE N C(5) a2 Pkl s 20 A1 0 Bl 1A ), 78 ke 5 30 CT iR RS .

#7 b'=b, WIET- 75 %0 b 3k e BT 7R xR b it 3 X4 Prb’=b]-1/2.

e L RS H A ECTASGE BEAT AT AT At 4 0 ] , DU 0t 95 5 R A 38 36 1) S Bt (IND-CPA) i % X 1 — AN
857 WV AT MR 22 0L 8] (PPT) IR RT3 T 0 v (0 10 3802 T 22066 100, U Bk 1% I % )5 %6 & IND-CCA
24 TRIFR CCA 224 o B 3k 45 B S B0k ek, Bk o IND-CPA 224:, fRifk CPA 224>.CPA 224 & A AN LI
I AR B SR CCA A NPT B ML S R 1) 22 AR H AT Tt 1Y) ABE J7 R EEA L4 CPA 224 fHAR
ZIEAF| CCA %4

Table 1 Notations
F1 UL

Notation Definition Notation Definition

G Group or operation in group(exponentiation,multiplication) 7 Group{0,...,q—1} under multipli-
R (i=1,2), g is a random generator of G, 4 cation modulo g. g is a prime

Ce e operation, € denotes bilinear pairing n Number of attributes in system

N’ N’ = zlr':l n, is the total number of possible value of attributes, Ac Attributes with ciphertext C

where attribute i has n;j possible values
AAg The kth authority, ke {1,...,N}, N denotes the number of authorities Ax Attributes managed by AAy
S Least interior nodes satisfying an access structure(include the root) Ay Attributes of user U
L« Bit-Length of element in * [*| Number of elements in *

1.2 ABEEK#HLH

ABE Vi ¥ R4 2 5 SO BRI R P AR W3 8 R O P A A i vk s 4 L P o ok
T B R T RO Sahai Fil Waters! ™M 3R ABE(fuzzy 1BE), 5 4t 1 454N 8 1 RS b8 BOe it 51 2, o,
B SRV P S R 5 8 A G AL SRS T R P (K 1] PR S, B AT P s M4 S s SR R SR AR RS (G 3
B TR B R G E 1 1) PR 2 BN A R AR 5 A, P A3 0 v B0 SO Ja R AR D (TS, e A, 0 S0 T ) HLixe
SCIC I T TR S H0Ch 2,00 A (T S, B b ) 0 B P R DA ) 0 S, T A Sk (LA, ) 1
F P o7V )i 8 3.

A ABE HUHIELHE 4 L1k Setup,Extract, Encrypt, Decrypt. R S ¥ i AL I MR 45 22 4> 2 $i= 1T BDH S $(4:
JARCL R LR AN S R g BIBE Gy,Go, LA KR PN :G %G —Gp.d TR S5k,

(1) Setup(d):FZ BN HAT EFE yb,.. theZg, RAAH PK I (T, =¢",...T, =g",Y =e(g,9)’) . %4 MK
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Kt .t

(2)  KeyGen: FZHBHUAIAT, LI/ u AP BEHLIE R — A (d-1)Ik 2 515 p, 2 p0)=y, 1 " R4 SK K
{bi=9 PO Yviea, -
(3)  Encrypt: &IE T PAT, B TS Ac I E M e G, FEHLIEEE seZy, % 3N
(Ac,E=Y*M =¢(0,9)" M. {E; = g%}y )-
(4)  Decrypt: I 7 #UAT A5 |AOAC>d, LR d AN s T i e AynAc, 5 e(E;,Diy=e(g,9)" ™, 1 F F 4% 1] | 47
4k 3 Yo=e(g,0)" "=e(g,g)"*,15 2 M=E/Y*.

MU KeyGen 535K I Shamir [] BRARZ LN B AR y N2 SK K145 M AE Dy 5B
PR S SK S BEMLZ Wi p A 5% A 1A [ 7 T8 10 45 A FA A St B YR B0 Encrypt 593251 F 0UEk P 0t i 2 1
B JF HE SO R B SR AR O T T A 35 06 250 1) J A BE LR s mT AR 1 22 Won 25 45 5L P B ORI
J Sy BV AR R I 8 ST )L AE LRI AR ABE HLHI R, PK 5 2R 40 T 0 H 2R AR 5%, s S U BRI L 1 et
B H#R % Pirretti 2 NI Backy 25 A\ PO T 1 g SO0 B 5202

B ABE N e n @Ml R HAE, BT IR 240 ch 32 AW LAA B, U7 il 42 1 SR B A BBt R 326 7 YsE.
T 22 T 2 1 ) 5 0 DR R 9% (0 U 0 4 4 S s S S M 0 5 B T BR R IR B8 4, S TR 326 07 E N a5 I 0 U
I 47 S SFE s o T I A ABE T3 SCHF R I 1 U 19 7 1 56, Goyal 25 AU H B sl 52 Vs ) S 1Y) KP-ABE
B SZFE B EI S . 8. T PR 4 At . Bethencourt %5 AU HY & 1% 5 B s 6 SC IR Vs il S50 1) CP-ABE #LiHI. &
1 FO& 2 23538 T KP-ABE I CP-ABE H TAEGFE.

KP-ABE HUEIT 1 & 1 7R, ™ 55 51 MO G5 A4 48638 U5 1) I Ay ep, B I S8R 0 AL S0 T PSR
Ac HI55, BT Ac il /L Ayp, I S A HEAR 455 5 KP-ABE 534 ABE LI X HI7E T KeyGen Fl Decrypt 532
KeyGen S5 A7) K FHAR 25 SL 2 ML SR I 001 09 77 20 B e A A5 050 x e SC— AN IRER L5 A5 i 1T BRAEL /DS 1

AL 2 r B pr(0)=y, 45 2 y 4 BB B T 715 s B AL A 44 Dy Hh . Decrypt 53260 Ui 1) SIS H H JE 1m)_I
SR FH 328 JET e PR A 5 A A Y LA B B SO R IR R . IR 1 A W9 A SRS Ay e, S8 T H B IR AR ep T
M S A {AND}.

i T ISR 32 FF 8 1 ff <R3 4E ,Ostrovsky 25 NP'SRH] Naor F1 PinkasU2f | 3 HUAS HLHI Se DL & =
“JE7 1) KP-ABE HLHI, 5 W 32 7 500 R 356 AH 2 1AL PR 2 SR P 7 28 51 DR/ i i 2% T B 78 B A . Lewko AT
Waters! 0t OSWO7P 330 46 4 3R G0 A B BE AR i T 2% SCK B

Authority @ | 4) Decrypt(C,SK,PK) |
1) Setup: PK, MK Reciver 1
| ) P | O M) A satisfies
] 9
| 2) KeyGen(PK,MK,Au.xp): SK |*Au-Kﬁ () Autkp?
—PK, SK-» Auixe

\ @ Yes

v
[ M | A CUSAD comedy >

| 3) Encrypt(PK,M,Ac): C i'

g Ac: {comedy,English,USA} Reciver2 A. satisfies
(& Auwkp?
Sender

Fig.1 KP-ABE illustration
1 KP-ABE HLifil7< & K

CP-ABE ML 1 Pl 2 77, 85 SR HURS &5 4 638 U 1) S0 Ac.cp, SE B ER T JEL A2 16 5 4R 5 1A i I 422 1 SHE e
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CP-ABE ",/ % 1 5 SR PE 4 Ay AHOC, U Al AL Ac.ce, T A fEMR 3 % 3C.CP-ABE 536 A ABE I 5ILANA,
H PK A1 MK K EZ 5 2 488 M40 H o %.CP-ABE [¥) KeyGen SR HI W9 4 BEHLAERS 75 07 1B P e 3, 1
PRI S 5 2 HBEHLEAH DS Encrypt SE:rh, Vi RS2 B0 7 505 KP-ABE ) KeyGen SR, X 3 2
pr(0)=s, 3 FLIH-4 s 06F B % SCHI A Ej Decrypt 5955 KP-ABEVI AL AH XL Vo 5V 50 H B4 1 2 v A 36 AL
Accp,fIF 3 T VSRR p 35 U8E 4 S 24 {OR,2-0f-3,AND}.Ostrovsky %5 Al ] DL B3 /- 4E” () CP-ABE
HLHL.

Authority ¢~ [ 4 Decryptc.skPK) |
| Dsemp:PK MK | g Reciver 1
_— . Ay satisfies
| 2)KeyGenPKMKA): SK | <——A;
- PK, SK— >
P‘K Ayi: {doctor,attack, Yes

cryptology} Decryt, get M

' (Wb
| 3) Encrypt(PK,M,Ac.cp): C | » | Reciver2
- Ay satisfies
~ y L . Ac.cp?

Ayp: {master, No

cryptology, analyze}

Fig.2 CP-ABE illustration
2 CP-ABE Bliil7s &

3R 3 Fh ABE SR A R B AL L SR R 3% I R I PR S L T A W A 1 22 0] 35 A ABELUfI KP-ABE!!
YK DBDH 5%, 1 CP-ABEM USRI — AR R JEAC ABE X7 [ PR SIS 385 FH - oF $1% 1% 82 5K 7 20 1 2 .
KP-ABE 1 CP-ABE MLl 32 457 52 2% 5 w3 FH T 4100 R 5008 3 52 1 B A . KP-ABE HIL A A, H P HH e e i J2 1
TRIE T AW N, AT e A R GE . WAL R AR B0 R U 9 251 CP-ABE B, 326 T B 5 U
e 85 PR S T U Ta) 2 s 2 N T AR RS R Sk VT ) PR TR T R GAE 3 R R AL EL IR L3 2.
Table 2 Comparision of basic ABE, KP-ABE and CP-ABE
% 2 %7K ABE,KP-ABE #l CP-ABE (#] HL %

System Ciphertext User’s secret key Encrypt Decrypt Policy
Basic ABE!®! Al L, +Lg, [A ] Lg, |AC|G1+2G, dCe+2dG, Threshold
KP-ABE! A | Lg, + L, AL |Ac|G+2G, |Ac|Ce+2/S|G, And, or, threshold

CP-ABE"! (2] A [+DLg +Lg, 2[IA [+DLg, QIAHDG+2G,  2|A,Ce+(2|S[+2)G,  And, or, threshold

1.3 ABEM SR SMRAR

BRI IEA MR 2 A PE L BB, ATy R R 2 A T WU T A% O 1) S ABE AL ISR T U7 ) €5 440 3R R
I S W, T SR MG [14) RIS 1 2 T 30U 1) 4540 1R R 2% M AT 1) KP-ABE SEHL T 5 2% (10U () 45 440, 3¢ 375 R 35 (1 )7 1) SRS,
F5E T DBDH R 1514 | CPA %4>, CP-ABE ™ 5B [ R 7% P A 15 3R 8 A $H 1 vF 52 2%, BRI 17 17 n) 85440 1 1 -
ABE R, 8 M (0 sh 2 PR3 n T 20 0 R 20k B P S P AR R TE 5%, B U T T A B RV
PR VR P AL (N ). i KRS 1) o3 AT 2R FH 75 22 ABE WL S48 2 LA B 4, LA 2 T 2 2k
FARPEM TSR X BRI 345 ABE RS0 SR T ki, F ZAHE LN LA T

(1) CP-ABE HLifil Vi il 454 ¥ 1T 3. KP-ABE [ &R G A LA I 5 5 A% Uy n) &5 KA AT R R 4 FH 7 L A 4 el B2 40
BUR 2 %, 5 SC ¥ i 2 3 3 AR LR 2 61110 CP-ABE [¥) 2R 88 A FH th 3 B LAG 7= 2, U7 ) 46 40 thoin 25 o i, 3%
) it 25 L A2 BUHLAG 5 0 5 3 R R 43 Rl I E. CP-ABE 1, U5 R 5 M I R FE R IN T R G AT 8= 26PN
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T4 07 SR FH b () S 1 A A WAL A 2 A 0 X 82 A ) 5 4 () B0 o 52 R

(2) JE PR T K ABE T 8 95 s MEAH R, T R e 1 B A A28 1 5 I 1 2R AR s i R 3R
A2 HL AT ABE 1 B A4 IO F 9T AL ABE [ PR IR 20 3 RSO0 P RS . 1T
P8 2 JeR P SRR A0 2R 0 JeR P PO R T R R R P [ B T AN S e R R TR R OB T A TR
PEANBE R Wi HL 4 1% @ PR LA T 7 (BB 2 40 J PR SE i B A i s PR I P A P ABE. LR RS LT I 2
X2 R ARG T SCFF IR 3 R 5 oK 4 B RO LR A BT AR

(3) ABE 1% 91l Hl.ABE 1] R BH 5 P @ M A O, 0 55 /T AR ATk 52 A5 R R, VA BT 1 Hs i
PIRAE BR T R itk R B R R AN, F R B T AL RSN LR R T BEIE F VR P AL DA L
T R BN, T i 5 2 7 I 2 SR Itk 55 1 AR, 53 36 T DR X s R B SIS A0 3 S % BUAE, i ABE
L] A (K 3 P 1) I 5t M DA 2

4 ZHM T BRBLEEA ABE J& T 52 ALK 15 T2, A BE I A RASE 7315 20 FERE AN T LS Bk 41 £
i SRR A5 4 il A5 IEH T 20 A 3O BERAR AR 3 BRI 22 4 7 SR B BUHLI B B AR 4 vh B A Jg 1k,
FH P UR 5 9, AR R B RGP REIH SN, 2 S BN LAY ABE AN AE 630 A2 70 A1y 2N 110 75 K, iy HL vl fig o
FEBCHUHE A5 AR TAF B2y BRI R G T AL L S 58 2 B 15 00 T~ /) ABE J i B2 AHL B A%
BUHURG A SE AR 5 IR 85 SRR 10 6 185 5K 25 2 WK ABE ROBIFFUAT Rk T Pk,

7, ABE HIBEE TAE7r A ABE HLl. ABE HIHAHHLE]. ABE [ m[368 571k DAL 2 S ALHLH ABE HLi,
BT AW 3 P MR 3 FR T AR K 00 2K, T T 20 AT ABE ORI SUE JE.

—— authorities
ABE

Two values
per attribute
Basic ABE AND gate—‘: Several values
ABE per attribute
[@ schemed KP-ABE {Trce without bound
CP-ABE Tree
Bounded tree
. LSSS matrix
Indirect [ Authority
Research Revocation re.vocatlon . Semi-trusted third party
of ABE T schemes of" Direct revocation
ABE Hybrid mode . .
Published policy
o CP-ABE {
| Accountability Hidden policy
of ABE KP-ABE
hCA Trusted CA
i Wit -
Multi { Honest but curious CA

No anonymity
Without CA { Anonymity

Fig.3 Research of ABE
3 ABE 5t %

2 CP-ABE 8Yif B &5#i&% 1t

CP-ABE HU b 08 2 25 1 U5 10 S5 0%, S48 B0 A %, 28 0 O A0 0 45 tho o 53 2 LRI 1) 2 4 e S 7 700 ) i g
IE BN FREE 2P % N CPA %4, CP-ABE FY = 2 57 LAF AR 4R T 3R 7= U ) SR PR 7 100 &5 K0 ) 12 o AR i
KI5 17 5 9 AN [F] ,CP-ABE [R5 TAE 4 R 5711 U7 M AT LSSS &R [ 3 28,
2.1 “5r iR

Cheung F! Newport! R ]« 571 T8 78 i 1) S, B ¥k #E. DBDH i #f il W] CP-ABE MU 2 &tk 2 )5,
Nishide 2 A1 Emura 25 AP97E CNO7U KRGl b 23 592 B T S5 W6 1) e o RN 4% f 412 .

CNO7!"V % 56 3 F DBDH 5 %444 CPA %2 4> CP-ABE #Li, 1% H CHK® 4 R Y 23 CCA 245N
SO LR ENE | SRS RGO S B S T AHIES 1T I R SR M JC O B EER R Setup L
HORENLIERE vt tneZg (EN EHP, RERNHATW T i 3 5 A, A N E e S TR oy e, JF

© PEBEBSAITT  hip:/ www. jos. org. cn



TR 5B A S AR 1305

FIT R B B KeyGen SLE N WA RERYE | b8 —ANBEHLE r, A r =" r,D=0"" JHiE | 58

=t

T A, MERERBEWUMMED =9" " (eA) B D =9""(eA);RFIHTHEF =9V 4 mH MY

LRI E =T (ieAc H i=D)BK E, =T>, (ieAc H i=—i),ill igAc i, E; =T,,., Decrypt HiEiR#E Ac PREANENES
Ay IR K ZR IR B FAAF R PR AT A 08 AR U7 ) S5 A6 O S I T J P fry < 5 R4 4 5 B PKORISS SCI R/ A&
Ton /g e i6F ) 4155 2 2 D e 5 R AR G R AR

3F DBDH M1 D-Linear fi 1%, Nishide % NP Hfr iy, SEugBaEK) CP-ABE HlLiil. R 408 A7 24
A3 AL U7 ) 5 0 SR FH << 5 1) AR T AT LA o I I P A 3 (L A 6 1) — AN TR R 36 D7 AR A 7 [v) 5 40 vh & TGS R 4
i A EAEE P AN i) B S 77 24 1 38 23 8% SCR A, Deecrypt S MS U FE 7 Jas Y 5 v 43 S0 () {308 436 A I 1) 5 ST it
T 56 8 25 S0 SR B BWO7P MG A A P2 i 7 3 Tt 3% ol B 5 5 A0 0 L AL I T 3 SR P 38 0 K DA
{35 744 . Emura 25 AP435 T DBDH 5% ¥, % H 5 NYOOSUZAH [7] (17 1] &5 1), 1 Y2 H %5 30K B ANAF () CP-ABE
HUALBE i T SRR R W R ST 0SB vk 1 5 3 1.
2.2 Rife) &5

$2 1t CP-ABE HLiI 1 BSWO7U IR FH B 45 44 28 1% 235 14 17 1) 42 41 S s (9L L 2 A PRI W AN 31— e PR B AL
.04 7 {E DBDH 18 % T 521k s R i% ¥ CP-ABE ML, Goyal 25 APV Liang 25 A P8R F AT 544 45 44 Tbraimi
25 NI FH — R FA U B 45 4 T B T 9 PR 4 1 B 40 3R

Goyal 2 \P7I3L+ DBDH {5 2 Hi 7 5 ) % SC- 5 J& ¥ 3 0% (BCP-ABE), $2 4t —#nks KP-ABE 4%
CP-ABE ) )5 i, S FFATAT A - 2 T KAV A R (S S . SO TTBR 1), 2 88 RS GPSWO61 2k
L. Setup HVEHE S 4(d,c),d U7 IR IR K e S B R Al I A T T S R E RIS R AR (dLc) -
TG A T A% 5 ARAE T, 2B PK AT MK. 22 A PEE B AR (d,e) 35 7 20its 4 (¥ 17 §8 7 Encrypt 57744 (d,0)-
A BR T AR T 45 b (d, )47 FRBRIE U7 i) B T, 88 5 K4 3¢5 Ty 310 T 00 S, 5 i M 90 10 St 5 1l o 25 AEL S o o 7 2
AN T R AT 5 380 T 0 FERS.T 1R 0 R v AN EE ST, R G0 R A, IR % 7 VS B IR AN AT AT

Liang % APME e 7 BCP-ABEP WL, Bzt b ) bl 84 (10 %% b, B A0 13T 1) T, T BB 3 T, 4608 1 &
GENH L P RA RS SR B B i T IR 8 VR R AR T (R4 R i P AN S5 6 R 8 3 5 O, i L
H1>% H DBDH B FIAN T £y itk 11— IR % 44 (one time signature, fij 8 OTS)Hi A, ¥ B4 CCA 224

Ibraimi % NP3 DBDH {5 15, $& H —Flop i S B0 S R s Mk (0 55« 50R T BR 44K (1) CP-ABE ML &5
I —ANFEA CP-ABE MU VG M 450y th 5. 3 s 4L | XU (1>1). Encrypt S92R B INHLEIR(E 4 5
R LN A A A R A 5N A5 W L P RS — A BB G, BE S BT 1 R AR
J5 %0 Shamir (1] BRADZF 2 H RISy R LA CP-ABE ML G2 S # @S5 2. 1TBR#:4EM CP-ABE #l
i, HL 0 i 25 TR T BSWO7H L
2.3 LSSSHEFEif B 451

5 GIPSO8PTRHU: 44 77 U5 BL CP-ABE AN [, WatersP % i Y B B2 S DS B E 11 1 B S FE @ vE . s )
PR $:1E 1¥) CP-ABE AU R #1058 5 3147 W&k 1k Diffie-Hellman $5 %% (decisional Parallel Bilinear Diffie-Hellman
Exponent, ij#x DPBDHE)"'ME # K LSSS Vi il 45 1) (M, p), 2 M g &n AiBE . Setup S5k BEBENLEL a,
aeZg,hy,...,h,eG,% MK=g%PK=(g,6(9,9)%9%hi,....h,).KeyGen EBEHLL t, SK =(K =g“g™,L=4g',
K, =h, | Vxe A) I B m st v =(s,y,,...Y,) € Zg P AR AL CHKPIE AR BB E 4 CCA %
G AH WOSPOTWL A ft) 5 SCACJSE o /At Ik W) 408 i 5 7 1) 465 44 £ 52 2 1 e P

Lewko % NP2R FAU R G Z B4 0 5 F 58 4 T A7 I 7 VRSB CCA %242 1) CP-ABE HLH. Ui 1) 45 14
thRHL LSSS 1 e, 32 FRAF T MY K7 1) 28 2% 22 3% S S M it — WA T CP-ABE WL MU 2 S AN IR 1 1
R H — UG 4 — IR CP-ABE ML 40 J& 1tk 2 I8 ) ABE ML, Setup SR MEE T8 M4 A8 H 1)
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e R URB s e R 4 336 0 38 R 35 SC K /N 45 ATE ABE ML [A), B G1,G, LA 3 NS R 32 51 AR A g o, LAIX
3ANEBIMM Gy T RERAT IEA NI T 3 A 3 BB IEHERBGP-SDP)P L T CCA %4
24 o

2 LTk CNO7" O S5 4 7 DBDH 8 ¥ T Al % 42 1) CP-ABE.W08U 555 7E DPBDHE i ¥ F St Bl ¥
Frig ety <ol fnel TR A ) CP-ABE.LOSTI10P2 4R Hy i 4T (1) CCA % 4x (¥ CP-ABE. £ 3 X LL 247 T %Kl
SRV ] g5 40 . SCHREISRIE . 22 A TE SR IR %A ID SRS 3K 4 L T S hLHIh REEA B 2%,
FH P FAER RO 2 S0 K R L v 28 SO BEAN T U () 540 26 5 LRI T &AL ) 90 00 g 85 IF ). 75 Tn) 465440 by (d )-8
B TET2SIEE T R (d=1,022), I SR B R O F LB #0 ¢ MR TR s A | 2 2 > 1L
LOSTI10P2ef 3 AN 5000514 01,00 A1 g, WEERIBY 0'=q,0205. TTHI0O e wr < A by A2 U il 45 Fg e /0 g 4.

Table 3 Comparision of security proof and policy complexity in CP-ABE
& 3 CP-ABE #LHil 2 AUk B 5 S S 2% P EE

Access structure System Assumption Model Supported policy
Two values/attribute CNO7™ DBDH Selective And, not
AND gate Several values/attribute NYO08™T DBDH, D-Linear  Selective And
EMNOS09P* DBDH Selective And
Tree without bound BSWO07T™ Group model Adaptive And, or, threshold
Tree ITHJ09!?! DBDH Selective And, or, threshold
Bounded tree GJIPS08TT DBDH Selective  Bounded and, or, threshold
LCLX09%% DBDH Selective  Bounded and, or, threshold
LSSS matrix WOsP™ DPBDHE Selective And, or, threshold
LOST105% 3P-SDP Adaptive And, or, threshold
Table 4 Comparision of size of keys and ciphertext in CP-ABE
F 4 CP-ABE Hlililth & %41 5% KR L
System PK MK SK Ciphertext
N7t G+l + L, G+, @n+Dlg, (DL, +L,
NYO008!23! (@N"+1DLg +Lg, (2N’+1)LZq (Bn+1)Lg, (2N"+1)Lg +Lg,
EMNOS09*! (N"+2)Lg +Lg, (N"+ 1)qu 2L, 2L + L,
BSWo7!'¥ 3Lg, + L, Ly, +Lg (2IA [+DLg (1A [+DLg +Lg,
ITHJ09"” (+1DLg + L, (n+DL,, (A [+DLg, (A [+DLg + L,

GJPS0817! (nc'™ +¢? =Dl + L, (nc* +c”)Ly, (A 17+ =Dl | (A I+]2% DLg +Lg,
d-1 d-1 d-1
C C c

LCLX09!? (n;‘*cd—lJLG, +Lg, (nﬁ+CdJqu (|A,|C_l+cd_1]|-e, (A [+1 27 DL, + L,

Wwogl (n+2)Lg, +Lg, L, (A [+2)Lg, (2] Ac |+DLg, +Lg,
LOST105% (n+2)Lg +Lg, Ly, +Lg (A 1+2)Lg, (1A [+D)Lg, + L,

Table 5 Comparision of computational time in CP-ABE
%5 CP-ABE HLl R vHEIT A L

System Encrypt Decrypt

CNo7HT (n+1)G,+2G, (n+1)Cet(n+1)G,
NYO008!%! (2N+1)G,+2G, (3N+1)Cet(3n+1)G,

EMNOS09!*4 (n+1)G,+2G, 2C.+2G,

BSWo7!'4 Q|Acl+1)G+2G, 2|Al|CeH(2IS1+2)G,
ITHJ091*" (Ac+1)G,+2G, (WHD)Cet(W[+1)G,
GIPS08"! (A T+125 DG +2G, | (1A I+]27 DC.+2(S |+] 25, DG,
LCLX09™ (ACH )G +2G, (A ZH)Cet2(ISIH 51 G2

wogP"! (4|Ac+1)G+2G, (2|Ad+1)Ce+3|ALG,
LOST10P? (4|Acl+1)G+2G, (2|A,[+1)Ce+3|A,|G,

% 3 WA AE AR a3 R, U WOSPYAN ITHIOOP S 3 @ Mk i 55 . B8R TR LU CNO7H O S # & v
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(IAEIRAE. & 4 TR 5 T A1:EMNOSO09PYH) Bl = FAAH RN 85 S0 5% o N/ 35 T4 S ARG TTHI09 Vg o /fife 5% TT 4
Eb WOSPOMIL; BSWOTH I R 45 A BRI L5 1 5 R 48 B M T8 ¢, AT B I AR 45 91, WO O iy = 5 ] d5 0. L il
HIRF 7T AR SIS T AR S B B S e vk . B, TTPRRAEEEE Y CP-ABE #LH.

3 ABE RYETERHALH

ABE @ PERUES 2 A P RCES . B P B MR A R S B MRS 3 R DR P i B AR R i P
PR B A A s 46 FH 7 Jag e e, 5 DR F 12 P 2R 25 0% J ek I TR AR, T LA % 8 P i e P 75 L & IR PR
FE FR G0 T IS, 5 12 T A DG IR 52 5 M AT R Sk AR TR S

R A FURY E LA 3 2 3% 5 AT, 2 BT ABE . SRS WL ) R0 AT 0 A DAy ) 2 RS R0 L 42 JROCRY 79 28 AR 4
Attrapadung A1 Tmait™ 115 SC, 75 IR BAURS A2 2T, B2 UK J0 303 0 T8 35025 B 1 SH 30T, S AT A SRS 10 R P A i
B EH, T RS P 0 % B0 TG A A LB U R 2R, R 36 5 FE N % RN R R RS B 3R, BB S DL g
S (RO . B RS TR O A T R 126 3 TG 75 SR DU 1 28 L B 10 O 3 T AT SR BURS P P G 75 5
B A A BUHLRA 1) 7 111 ATOO V48 5 ol S A5 5 1) A0 R 42 1 17 YR 5 TR A8 K.
3.1 [EHEHH

ABE U B9 30 43 98 A0 40 SR D T B RS ABE <X i B0 P F 5 e 432 BOHL R R AT s U 156, Jon o o
8 15 I 1) A7 9, J e AT 0389 R 280 A B 4RO ST B B B UL T A Kk Dok 2 U LA 11 748 S B
P A BT HURY  JE 9T T A IO\ R 5 = BT AR A 5 T (R sk

Pirretti 25 AU 05 L4t ABE AL & PESURY 16 7 i AN J R A8 — 0 00T B ALK J 0 2t B
{1 50 BT AR AR, 31 58 AR BT AP P 0 B A S5 A 3k 2R 4 1 B A D M WK 157 1 % A1 1% D 1) e T AR 7
HE BT T B AN A0 S 12 R B R A R A T RS S P R e LA RS R RAEH R
% M 10 SBOB R AR % 7 T B AR AE AR A Sl a5 7 5 WL Yl 7 e A 80 P R AE A N T BE I
B BCES H A RRL R A A i TR RO 1k A ST B B P S ML TR 2 A L RN 1 A B
P HCH e t38K, RG AT 9 A I Ja Mt JE VA 7E S 3 AT HCRY.

N I 7 S AL 6 B A, S B AR P 35 B 47 ik JT Y, Bethencourt 25 AU H —Ff CP-ABE [¥)% 4]
T R AR BNLAA 25 BEAN F 1R D 1 — A 2% 0k 1 30, %85 S B IF TR £ JR A8 2 sk FH P Jesd e il A2 3% S ) Il 3
W, L 2% 11 I 3 70 2 SC B 5 1A I ) 22 5 AELTE 26 61 B 72 ob P AT 5 15 B BRI AG) 70 26 28 T 3 BN 1) T A
S JeE P B P RO LR AR 5 5 A AL AN S R S R Y

Boldyreva 25 A\PCURF — OB H AT HURS 1Y) ABE BLiI, SR KP-ABE w1 H P (R4S . R AN L P 5 SORE
4 AR O, B B ST B P 0 D o O R R P s S W 43— 40 5 U i) 45 R A G RO RAEH,
PN Az 18 57— 43 5 6 TRDAH G, 0 Ay 26 5 SET, 1R 452 BOHLAG 2 A1 Xt 4 4 P ] DL Bk 17 2 4 o e v
PR TE 262 T B2 BOL A JUCRY FH 7 I 45 1k 2 A3 12 ] P %) 8 0 B, 8 S 45 B ek 2 R I ) A DG ik F 59 A5 K-
ABE 1470 H AR R, CRUE T S350 22 A P AF A SR T 11 BT i s

S T S 1 B B I RS Tbraimi 25 A BT T ITHI09P) ) CP-ABE B AL RIS 85 = 5 4E W M Ak
YEFE— AN IR T 21 3R LR BT 0 R SR AN R S S AR N TR S I B T N
BT Ry, 4 0 b A R R T R S BE AL AR B P bR TR DG, BE A B 1 P i R B A
SN FH P K 3 L U7 ) AR TR B /N D P B SCRI ] B AR R IR 25 P s AT S I T I 1 A R T A TE A
B 1 D 5 T, D)) P A5 4R 13 43 P S BH BIAT 5 7 T AR R SO G A R AT 45, 0 4 SRR 45 L P T
J T8 B B8 B 1 WU (R 5 A 5 L AN 75 B S A SRR S 1 AL B RO LA A Sk i A
FAEA 5 BT B 2R I T BB (0 L AR & o & RE A i 0 B R S S i s 5, R e 0 2500 52, BLOR KRR 2R

Yu % AP¥E CNO7UOK) CP-ABE HLHIFEA b5 N A5 AT (R AR R 55 788, K FH AR BT o 246 A, S ek vl iy
) KP-ABE JZ BN F R 4% 5 Fiac 32 25 5 AL RRCAS DGR I 20 1, RGN E L 230 P AR %
FAAE W AR5 B, AR 7 £ 32 85 R WIS AS RRCAS ™ A= 22 R A8 BUCRY 1T 352 UL B 397 2 25 B v -5 g O i e e
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FRIAE A1 A ISOAS 5 IR N 1,88 5 28 8 1) A 8 A R IR 25 28 FH o T AR 11 8 i 11 85
R BT AT 2R R PR FH P S B A AR R R P TR FA B A A PR RRCAS 5 AN i eI, JE VR R, AN T <2 B0 Je 1 g B
N SRR 2L TR 52 LAY 1R 30 20 47 HH B B B TR IR 55 45 DR 2 AU LA 1) A L2 AR IR 55 8 RS2 A LA
WA 25 ) FLAR IR IR 45 25 B2 50 5 43 AR FH P I FAEH.
3.2 EHIEMH

OSWO7P P R4 Y CP-ABE 11 B4 RS K AR K P P b RLPE D — ol e e 0 4 0 P P s R el B 3 3
SRR oK, A7 15 HURY 1) FH P 032 MR 5 35 S AELRE 38 Jon 7 2 SO0 P BB (9 K/ Attrapadung. %5 AP SRERC )R 1)
SR IR T RS 1K) T4, 482 H Broadceast ABE ML, 523 KP-ABE il CP-ABE 1) FLEEHUAY. 8 W=U\R,JLH+:U
R H P AR IREER O I U 2B T BRI 1 IDUE S0 WOAH SR, T P R A S AR R 1D
A2 KP-ABE W H 5 11K W 5 8% 30 s PEIEH L R 76 CP-ABE " H 5 11K W5 %5 3007 Il 3R I I 3k Sk 42
B AL IDeW HJE 15 S0 TL TN, A B AR 5 55 50

B R RIS P TG 8 S T 8 Ak Oy S i g — A R A B MR I R T SEIL R
JE YEIHRT . H OSWOT7Z IR AT09a SR FH FH A TR AS S KRR A TP (R4S, 136 A7 MRt e JFE) P s e R 1 185 0,
mHE I T R AP
33 RAERN

Attrapadung % A\PV78 43 7] F 5 Bl S A5 210 B0 34 SR B OB 16 KP-ABE (1 U8 i) R4 Hh Vi 5 T Ry
Bl HR-ABE. 3% Jy 75 I % It ) LG 3¢ 15 422 B TR] 422 (10 e 5% 27 08 80 1 e« W) 1 e 0 0 P S 41036 R
A T P AL S U UE 6 224 1 I ) € HR-ABE L5 5 > AR G0 EL4% mI U 1) ABE A1 R)H% W] 3089 (19 ABE. & I£ 5
R i 3 A5 A FH A B (9 7 R G H P 8801 5 U5 1) g M FIME — B3R 1D A AN P I Bk B BN T R4
FR0 25 I 2HL 1, T M08 A 8 AT AR S A A 1) SC. BT B0 0 85 0 BT T e s ) e X B B LA 7 1)
T A A I S s F P U B3R RIS A I %) R 2 M BRI S E S T A R S SR R AR A
FBOT 1) B VT I 454 HL 1D e R, AR 5 1 Dy A2 7 vk R ok T P SRR 10 1) 388, DG A 38 P P g 1P £ 0 5 i
AT RGRAE N, B2 8 T ) S
34 9 M

LT ABE SRS HLIIT T T, — SO 0 T RS MO L
BT AR P R 3 A T3 6 XA T R IR R L] A A attribute authority) & /R RUHLAG 4 T 547 78
BRI ARG PRI AA BRI SRECE B (5 B0 T A g 7 kI R 40, M - % 587 8 HRIE B
WA REETR, R AT & S R 3% 7 R K PAAT Tl AA SRS 30 BE 5 AT AR G th 3% 6 ml a1, H A
i % 3% 7 ST FO SRS Lk 213 T3S B B T R R AR, SEB T RIV IR Y, (E A e P R e PR . BT, R SR AT
T WIFFE TG AT 82 A8 ., 35 38 I A7 4808 B2 5K, T S B RTINS 38068 1Y) ABE U AL

Table 6 Comparision of revocation schemes

6 P HLEIG B

. Supported schemes Revoke
System Executor Online party KP-ABE CP-ABE Speed User User’s attribute  System attribute
PTMWO06!™! AA AA Yes Yes Expiry Yes Yes Yes
Bswo7!" AA AA $ Yes Expiry Yes Yes Yes
BGKO08!*) AA / Yes / Expiry | Yes / Yes
IPNHJ09"! | Third party Third party / Yes Immediate | Yes Yes Yes
YWR10P8 | Third party | Third party, AA Yes Yes Immediate | Yes Yes Yes
oswo72! Sender / / Yes Immediate | Yes / Yes
AI09a""! Sender / Yes Yes Immediate | Yes / Yes
AI09b% Hybrid / Yes / Hybrid | Yes / Yes
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4 REINE

ABE By b S U P 0 S A T 1 0 B P AU, B A R B AN P B BB LAG BT A H T, S R
BHTULINE I R4 :(1) KT CP-ABEP Nl v ()38 57 ¥ LRKOIPV 44 53 4T 5 4 21 F F 5 352 AL
1, LRZWOOUONE AT 52 A7 B T P [ I 52 DL SRS BEE.(2) % T KP-ABEFUHLHI P (I8 ST, YRLLOOM Mg 53 4%
SEAL BT P, HIRIE T5 Ba gk 8 e 2k
4.1 BAlL% A A AICP-ABE

LRK09P?3EF DBDH A1 CDH {5 1,42 ti 7T 3 33 /) CP-ABE(CP-ABE)HLA fift ¥k T CP-ABE ik 5& HI /7 5

T PR FA 7 RO R S AL S T AR T A R IS O RL B, O P 3 A VA T R ML v T IR UL
PG ) o e A P P P g s s, £ Y 0 % 0 O v P I 0 R B S 5 B T B v A T % B v 1 B
FAEH 15775 M N PR A 280U 15 28 0. 35 A7 A6, Ut WA 2 5 %A 15 10 P 3 2 77 At 2 8 00 4 D) 58 1 2 2 AL
P BIAS AT N .CP-ABE M5 1 s i 15 2% v A s 908 10 2 2 0, L BB AT 3 s D S < 5 1, 38
T SR TR BB T A B 5 A A BHAIE A b 5 BT Sk A P AURIE S, A SR, 7 S A R B e

Shy S B SRS I LA Ik 82 0 B 44 P LRZWO9M 1L T DBDH Ml D-Linear {2 £ Hi ] 38 37 ({1 [ 44 CP-ABE
(CP-A’BE) WL, fift v T 1 F* ) AT A il A A% 0 JEABU K1 FH P b Ut N A AR BEL LB P P 22 ) R 3
SEEH N SRS NY OO0 AL 1 45 A S IH 5 s s, 38 BB S0y B 4 1A 280 A 13 3 i o % 5 35 3
B STVENT T P R AN T 43 A B 8 B I 5 v 7 A R SO s R T 5 P, U e e e A S
W 140 T S P A i i 5 a2 0 R, A T 2 ¥ 38 B 1) 77 75 3 .CP-APBE. HLAT B4 030 1 10 5 0, B (S OU 5 0 - e iy
N FRT 4T R B B 5 R A % A2 ML 1) SR SR W B, PR R 36 7 T B A (L (0 5 0 o e 2 5 ) RN 2 S
HAER RS 5.
4.2 BALEE4A I A BIKP-ABE

YRLLO9“UJET DBDH 1 D-Linear 1% 4% i 75l i KP-ABE(AFKP-ABE)WLiHI, A1k T KP-ABE #LiH|th &
1 P 5 b N 43 2 B T RS S B T P ) AR AR A 51T 0 U ) AR P P LA I R LR TR R — R R A
Oy JaE N B FH P RL B o 3 e M R O A VR DG S L R D < i T R T A TR I ) A
FH OGP 5 8 SCORTRR D Sk, A 453 SU R SBE A TR FH P A 6 g 1 B S0, AT 2 (L 48 PR P E Al B R VAR T 5
NYOOSZ I ABL iy F A, 76 0 35 e B s b YA 9 S Pk R0 3 43 3 3 Jig vk, 1 1 18 WL 4% AN e 4 I 36 B AT o
AFKP-ABE LLBEIG i 2 G120 s R Sk, 2 R it i
43 o

R T RN T Bk 3 RHLEL AT P T b S B0 ) AT A E LRK 09D B T A
FRRHLAAELAR, ¥ 18 14 6 o 1) 25 ks I, B =2 ) AT M LRZWOOM LRI YRLLOOM W 2% F& {47 & 3% 5 IR B A,
HJ& YRLLOOM™ MW Bask 5 43 J@ k. AT YRLLOOMW S RE J@ v 15 By 1 PR 45 RT3 75 AF 9 55 s R 3% 1) ]
JB T CP-ABE, LA R4 K032 J5 B FA 1) I 38 33 1) KP-ABE.

Table 7 Comparision of AFKP-ABE, CP-A’BE and CP-A’BE
% 7 AFKP-ABE,CP-A’BE 5 CP-A’BE %] L
System Trace property Trace effect  Key form  Third party Sender hides Assumption Supported policy

CP-A’BEF”! White-Box AA,user Well-Formed  Trusted / DBDH, CDH And
CP-ABE!*” Black-Box User / / Policy DBDH, D-Linear And
AFKP-ABE"!!  Black-Box User / / Part attributes DBDH, D-Linear And, or, threshold
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5 %¥l# ABE

ZHlH ABE RAME 2N BB AAFUREA AR mHEAD AA IFH B O BG4 11
14D Je P 338 SRORH I 1 1 5 5 H S AA IR — N B H O R AR % 0 IERISAT T AA I ESHZ RN A R
G R EHARE W AA AR 28 0 A H P AR R, R4 B AT B8 2 JE R PG RE A AA
B AN TR P R T T Dk 52 R R 4 2 B, T e R G e A P DAL T AR O PR RN R R A 2 R AT
FE7 JE X A2 2 WA ABE [ 503 k.

H AT, 2 T 2 L ABE 98 TAE#FLAEA ABE LI A IERE, K FH 1 7 42 Je e — b (GID) ke By 1k
R R 4 2 15 SR H P e R BUHL M (central authority, {7 FR CA) R SRR fift 255 (1) IE #3247, H #1858 4 49 2R H
CAMWMI Z P ABE AL CAM M ZHLig ABE W2,
5.1 XHACAHIZNI#HABE

3tF BDH i #,Chase! 15 46 R I 7 GID, Oy B HL R 5L (PRF) A1 CA fift w2 ML ABE (K18 70 25, 32 11 2
AA ] ABE(MA-ABE)HLH.MA-ABE ', RAEHHN yo.AA WAHBFTF s B n ABEHLEL t,; 4k, L,
ke{l,....N}ie{l,...,n} /] PRF iH5Ly, , = F (u),u A7 # GID RIS 4 BEHLZ T p(0)=Yiu, M4 /7
IR Dy, = gPV"™ Ly BEBE I 1EAS [ X A A B B I CA BIRAET (Yo, (S} k=1,...,N), AT LAAR A /7 #4

GID FH AATTE I yiew TR T 7 B4 Do, = gy°’sz:1 Y MA-ABE [ 25 AR 5 SWO05L— 51 Dea F1h
FAEHSR B 240 AA 3Gk B fF %ML T GID.

AA AN PR % H.CA S 5RAEASH P et RN AA BL,CA BB RS %M A
L ARAEHT AA 1 PRF B 0T ABT AA SREUS MRV I 7 % AU CA SREUET I Dea, /B E TS A IH AA SR
FAARIAE G i e CA Ref ff 5 H 2% SC 2 5E A AT (5. 0 A6, P 5 22 1) AA 3228 GID TG AA 2 (A EWS HE 4
GID WA P 11 e 3 6, v i A 55 281 P BeoRa. i FLLF P Js dE A8 7 45 5 ie GID AR .

N ik MA-ABE ' CA 58 43 W] {5 1) 17 {8, Bozovic 45 \3E T DBDH 5 B4 H—Fivks CA RILG ik 9 (HL 45 35
PR 75105 C A U ST b S B A8, ) 2 7 e i 285 2% SC.CA I R A AA I B T J 15459 31 3R 40 o 4 AR 38 o
(1 AA A REAS P2 R — AN FABH, JLAE T4 Ak B B R S PR CRAIE 1 a8 AN AT [X 43k 5 A 26 il 9 1k R i
FIN A 25 ) JBAR L CO7H 140,
52 FLCARIZ HIHIABE

NS AR CA SR I 22 A JE 95 1 Lin 25 NMSUR B %8 90 % (DK G) I & 1) Bk 35 L 52 (JZSS) B A it
HAFFT B, 3 T DBDH R %42 H—F £ AA [f) ABE(threshold MA-FIBE)#L). Setup 5.3 # B ¥ & R GL R A
ZAPERE B m,Is 1T 2 X DKG Bl 242 R 40 % 40 ag T b, H L a9 5 bo FI—AN(4N) [T BR BB % 3 =52 a0 H T
I be TR P R AAUEA ay AT ae A1 by AT bymii 384T m IR JZSS ThiU™ R REL ay;
(G=1,...,m),JE % 0 F—N(t,N) [ R 22 2t R 85 e = H B WL 88— > GID $25845 AA i AAKRIIE GID 3K
i, HZ I pu)=ag otag X+ . Famx" 22 P AV, pe(0)=ay g+ay | GID+. . . +ay nGID™ Encrypt Hi44 — 5
0 B8 305 88, H DU I i 2% 2 5 A R YE DKG his,H Pl A ZR (DA SE AA, 3R45 pe(0) (i,
t<<n/2) A" BETE MR % 1) B 5 A0 SRV 25 GID, 3 31 ay, (7 2 M7 T GID AL 5 2 L BERT 1 m AN P 8 i, U A
P P CE I8 B (1), A AN 22 4 38 I8 AA B 5 BEFHYIG A RETFHE K.
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Table 8 Performance of multi-authorities ABE

*8 Z Wi ABE HLIMERE
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Table 9 Summary the research of ABE
Fz 9 ABE IO 45

Scheme Standard assumption Policy flexibility Revocation Accountable user Multi-authorities
. SWO5™T PTMWO06™™,  SW05™], PTMWO06I™", (9] C07™T BSSVO9T™,
Basic ABE BSZ0720 BSZ07120 PTMWO06 / LCLS08, cCo9ie!
GPSWO06"T, OSWo7%1, GPSWO6", PTMWO6"", [41]
KP-ABE Lwio!"” oswo72' Lwiot7 YWR10P® YRLLOY /
CNO7" NYO008™, BSWO07™, PTMWO6"",
CP-ABE EMNOS09%, ITHI09®, BSW07"4, LRK09"?, /
ITHJ09™", GIPS08!?7, wogl, IPNHJ09**, LRZW09H"
LCLX09%8), wogl*" LOST108? YWR10"®!

A F AN AT IR BTN S HURNTB S TOTTLA BT BRATIA N ABE BFTT 3 AE R
FEENIIE S ) 0 3 B 4

(1) ZHLH KP-ABE 5 CP-ABE. Fliit. 2§15 ABE i) T/ #55F 533 4 ABE,ii[H£¢ KP-ABE Fil CP-ABE

(W IF AR e TT.KP-ABE A1 CP-ABE {535 B i v (0 3 240k CL 20103 31 5 ik WL 7R A1 2 AL R 4

YA PIRTEL JH P BB (R4 A 5102 BT, I T 2 HLAG KP-ABE 55 CP-ABE [RIBFST RN — 4

© HEBEERAET hipd/ www, jos. org. cn



1312 Journal of Software #kfF34R& Vol.22, No.6, June 2011

(2) AR R RN E H P U T CP-ABE ML H AT BB O s bR AR 1% T SR RIS 0. Al U
CP-ABE LA (H %ML A AR e FH 7 AR DA G ML LR T, oA SR 75 B 9 S s T B 1 58 4 1 o)
FER) . figthsg H P 98 (£ CP-ABE HLil;

(3) TR AF AT 1 8. ABE REH BN K 58 4 vl {5 4 R ok & A B i — B BHUA B IR,
Wi v LR BT A FH P (003 50, 5 BE AR 2 T A % 3C. H AT, LA Goyal %5 NSRS & A v IBE
RGP RN 58 A T AE A SR I 100 2L (H ABE HLSHI AP B2 AUHLAL B T3 AT\ 5 10 BT T A 255 B it o
N

(4) SRESBK CP-ABE.CP-ABE ML, SRB& AR L T & 1% 7 0 B FA. (R B,k T 36 4 ) 7 B 2 4, 19 2
U SR AT A SRR R B 75 I A D T A Y R, th T RO SR K apadia 25 A\ MO T B
WK (1 7V AL AN BB 1 P B BN — AN 1P I 5 IR 25 25 0 B 1B P SR it Yu 45
AFET CNO7H O by it 4 H W Bl B 44 CP-ABE LI (ECR 1 9 B Nishide %5 AP Yo 56
I DBDH #1 D-Linear 2% [f]FE 4 CP-ABE Ll S 30 3¢ s B, (F 2 H Be 7 Ja Pk 1% 55 5 1 . TRT i
FUARHEAR BE T 4% 5 5 (0 s R A8 77, [ I S ISR s B sk 1) CP-ABE L, & AR T L 78 1 — A
J7 5

(5)  ZkAL ABE.SEFR N 2 AN 2 T8 5 AR AE SR O B B M T 2 OGR4 2 Ak
ABE A 5T A B SE 75 SR CNO7H Ok £ oy S 20 R 38 ¥ S vk 0 2 i JBARL L 25 POV 2 K
1L IBE(HIBE)4i ARl ABE (A3 L= 1R R I 2 IR G i R oR B 2R R | m T
ABE 1192805 AR 3 A T 5 B e 280 10 3 7S Jig A ) J2 U0 O 2R 1 i 6 g s HL O i A A B T I 1 11
JE KK FR B A AT 2 AR TR ) J2 K06 R, T B T LT HIBER 4 ) 2 Yk ik ABE R4

(6) RU3KMS ABE.KP-ABE Fl CP-ABE Ll (1 5k I e 48 il 0 FH P 85 5 88 SR U7 IR Attrapadung Al
Tmail>*5 | X 3= 20 00 a8 1 i1 2 25000 S5 s 1) it & AR B 45 &5 CP-ABEPY I KP-ABE!), 5 B AL Se s ABE, fif
755 0 SO 5K IR SR A AR B 00 R, 5 P S A G 1) SR R4 FH P BB (E 2 8 i T N s S
K FE 3R R UK S ABE ML 123056 1384 0 SR w119 R 55 2 AR R LI 7 [l 22

Bt AR LR, AT I AR SO A SR AL R D R 2 TR [ AT R O PR T

References:

[1] Fiat A, Naor M. Broadcast encryption. In: Stinson DR, ed. Advances in Cryptology-CRYPTO’93. Berlin, Heidelberg: Springer-
Verlag, 1994. 480—491.

[2] Naor D, Naor M, Lotspiech J. Revocation and tracing schemes for stateless receivers. In: Kilian J, ed. Advances in Cryptology-
CRYPTO 2001. Berlin, Heidelberg: Springer-Verlag, 2001. 41-62.

[3] Boneh D, Gentry C, Waters B. Collusion resistant broadcast encryption with short ciphertexts and private keys. In: Shoup V, ed.
Advances in Crytology-CRYPTO 2005. Berlin, Heidelberg: Springer-Verlag, 2005. 258-275. [doi: 10.1007/11535218 16]

[4] Shamir A. Identity-Based cryptosystems and signature schemes. In: Blakley GR, Chaum D, eds. Advances in Cryptology-
CRYPTO’84. Berlin, Heidelberg: Springer-Verlag, 1984. 47-53.

[5] Boneh D, Franklin M. Identity-Based encryption from the weil pairing. In: Kilian J, ed. Advances in Cryptology-CRYPTO 2001.
LNCS 2139, Berlin, Heidelberg: Springer-Verlag, 2001. 213-229. [doi: 10.1007/3-540-44647-8_13]

[6] Sahai A, Waters B. Fuzzy identity-based encryption. In: Cramer R, ed. Advances in Cryptology-EUROCRYPT 2005. Berlin,
Heidelberg: Springer-Verlag, 2005. 457-473.

[7] Goyal V, Pandey O, Sahai A, Waters B. Attribute-Based encryption for fine-grained access control of encrypted data. In: Proc. of
the 13th ACM Conf. on Computer and Communications Security. New York: ACM Press, 2006. 89-98. [doi: 10.1145/1180405.
1180418]

[8] Yu SC, Ren K, Lou WJ. Attribute-Based content distribution with hidden policy. In: Proc. of the 4th Workshop on Secure Network
Protocols (NPSec). Orlando: IEEE Computer Society, 2008. 39-44. [doi: 10.1109/NPSEC.2008.4664879]

© HEBEERAET hipd/ www, jos. org. cn



Tt 5B A e E AU 1313

[9] Traynor P, Butler K, Enck W, Mcdaniel P. Realizing massive-scale conditional access systems through attribute-based
cryptosystems. In: Proc. of the 15th Annual Network and Distributed System Security Symp. (NDSS 2008). San Diego: USENIX
Association, 2008. 1-13.

[10] Cheung L, Newport C. Provably secure ciphertext policy ABE. In: Proc. of the ACM Conf. on Computer and Communications
Security. New York: ACM Press, 2007. 456—465. [doi: 10.1145/1315245.1315302]

[11] Cheung L, Cooley JA, Khazan R, Newport C. Collusion-Resistant group key management using attribute-based encryption.
http://eprint.iacr.org/2007/161.pdf

[12] Yu SC, Ren K, Lou WIJ. Attribute-Based on-demand multicast group setup with membership anonymity. Computer Networks, 2010,
54(3):377-386. [doi: 10.1016/j.comnet.2009.09.009]

[13] Baden R, Bender A, Spring N, Bhattacharjee B, Starin D. Persona: An online social network with user-defined privacy. In: Proc. of
the ACM SIGCOMM 2009 Conf. on Data Communication. New York: ACM Press, 2009. 135-146. [doi: 10.1145/1592568.
1592585]

[14] Bethencourt J, Sahai A, Waters B. Ciphertext-Policy attribute-based encryption. In: Proc. of the 2007 IEEE Symp. on Security and
Privacy. Washington: IEEE Computer Society, 2007. 321-334. [doi: 10.1109/SP.2007.11]

[15] Beimel A. Secure schemes for secret sharing and key distribution [Ph.D. Thesis]. Technion: Israel Institute of Technology, 1996.

[16] Liang XH. Research on attribute-based cryptosystem [MS. Thesis]. Shanghai: Shanghai Jiaotong University Press, 2009 (in
Chinese).

[17] Lewko A, Sahai A, Waters B. Revocation systems with very small private keys. In: Proc. of the IEEE Symp. on Security and
Privacy. Washington: IEEE Computer Society, 2010. 273-285. [doi: 10.1109/SP.2010.23]

[18] Shamir A. How to share a secret. Communications of the ACM, 1979,22(11):612—613. [doi: 10.1145/359168.359176]

[19] Pirretti M, Traynor P, Mcdaniel P, Waters B. Secure attribute-based systems. In: Proc. of the ACM Conf. on Computer and
Communications Security. New York: ACM Press, 2006. 99—-112. [doi: 10.1145/1180405.1180419]

[20] Baek J, Susilo W, Zhou J. New constructions of fuzzy identity-based encryption. In: Proc. of the ASIAN ACM Conf. on Computer
and Communications Security (ASIACCS 2007). New York: ACM Press, 2007. 368—370. [doi: 10.1145/1229285.1229330]

[21] Ostrovsky R, Sahai A, Waters B. Attribute-Based encryption with non-monotonic access structures. In: Proc. of the ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2007. 195-203. [doi: 10.1145/1315245.1315270]

[22] Naor M, Pinkas B. Efficient trace and revoke schemes. In: Frankel Y, ed. Proc. of the Financial Cryptography. Berlin, Heidelberg:
Springer-Verlag, 2001. 1-20. [doi: 10.1007/978-3-540-68914-0_7]

[23] Nishide T, Yoneyama K, Ohta K. Attribute-Based encryption with partially hidden encryptor-specified access structures. In:
Bellovin SM, Gennaro R, Keromytis A, Yung M, eds. Proc. of the Applied Cryptography and Network Security. Berlin, Heidelberg:
Springer-Verlag, 2008. 111-129. [doi: 10.1007/978-3-540-68914-0_7]

[24] Emura K, Miyaji A, Nomura A, Omote K, Soshi M. A ciphertext-policy attribute-based encryption scheme with constant ciphertext
length. In: Bao F, Li H, Wang G, eds. Proc. of the Information Security Practice and Experience (ISPEC 2009). Berlin, Heidelberg:
Springer-Verlag, 2009. 13-23. [doi: 10.1007/978-3-642-00843-6_2]

[25] Canetti R, Halevi S, Katz J. Chosen-Ciphertext security from identity-based encryption. In: Advances in Cryptology-EUROCRYPT
2004. Berlin, Heidelberg: Springer-Verlag, 2004. 207-222.

[26] Boneh D, Waters B. Conjunctive, subset, and range queries on encrypted data. In: Proc. of the Theory of Cryptography Conf.
(TCC). Berlin, Heidelberg: Springer-Verlag, 2007. 535-554. [doi: 10.1007/978-3-540-70936-7_29]

[27] Goyal V, Jain A, Pandey O, Sahai A. Bounded ciphertext policy attribute based encryption. In: Aceto L, Damgérd I, Goldberg LA,
Halldérsson M M, Ingoélfsdottir A, Walukiewicz I, eds. Proc. of the ICALP 2008. Berlin, Heidelberg: Springer-Verlag, 2008.
579-591. [doi: 10.1007/978-3-540-70583-3_47]

[28] Liang XH, Cao ZF, Lin H, Xing DS. Provably secure and efficient bounded ciphertext policy attribute based encryption. In: Proc.
of the ASTAN ACM Symp. on Information, Computer and Communications Security (ASIACCS 2009). New York: ACM Press,
2009. 343-352. [doi: 10.1145/1533057.1533102]

© HEBEERAET hipd/ www, jos. org. cn



1314 Journal of Software #kfF34R& Vol.22, No.6, June 2011

[29] Tbraimi L, Tang Q, Hartel P, Jonker W. Efficient and provable secure ciphertext-policy attribute-based encryption schemes. In: Proc.
of the Information Security Practice and Experience. Berlin, Heidelberg: Springer-Verlag, 2009. 1-12. [doi: 10.1007/978-3-642-
00843-6_1]

[30] Waters B. Ciphertext-Policy attribute-based encryption: An expressive, efficient, and provably secure realization. http://eprint.iacr.
0rg/2008/290.pdf [doi: 10.1007/978-3-642-19379-8_4]

[31] Attrapadung N, Imai H. Conjunctive broadcast and attribute-based encryption. In: Shacham H, Waters B, eds. Proc. of the
Pairing-Based Cryptography-Pairing 2009. Berlin, Heidelberg: Springer-Verlag, 2009. 248-265. [doi: 10.1007/978-3-642-03298-
1_16]

[32] Lewko A, Okamoto T, Sahai A, Takashima K, Waters B. Fully secure functional encryption: Attribute-Based encryption and
(hierarchical) inner product encryption. In: Advances in Cryptology-EUROCRYPT 2010. LNCS 6110, Berlin, Heidelberg:
Springer-Verlag, 2010. 62-91. [doi: 10.1007/978-3-642-13190-5_4]

[33] Waters B. Dual system encryption: Realizing fully secure ibe and hibe under simple assumptions. In: Halevi S, ed. Advances in
Cryptology-CRYTO 2009. Berlin, Heidelberg: Springer-Verlag, 2009. 619-636. [doi: 10.1007/978-3-642-03356-8_36]

[34] Lewko A, Waters B. New techniques for dual system encryption and fully secure hibe with short ciphertexts. In: Proc. of the 7th
Theory of Cryptography Conf. (TCC 2010). Berlin, Heidelberg: Springer-Verlag, 2010. 455-479. [doi: 10.1007/978-3-642-11799-
2 27]

[35] Attrapadung N, Imai H. Attribute-Based encryption supporting direct/indirect revocation modes. In: Parker MG, ed. Proc. of the
Cryptography and Coding 2009. Berlin, Heidelberg: Springer-Verlag, 2009. 278-300. [doi: 10.1007/978-3-642-10868-6_17]

[36] Boldyreva A, Goyal V, Kumar V. Identity-Based encryption with efficient revocation. In: Proc. of the ACM Conf. on Computer
and Communications Security. New York: ACM Press, 2008. 417-426. [doi: 10.1145/1455770.1455823]

[37] TIbraimi L, Petkovic M, Nikova S, Hartel P, Jonker W. Mediated ciphertext-policy attribute-based encryption and its application. In:
Proc. of the 10th Int’l Workshop on Information Security Applications-WISA 2009. LNCS 5932, Berlin, Heidelberg:
Springer-Verlag, 2009. 309-323. [doi: 10.1007/978-3-642-10838-9_23]

[38] Yu SC, Wang C, Ren K, Lou WIJ. Attribute based data sharing with attribute revocation. In: Proc. of the ASTAN ACM Conf. on
Computer and Communications Security (ASIACCS 2010). New York: ACM Press, 2010. 261-270. [doi: 10.1145/1755688.
1755720]

[39] LiJ, RenK, Kim K. A’BE: Accountable attribute-based encryption for abuse free access control. http://eprint.iacr.org/2009/118.pdf
[40] LiJ, Ren K, Zhu B, Wan ZG. Privacy-Aware attribute-based encryption with user accountability. In: Proc. of the Information
Security Conf. 2009. LNCS 5735, Berlin, Heidelberg: Springer-Verlag, 2009. 347-362. [doi: 10.1007/978-3-642-04474-8 28]

[41] Yu SC, Ren K, Lou WJ, Li J. Defending against key abuse attacks in KP-ABE enabled broadcast systems. In: Proc. of the Security
and Privacy in Communication Networks. Berlin, Heidelberg: Springer-Verlag, 2009. 311-329. [doi: 10.1007/978-3-642-05284-2
18]

[42] Boneh D, Sahai A, Waters B. Fully collusion resistant traitor tracing with short ciphertexts and private keys. In: Vaudenay S,ed.
Advances in Cryptology-EUROCRYPT 2006. LNCS 4004, Berlin, Heidelberg: Springer-Verlag, 2006. 573-592. [doi:
10.1007/11761679_34]

[43] Chase M. Multi-Authority attribute based encryption. In: Proc. of the Theory of Cryptography Conf. (TCC). Berlin, Heidelberg:
Springer-Verlag, 2007. 515-534.

[44] Bozovi¢ V, Socek D, Steinwandt R, Villanyi VI. Multi-Authority attribute based encryption with honest-but-curious central
authority 2009. http://eprint.iacr.org/2009/083.pdf

[45] Lin H, Cao ZF, Liang X, Shao J. Secure threshold multi authority attribute based encryption without a central authority. In:
Chowdhury DR, Rijmen V, Das A, eds. Proc. of the Cryptology in India-INDOCRYPT 2008. Berlin, Heidelberg: Springer-Verlag,
2008. 426—436. [doi: 10.1007/978-3-540-89754-5_33]

[46] Chase M, Chow SSM. Improving privacy and security in multi-authority attribute-based encryption. In: Proc. of the ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2009. 121-130. [doi: 10.1145/1653662.1653678]

[47] Gennaro R, Jarecki S, Krawczyk H, Rabin T. Secure distributed key generation for discrete-log based cryptosystems. Journal of
Cryptology, 2007,20(1):51-83. [doi: 10.1007/s00145-006-0347-3]

© HEBEERAET hipd/ www, jos. org. cn



TR 5B A S AR 1315

[48] Goyal V, Lu S, Sahai A, Waters B. Black-Box accountable authority identity-based encryption. In: Proc. of the ACM Conf. on
Computer and Communications Security. New York: ACM Press, 2008. 427-436. [doi: 10.1145/1455770.1455824]

[49] Kapadia A, Tsang PP, Smith SW. Attribute-Based publishing with hidden credentials and hidden policies. In: Proc. of the 14th
Annual Network and Distributed System Security Symp. (NDSS 2007). USENIX Association, 2007. 179-192.

[50] LilJ, Wang Q, Wang C, Ren K. Enhancing attribute-based encryption with attribute hierarchy. In: Proc. of the Mobile Networks and
Applications. Berlin, Heidelberg: Springer-Verlag, 2010. 1-9. [doi: 10.1007/s11036-010-0233-y]

[51] Agrawal S, Boneh D, Boyen X. Efficient lattice (H) IBE in the standard model. In: Gilbert H, ed. Advances in Cryptology-
EUROCRYPT 2010. Berlin, Heidelberg: Springer-Verlag, 2010. 553-572.

[52] Boneh D, Boyen X, Goh EJ. Hierarchical identity based encryption with constant size ciphertext. In: Cramer R, ed. Advances in
Cryptology-EUROCRYPT 2005. Berlin, Heidelberg: Springer-Verlag, 2005. 440—456. [doi: 10.1007/11426639 26]

[53] Boyen X, Waters B. Anonymous hierarchical identity-based encryption (without random oracles). In: Dwork C, ed. Advances in
Cryptology-CRYPTO 2006. Berlin, Heidelberg: Springer-Verlag, 2006. 290-307. [doi: 10.1007/11818175_17]

[54] Horwitz J, Lynn B. Toward hierarchical identity-based encryption. In: Proc. of the Theory and Applications of Cryptographic
Techniques. Berlin, Heidelberg: Springer-Verlag, 2002. 466—481.

[55] Yao DF, Fazio N, Dodis Y, Lysyanskaya A. Id-Based encryption for complex hierarchies with applications to forward security and
broadcast encryption. In: Proc. of the ACM Conf. on Computer and Communications Security. New York: ACM Press, 2004.
354-363. [doi: 10.1145/1030083.1030130]

[56] Attrapadung N, Imai H. Dual-Policy attribute based encryption. In: Abdalla M, Pointcheval D, Fouque P A, Vergnaud D, eds. Proc.
of the Applied Cryptography and Network Security. Berlin, Heidelberg: Springer-Verlag, 2009. 168—185. [doi: 10.1007/978-3-
642-01957-9 _11]

Bt iR 325 %5 STk
[16]  SEEHE. M T J Y 6 ) AR AL T [0 2 03 5C). L LAl R %,2009.

FER(1962—), T A8 dH H AL H
$2, A S0 ,CCF W by, E AT
AU THSERLI 25 15 S 2 4

Fh— G (1981 —), 95, 1+ By B wE 5T 01,
SRR GUATIE A A5 S A AL R R

B (1983 —), &, 1 R, E TS
W 2% 27 4.

HFTRA979—), 55, 1 2k, S ET AU
N P % ) A A U A R0 2%

(1982 ), 50, 101, B 5,
TE T 4 2 fi LR )
EN TS

© HEBEERAET hipd/ www, jos. org. cn



