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Abstract: Firstly, this paper displays an access driven Cache timing attack model, proposes non-elimination and
elimination two general methods to analyze Cache information leakage during AES encryption, and builds the
Cache information leakage model. Next, it uses quantitative analysis to attack a sample with the above elimination
analysis method, and provides some solutions for the potential problems of a real attack. Finally, this paper
describes 12 local and remote attacks on AES in OpenSSL v.0.9.8a, v.0.9.8j. Experiment results demonstrate that:
the access driven Cache timing attack has strong applicability in both local and remote environments; the AES
lookup table and Cache structure decide that AES is vulnerable to this type of attack, the least sample size required
to recover a full AES key is about 13; the last round AES implementation in OpenSSL v.0.9.8j, which abandoned
the T, lookup table, cannot secure itself from the access driven Cache timing attack; the attack results strongly
verify the correctness of the quantitative Cache information leakage theory and key analysis methods above.
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p(1)=1/m, py(1)=1-1/m @)
M — Y AES N &k T) 3£ b R3IG A Vi ) 5 — Cache LM A
Pn(b)=(1-1/m)" (8)
W b R AR T, R A Vi 0 1A Cache AN
E(P,(b))=m(1-1/m)° (9)
b Yk A4k T Vs il ik (¥1°F-34) Cache AN %0h
E(P(b))=m(1-(1-1/m)") (10)

7 S BRI BE R4 AES i A 35 U 0] Cache 4115 B, 1 T R G0t A2 R H A = 3R R A & 7 ] Cache
BT R — B T, AN R FE A B T M4 KA. JR B 2 Uil Cache iR FH T4, DX B BT g R 4 51
()75 2 Uy a1 1) Cache 2k 3 2 F BB AR IR RF R AL 1A N 25 75 2 ¥ Ui 1] 1) Cache 214 & it S A N2

N T R A IR 2 BT R, SO 7S AR u,u FRE (S BRI AR b T AL R . AR AL PR A
T il (1) Cache 4% H S B {E A1 5dE Cache 41 8 8 bbb IR, 52 bR B0 ali T g SR AE B 1) AES s 254k T) £ R
i) [¥)°F- 45 Cache 2H %5 H A3 R0AE K FRAR 21 S5 1K) 1-u % F e A As i u 5| A AR (9), 83— 153 3

E(P,(b))=m(1-u)(1-1/m)° (11)

FIFE, A B — O s &4k T, 205 | (¥°F- 1) Cache 2% H b
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E(P(b))=m(1—(1-u)(1-1/m)?) (12)
42 WEHKENH

421 AR
FESR 4.1 TRIRIERE N R 5 3.3 W HERR T O ik, B A (L) T AT AN BEAR T AHERR I K S H

S=E(P,(b))xS (13)
5 3.2 Al A,V AR 3R K AT ik (AR A el N ANBEHLRE A AT HEBR 20, V3 o0 R B0 V3 {E ok
N,, =256(1-5/256)"=256(1-m&(1-u)(1-1/m)°/256)" (14)

Hi AES s Js B SR 3.2 45 23 Mt 7 il 0, IE AR B K7 (R AN T BE R R BR B A, BRI Ny, =1 AT
VAN 2RI N, DB T 1t 75 B0HERR 70 A Mo KB A
4.2.2 OpenSSL v.0.9.8a "' AES B ili #f A& 43 b7

OpenSSL v.0.9.8a ', AES Hil 9 #& I BEHE 73 IR To~T31X 4 DR BEAT 4 IKIL 144 IRE X FAFE VT 17) Cache,
B R A T, £HEAT 16 IRE R AN AKX 256 NHdl %, 4L 16 17 16 51, A 0% 4 T AT
Cache 17 K/NA 64 775 (5=16)K i, A~ kR 0T Y. 16 /> Cache 41, Bl m=16.

XPTH LR BT BT, B TR AR M S — Ik 36 kA 4k T)(1=0,1,2,3)% )5 Cache 15 &, Bl
b=36, [ IFFF A A 4k % T %5 Y 4 DT E Ki(i=41,1=0,1,2,3) 4 it J5 — 5 In &5 dh AT 0 M i L A 4 T, % 16
KB b=16; Al i) fE A M B PR BE T u HEE T 0, 0] ZBS AT B4 4 5K 28 moou RIS 156 Bfg —400 M
b AN AR (7)~2 2 (14), 15 55K 2.

Table 2 Analysis of AES attack in OpenSSL v.0.9.8a
% 2 OpenSSL v.0.9.8a 1 AES Jifi 47

Parameter First round Last round
b 36 16
p(1) 1/16 1/16
Pa(2) 1-1/16 1-1/16
pa(b) 0.098 0.356
E(Pa(b)) 1.567 5.697
S 25.1 91.2
Local attack N, 256(1-25.1/256)" 256(1-91.2/256)"

Remote attack N, 256(1-25.1(1-u)/256)"  256(1-91.2(1—u)/256)"

i AES e 5 B 55 3.2 715 ) A, TE A ) KE° (DR A T RERHE Ry, T Ny, =1 BRATH B 05T N 2 K0T
Ny, L T 1, 0 45 SR B 3 7 B0k BT o R A AN ) N AR A B A N, 5 21 AES s 55 158 R BJs — 46
HeBR A B A M B o B b T TR BCh FE AR R A B T IR B R R o an [ 3. [ 4 TR,

Sy 50, B8 |- OpenSSL v.0.9.8a 7" AES £ 1 #&. )5 — R AMILT A 43 HI7E 54~75,13~15 MFEAKG KO 44
A 8 HERR R SR B KO E A1, 2238 HE SR B I A 5 B K.

TEEFR LG TP AES Lt Vs In 9K 3l Cache v I Beili, T e 75 AR & u I TE A 15 B0 I i A A & L A i
et ZER A A 1 u AR 2 1 R N, 0K A 28 N, B0 T 109 NELRI 0 % u 8 R BT HERR 20
WUk T 7 s ME AR B AES ISR 1 AR AR S — R HE R A T IS AR BGE IR oo (R BGE B RE AR N KRR
S tE 5. B 6 s,
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N
Fig.3 Nand N, in first round local attack

3 LA N AN, KR

256,256
224
192 B164.8
160
Ny, 128 106.1
gi 68.3
32 B 283182 7
0 2649 31 2 1308 0503
0 1 2 3 4 5 67 8 9 10 11 12 13 14 15
N
Fig4 Nand N, in last round local attack
4RI N RN, KR
1200
1000
800
z 600
400
200
0
0 01 02 03 04 05 06 07 08 09
u
Fig.5 uand N in first round remote attack
K5 55 1R ARt u FIN KR
350
308.5
300+
2501
200¢
=z
150+
100+
L 36.141
5001, 6134 14.415.416.517.919.321.123.125.428.33L.7

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Fig.6 uand N in last round remote attack
Kl 6 dgfE—Ram RS u FN SRR
4.2.3 OpenSSL v.0.9.8] o' AES Juili BEA &5 T
OpenSSL v.0.9.8j 1, AES 5 J5 —HE % 4G B 4k 3R Ty 288, 40 5% To,T1, T, T3 31X 4 AN 40 MHEAT 4 IR 3L 16
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AR AE Vi 0] Cache iXF¥,128 £ AES — N 10 323 il 254K To, T, To, ToiX 4 DR 40 IR 160 IR & K 45
YE, B b=40. 82 53 546 S5 m,su F5E 148, S —5e0 M b AN AR (T)~A R (14), 15513 3.
Table 3  Analysis of AES attack in OpenSSL v.0.9.8j
% 3 OpenSSL v.0.9.8j H' AES i /3 #t

Parameter First round (last round)
B 40
p(1) 1/16
Pa(1) 1-1/16
po(0) 0.076
E(Pa(b)) 1.211
S 19.4
Local attack N, 256(1-19.4/256)"
Remote attack N, 256(1-19.4(1-u)/256)"

AN NAEARA L 3 A it N, ik 3,7 ] OpenSSL v.0.9.8) Hr AES kK 74 16 b i it B o A A< it Al
T RN R WE 7 JioR.

i1 1 8 %) %11,0penSSL v.0.9.8] 1 AES #5 Ji — & A ek Hh K £ 80~100 AMFEA AT K 415 ik b (L HEBR S,
HRIL KO LA, 2SR IO E A 3 ) KA u AN 3R 3 T B2 Bl Ny, % ik 3,73 £ OpenSSL v.0.9.8j 1
AES % 1 A5 — R HEBR AT @ BRI B L u RIS R A N <R 8 iR,

Ny,
. 5 342315 1 0705
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80
N
Fig.7 Nand N, inAES local attack
Bl 7  AES AHIGE N AN, ER
1600
1200 1465
1200
1000
z 800
600 |
400
20011 75 79 84 89 95 102 110120131144 16118
0

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
u

Fig.8 uand N in AES remote attack
K8 AES Ml u fl N K&

5 WEHMRAMRBRAR

51 THEREM
R AES @RI BT Uil Cache 4145 R, Biti & F €. 4 4~ (OpenSSL v.0.9.8j)& 5 4~(OpenSSL
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v.0.9.8a) 7% $k F Wit Cache 41 EC 4447 . LL OpenSSL v.0.9.8a 1 5 AN EF 0.4 g i, BAdk 78 47 5
4 AES N HERE AP )RR SP iz 4T 4E [R— & PC L K SP T i W AE25 10 4 55 L1 #i4fs Cache 2%
KANFTEA AL, ..., SxWxB-1].
(@) @1 SP 3 Z, N A FAERG B TR /NI SR 4 Cache, ¥)4R 4t Cache Jy AR,
(b) filk AP AT HETREHLIISC P 02 454,
(c) SPAIIIE] AP PATTEEE ST SLRINT A v T B AT B U 1), SR AR 454> Cache 24 [n) b4 8 401,
(d) PATZER@)~PIR(C)F 10~12 MEARBEAT 55 %5 B RE, 2 UWCRAE T 15 X i Cache 411 In)~F34
It JE 390, R T — YK AES INE5 FEXT 5 AN R R EAT 160 YRV i), 2 FEACR AL I il 1 7 5 A 25 #0306 W
Ji45 Cache £ 70025 i Fi Fp 2445 v 1) 3, JC T &5 Cache 20 X381~ 343 1 i B4k J& 300 00 AR st 32 K 1 HiAth
DX 3 R 7E R AL BN Z FEAR T A Cache 41F-34 U5 In) 15 JE 1), vl o 213% 2210 1R 2 A V34 U n) I
PR HEBK 1) Cache 21, JLAC A0 B AR B2 AES (1) 5 ANk KXW Cache 4T A7 & .
% F- Athlon 64 3000+ 1.81 GHz M7 4 34 2% 5k 45t L1 Cache K /)N &y 64KB,Cache 47 KN4y 64B, 5 14 20 HH 1,
3£ 512 4> Cache #1,AES [ 5 > 1KB K /N A $k 2 5 B 80~81 AN 4: Cache 2 X 4. 11 9 FroR, H P AL bR & R
Cache 4135 AL bR R 7 Cache 4117 i) i 4 5 349 0 7, 388~468 2 [)3% 4E 81 4™ Cache 21 V5 1) i 2 A A EL 8 K,
5h 50 388 W1y To Ak % T Wi 2 45 Cache 2H,452 g T, 2 #k % T W52 45 Cache 4.

30
>
25
2 -
. o T e e e hd
5= ’.’00.000’0”’000.000 b o e <
e , o & L > .“u
10 %
- - * o - - - :
5 bV 4 P 4 S £ o S - (3
> >
PRGN =0~ 2pv~~ S~ P~ ~P-S v~ P e
s o
0

0 32 64 96 128 160 192 224 256 288 320 352 384 416 448 480 512

Fig.9 Average access cycles of all Cache sets
K19 Cache P A 4112415 n) I b ) U1 R A 14

5.2 &R ZE5|RCacheH &

AES AT R E N IKB, AN ICE 4 T35, 16 M7, 51 256 MIcE 46T 64B [ Cache 17 K/, i -F
KT ICEALE Cache PAFEME L S, B8 Lok, —/> Cache A AWl —ANERATF 16 ANILE. FAFE, —ANE
FAT TGt B> Cache 2111 552 B 1 0 AR AN & IXRE, S0 45 YL W, A AT A Cache 41 AN J& —— X6 B (9, 17
JEANKEFF I, Cache 41+ 1) Cache AT 4E 1 X B 5 A AN [l (¥ 7 42 A R AT T XTI 1Y) 16 A A kR oo & FFE, — 4
3R FAT HE W 0] N AN AN ] ()34 48 Cache 41 (%) Cache 4771 16 4™ Cache JG3, Wi 10 Fox.

SEUG TR %) T 64B Cache A7 K/ T RS 1 N JCERAEX W Cache 411 Cache 17 Fl2 A L & Al figE A 16
Tl Tk 95 o) A M R] B PEBRAT B 2 43 AT R A X TR B 2 A SR U, T A T B R 7 B AT 0 BT SR R A s AR B —
(10 B B A L S 22 AR A o7 8 K I 43 T 4 SR A A g T A7 A 58 80 71 256 ik 348 {8 4 i HE B .
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012 3456 789 10111213 141516

f
|

/
| |
/’ |

[
M\

Cache seti S-box line j

»
< T >

64 Bytes———>
A

Fig.10 T, related Cache set and lookup index mapping
Kl 10 T, XM Cache 41F1 AR 251 LG 5C R

6 Idh A

NSRS 3 55 B AT 5 0 AR E B X5 4 OpenSSL % il 7 v.0.9.8a,v.0.9.8) #5A4N #iL R iR A 7 AES
PRSI, ek e o AES N SR 1 6 BR 5 — %6, Bk )y X U5 W 3Kk 3l Cache TF I M.
6.1 BLNH
OpenSSL v.0.9.a H, AES gt sE UK B 15 56 % BH 57 5l DL AR 1 I 2 548 & 51 9 & R B84 UG T V5, 11 5
S5 RAFAREAE To,To,To, T3, T4 0X 5 DMEHRER P AT 9 e PR BT To,ToTo To RA 4 IR BJE—5AUKT T, 2k
1T 16 AR B AE JLRT 9 R 5 — 50 02 o il A 20 (15) . A0 (16) fan:
064, %5, %) =To g 10T, 6 1O T,[x, 1O Toxg; 1@ (Kg, Ky, K, Ky)
(%% %) = To DG 1O TG 1O T4, 1O Tk 1@ (K7, Ky, K, KY)
(%5 %5, X0, %11) = ToDg 1O T 1@ T, 1@ Ty [x 1@ (Kg, Ky, Kjg, K1)
(X X3, X4 %15) = To[X5 1O T 1@ T, [ 1@ ToDx 10 (Kjy, Ko, Ky, Ki)
(C,,C,,C,,C,) = (T,IX1® K, T, 1@ K, T,[x,]® K2, T,[x5, 1@ K3°)
(C,,Gs,C,Cr) = (TA[XZ] ® KzltovT4[X3]® Ké0|T4[Xf4]® KéO,T4[X§] @ K%O)
(16)
(C,Cs,Ci0,Cuy) = (TL[X1® K5° T, 331 ® K T, 1@ Kyg T, 1 © K37
(C12/Ci3:Cy Cis) = (TLDX1®© K37, T, 1@ Kig T, 16 1@ Kig T, [, 1@ Ki)
Herp K 55 AES 33 91,C 3 30 R — R RS A T, R RS
VLA, 3505 S 4L 4 OpenSSL v.0.9.8a i AES Hui s L H T 22 # Cache i B idi J7 15791012 OpenssSL
v.0.9.8] H1,AES SCB M IR b3k v fg 5 FE el 7O dg Jm R A T 3 BT AR Z (R A To, To, o, Ta 3
A A FIAT AT RIRAE AN T 00 050 IR T IR B 5 — 4843 AT 3 To, Ty, To Ta 45 4 IR 3k 16 IR K 48
5, JLRT 9 58 5 A 2 (15)H [F], B Jm — e s LA 2 (17):
(COvaCwCs) = (TZ[XS] ® Kéo,T3[X§](-B K110|T0[Xfo] ® K%O,Tl[xé]@ Kéo)
(C4,C5,C6,Cr) = (T 1® K\ To [ 1@ K, ToDxg, 1 © K, T, [x51© K7°) a7
(C4,Cs,Ci0,Cu) = (TIX1® K D3] © Ko To[ % 1@ Kig, T, 1@ K7
(C15:C13,Cus s Cis) = (D01 @ K T 1@ Kig To[xe 1@ Kig T, Dy 1 © K
kI () AES B 5 — R8T T 224N A 4R, AT A R B 5 2 il Al % A 2R i A A A e 10, H
] 3 A1 1 R L3116 OpenSSL v.0.9.8) FRACH AES i — & 13 Th S hta (1) B ek T T 4 4 18 &1 % OpenSSL
v.0.9.8a,v.0.9.8j H' AES (117 1] 4K 5l Cache i1 i Bk,

(15)
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62 EERESHI
6.21 f5HFRE

B o 2 SR AR A N BT % OpenSSL %5 J4 AES i py 28 A M 0ok S8 I, O B ili i ATP 20 Fid 55 L1
B4l Cache K/NHHEE 75 84 ALO,...,SxWxB-1],i# i il F OpenSSL H i 22 b 2 fih &2 AES BEFE AP $0AT 0
B IR IR SE R A BEAT U5 1) SRAS AU [R) B FR SP T 7E I PR Bk SR I K ATP I AES s Ik 45 i AP 3
1E M 25 AR TR PC HLE, A [ ERE SP AT AP I84T7E R — PC ML b, SP 43 it 5 L1 %4l Cache K /INHH & (1) 777
B4 A[D, ..., SxWxB-1],1F B R FE W& 11 froR SRR T

AU 1 ATP AN SP A A i RERS B 215 B2 U 41 435 2= Cache, W44k Cache Jy CLATIRE;

SPUR 2. ATP [n] AP JIERENLIASC P Al R AP AT N k% 3 C Rik%: ATP;

IR 3. ATP I E C J5 W40 SP 404l A 1555 B 71 5 Bl HEAT 7R Uk U 1) SR 42— IR AES N it i & T,

Vi) Cache 44 ST
IR 4. ATP MU A T R Ui 1) Cache LRI T) KRR G| Z MM L 7oK S&° Hell b I iR L5 HEES) .

___________________ 1
r AP data I S-boxdata []Cache hit [l Cache miss |
ATP -SP: Cache clean |
HHHH!
4
ATP---AP request encrypt P Cache clean OK: ATP---SP |
>
" "Bl
< |
N

Encrypt OK C: ATP———API
ATP---SP: Revist Cache to measure Scg

> |
™
Send Cache information Scs: ATP---SP :

Attacker L ATP: Transfer Scs to Sy | AES server

A

I
I
I
I
I
I
. I
I
I
I
I
I

Fig.11 Measurement process of the attack
K11 MR
6.2.2 {5 E T
OpenSSL v.0.9.8a 1 OpenSSL v.0.9.8) H' AES SEHLEE 1 48  HT i, 24 3 (15)H AES &2 1 e N AR &
51X RN

X =P®K =K =P®x (18)
27 A \(16),45 11 OpenSSL v.0.9.8a 1 AES i Ji — e A sUS5 &
C =T,IX1® K = K{° =C, ®T,[x] j=(5i) mod 16 (19)
R, 2% A R(17),45 th OpenSSL v.0.9.8) ' AES fitJi — & Il A M ok
C, =TIX1® K = K =C, ®T,[x]] ,I=(i+2) mod 4,j=(5i) mod 16 (20)

n(18)~ A (20) 5 2 3 (4) AT LE B ASAE R I, 2 5 (18) ) Py Al X« A (19 G AT, Ak
(20)rh (¥ Cy AT DT #8430 A5 T A X (4) 1 G, U A, U I G 7E 3 1 48 h R I S0 s — e om
BT UHES 1 RFORARMA RS R G — HRR R4 R X 3 PG LC# T LR35 3.2 Tl
o b 58 3.3 TTHERR T I A 5 V0 B AT HE T
U )
ﬁﬁ 1B AT IR, SR 3% B S B U VS LA a~z 3 26 A T RE, B — B 2 M I i T AES IS 19
WL IUE TG B 0~255 2 ] B HILI¥ 7745, 0 4 76 A F HE gk 20 A 77 500 2 AT S0 I 5 J — % o
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585

W AN T e B BB, P 7 R A B N 15 1 R T T G S A T
[N, A RS 1 AN 715 4E Cache 41 AP R IR AL O X0 58 1 A /0 AT AR A St AT — S S i

(1) 0,=0

WERE AR 1 A7 575 Cache 2 08 5 1, B SLAR 4 X B Cache 4R 1 A7 15, 08 A A B R4 14
FEA TN BV 7] 19 RFA> Cache 41455 N 16 Ay 4 RLAR ] AR 4 AL3ESE R 5179, LR OO HERR 12 16 4>
A4 AATIA A% 4 0734 28 (0 B 0 AN R REARL, I I 8 1) 8 B 7 4B AN T BE BB 452 0. ) B, 5 TE 0 1 %
T 4G AR 4 AL R D3 b 15 AN R AN AT RERHR R B X A DR BT AR 1 R HERR 0T
B B P R ) AR ) 2%, SR — B i N B A R I, T S 5 2 B8 HEAT 43 AT SR S K

(2) 00

WMREKREKE 1 AT Cache AP AN F I, WE 10 Fros, 4% & A Ui i 1) &4 Cache
YUK A A RAT S LA EERATHE N 16-0, MK 51 v 4 7 y™ MIF A 4 A7 (y-* €40,,...,16}) #4555 2
ANERATHN O ARG 4 60 (v = yM + ) ML K 4 67 (yE* €{0,...,0.}) L IXPE SRR K 16 A4
B FNR S —FE ARX 2 A B EHAT 58 1 AT a AV 16-0) AN, J0 s 4 AR . A% 4 1S58 2 AMT
Xt O AME, o 4 REARTR] A% 4 A7 2L 5y 0,3 B AN T (1 550 BRI, B Y Oy=8 I HE B sk SR Bk e, ok BT 5

AEARDN,

fEd i — R M I, 1 T AES AR AR Ll AN R BEIN AT R R 55 1A 757 Cache 21 & A2 X 5519,
A BT R (R RE AR 0 85 ¥ 5 ) (R 4> Cache ZHX6F W F 16 S 2R 45 RALHASZARBENL AT, I 4 A2 AN 4
RLBEAAAH T8 2 AT B 2341150 280 AL RIS, O IBAEL X HIR R 7 A7 T 75 R A B K /N B 52

6.3 SKHINGE
6.3.1 AHIEGRIAE

T RERS PRI YA E AL AES B4R R (1) Cache 41 X35, SR & B 0 A % i 0] Cache {5 &, B A1 H
L1 %4l Cache R AHEFERAK ) AMD 64 f7 CPU 1 J 4k Bt HL2%~F 5, [7] 15 1% A OpenSSL v.0.9.8a,v.0.9.8j
HER R AN RRAS 1) AESS PR S DA e B0t I R £ ek SER AR A LK 4.
Table 4 Environment configuration of AES local attack

&4 AES AL SR PTG

Configuration

Specific configuration

Operating system

Windows XP Professional

OpenSSL OpenSSL v.0.9.8a, v.0.9.8j
CPU Athlon 64 3000+ 1.81 GHz
Cache size: 64KB | Associative size: 2 way
L1 Cache Cache line size: 64B
L2 Cache Cache size: 512KB | Associative size: 16 way

Cache line size: 64B

6.3.2 EFEHHIREE

328 Bk S5 56 v, Tk S MO0 5 i 55 S R PG T A ) S I RS [re] 1 P e AR 05 v G o T 0 R A i i
BLASBC & AR, B v PR C 7 U Ll A R R LR 5.
Table 5 Environment configuration of AES remote attack
R 5 AES TRl S A BN

. L1 Cache
. . Operating "
Configuration system CPU Cache size Ass(s):;;ztwe Line size IP
Campus network |y qows XP (Intel (R)Celeron(TM)1.3GHz|  16KB 4 way 32B 10.10.153.4
attack client
Local network attack [ Windows Intel(R)Pentium(R)

client 2000 3.00GHz 16KB 8 way 64B 192.168.2.242

AES server Windows XP | Athlon 64 3000+ 1.81 GHz 64KB 2 way 64B 23.104.223.205
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6.4 OpenSSL v.0.9.8af AESI o7 SL1&

6.4.1 AT

OpenSSL v.0.9.8a H1,AES At Mr i HE [ 73 1 A b Be i M AR 12 N AV EH A R A TR G R A 18] 12 PR s 45
R 1R UG a~z 3X 26 AT BE AR W BENLEH 3, B 450 BT FIHERR 23 47 1T 23 JIl7E 1200 4> 400 A
TEAT IR AES 5632 B, Tl BT 75 A A R0 W SOk B A R Bl e a0 B LR o T RHE B 43 BT T 4
7E 2000 A~ 13 MFEARZEA KSR AES 281 1t T8 3075 A R 45 R HOvE, 5 )5 — 3o HEBR /0 B B P AR i
TN T 5 130 BENL 256 B SCA AT AES 82 Fr BUh B A A B R0 48 2 2% 0] 00 R A G T B (E UE I T 238
4 TR A 52 43 A 1E A

128---l'~Theory+Random 256 —— Random 26 letter 128 ——Experiment = Theor
g 112 N S 112N
G 9 & 9% S
2 80 LN 2 80 N
5 64 %‘ 5 64
o o N
FER=s " s
% ‘\‘._,_‘._\ % - \\
™ 1(6) ~ 11 < 18 .
0 100 200 300 400 500 600 0 2 4 6 8 10 12 14 16 18 20
Attack sample size Attack sample size
(a) First round (b) Last round
(a) %1% (b) wmfE—%

Fig.12 Relationships between N and key searching space by elimination method in local attack
12 BRI HT A B IGE AR AT N R3S 48 22 () 5 &

6.4.2 mFEBHLL

OpenSSL v.0.9.8a 1, AES Iz P2 Biti HE B 20 B A b BOhi BE A 2 N R 26 B R 28 W) G R ] 13 TR S g 45
WL WIBHL 256 B SCAE RSk SR 8% o AES I 58 1 e RS — 50 Bu il 4 BIAE 250 AN 40 MREA A A
Wi ST B [l X PR B8R T B S — 8 B 100 AN AR R AT A2 4 53 R B T A A R L A M o A KL
LU 2 180K B o T o s 3 v e R R Tl 0.6~0.8 2 A, SE PR B BEA B AN 5 I R A Kk R A T u
9 0.6~0.9 Z A AR B B #h 2k 2 18], TEBA T 28 4 A ARl Cache 5 3 il 2 A 20 R0 0 BT 7 B A 12 0
AT HE U A

—e— Experiment ---=---y=0.7 —— u=0.8 -=--u= —— Experiment = u=0.6-+- u=0.7"+" u=0.
L, 128 _\ Xperi u=0.7 u=0.8 u=0.9 L 128 Xpe u=0.6 u=0.7 u=0.8
g 112 \'\_ g 112
o \ o
v 96 ‘\\ L " 96
2 80 e = 2 80
5 64 X = S 64 T~
S 48 - s 48 .
g 3 \:\\ e Ly I
g 16 ™ g 16 ) —
0 0
0 100 200 300 400 500 600 0 10 20 30 40 50 60 70
Attack sample size Attack sample size
(a) First round (b) Last round
(@) %1% (b) WJ5—%

Fig.13 Relationships between N and key searching space by elimination method in remote attack

13 FFBRO M BGEFEA B N AP R 23 0 R
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6.5 OpenSSL v.0.9.8j H AESI T 5238

6.5.1 AHiI s
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LW 1R B 26 TR SCA R R B AT AT TE 1600 MEA A S AES %8, BEAL 256, 128,
26 FREBSCAE N HERR 20T T 43 B AE 1700 200, 550 MEEAMKE AES % i s — i X P, B AT AR
S3 BT A 43 BIAE 12000 464 AN FEA LA KRR AES SEHEE T v.0.9.8) HSRAE 1 /2 40 YK To~T,o K J5 I Cache
A5 B 7] v.0.9.8a 2R LBt th R £ To~Ta 38 36 X AR J5 —F0 BCili h I 16 IR T AR B HERR 23 47 R H 1Y
N %A i e Cache 41 %5 58 /N 3251 v.0.9.8] ' AES Zii T i AF A i K T v.0.9.8a; [Al I, S50 &5 b 1 Ik 3
HE T 55 4 1 Cache {5 & B3 A8 B 0 4 o BT 7 BEAS 22017 BRAS TE A 2
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Fig.14 Relationship between attack sample size and key searching space
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Fig.15 Relationship between attack sample size and key searching space
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5 T U0 1 0 R 228 AR B o AR 1 R0 5% A4 2R 2 (BB AT SRR IS, b T W 75 7 5 R0 AN 0 P, T I A A 4R
KT FTA Cache ZLARHEME A TP T IXFEAEAE & A2 8506 0 1) JUAS 36 9 7 3 MO A R e e — B
ok AN o 1l AR 2 A B 4 X B 1 50 T LA, A B 2 AR A R i, 2 B R A AN A R S (30 8 T
Wi 15(b) Bl BEA R 4 100,220,300 I SRAE SR .

6.6 Zih. A2 LA

5520 b B A L AR B A BRI R P W 4 R LR AL R 2 IRV ) Cache, iy K — 52 A 7, it 4
A A K A b A R 38 M R B TR AES U7 3R 5 Cache I Brh — AN BEAS TR A1 UEFEFE 4 BT A Cache 20 R AE
s mtnE 16, Bl 17 s i Bk AR 7R Cache 241)7 5 YA ALBR &K 7~ Cache 27 il I & 3H. 5 0, AR b B v
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Fig.16 One sample Cache set chart of spy program in local attack
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Fig.17 One sample Cache set chart of spy program in remote attack
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1L 97 57 SR B8 I 25 TF 463 1) 5 J I TR A J2. O [0l A 0 80k iy 1140 0 A2 328 R 0 8% iy, 4 5o 90 ok 17 DX 488 A2 B 4 A3 FH
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B T P9 28 AR A0 I AE () 0 1 AR 228 S0 ANKEAR A Dk A2 HH S 3 3 0 0T T BRARZ&1E 1 EA T IR 0K 5l 3 R T I 28
i B RTAT Pk AR LSRR A 1E 1, I 48 AR i e SiE AR 5 28 L) 30 A G — 8 dze KT I e ) B P 0K B Cache i 2
I B A5 B BORSAR S0 T .

PATIHE Y i) 95 B3z AR B S 36 v R B, AR B i AR b R 4% A . IR ZEXT Cache #EAT — 58 i U M 45 I
SR — g M A (H LR RS IR AT S8 A DR WP S IR SR AE 1Y 5 AES JNESAH JG W Cache 4115 B, 2 FEACRAE G 1T
AP K S 52 4% AES B4 A ST I 5 10 3K 5 Cache ST TN B0 i 70 AR KRR B L TT 7 Inh 5 B 3z A5 31 i
Wt v ) 48 A A IR S A L A O ) D) 8, 4 i ) A AN () 2 2 A 2 ) (10 3 e BRI e 80 8 i AR 2% M 45 i
I3 BB BAE AR ) PC KL, A W A ERE RN B AES 0% IR 4% 4% -, 52 20 7 o 3 B 4 AT 1 35 B0 B
] $VE RAE AES JNEE L FE H 1) Cache 55 845 8, 45 45 WH SO/ SO B 31 40 i A6 18 PR A A N Peide ik & 52
#E AES B HH, SO R AS S R0 T I TR A R AL

Table 6 Improvements of the attacks in this paper over several previous attacks
£ 6 Huhsemh gt JRIE 4 45 AES Cache 1IN Boa H g
Attack Att?Ck OpenSSL Attack round Attack model Sample size Recoverd Note
setting key
Bernstein™ Remote | v.0.9.8a First round Time driven 277> 128-bit
Tsunoo™! Local v.0.9.8a First round Time driven 2%° 128-bit
Bonneau!” Local v.0.9.8a First round Time driven 2% 60-bit
Local v.0.9.8a Last round Time driven 21301 128-bit
Osvikl® Local v.0.9.8a | Firsttwo rounds Time driven 218% 128-bit
Local | v.0.9.8a | Firsttworounds | Acecss driven 2822 128-bit
7.53
Nevelto™ Local v.0.9.8a Last round Acecss driven 23_30__2’4_32 128-bit
Acticmez!™ | Remote | v.0.9.8a | First two rounds Time driven 27558 128-bit
Dengl1647 Local v.0.9.8a Last round Time driven 272" 128-bit
Local v.0.9.8a Last round Time driven 21529 30-hit
L™ Local v.0.9.8a First round Time driven 27 128-bit
Local v.0.9.8a First round Acecss driven 210% 128-bit Non-Elimination
Local v.0.9.8a First round Acecss driven 28327864 128-bit Elimination
Remote | v.0.9.8a First round Acecss driven 2845 128-bit Elimination
Local v.0.9.8j First round Acecss driven 21064 128-bit Non-Elimination
Local v.0.9.8j First round Acecss driven 27402910 128-bit Elimination
Thispepdh Remote | v.0.9.8j First round Acecss driven 2190'257 128-bit Elimination
Local v.0.9.8a Last round Acecss driven 27 128-bit Non-Elimination
Local v.0.9.8a Last round Acecss driven 2370 128-bit Elimination
Remote v.0.9.8a Last round Acecss driven 2532 128-bit Elimination
Local v.0.9.8j Last round Acecss driven 2135 128-bit Non-Elimination
Local v.0.9.8j Last round Acecss driven 28 128-bit Elimination
Remote v.0.9.8j Last round Acecss driven 255 128-bit Elimination
7 % it

AR SCHY T B A 11 AES 43 413 H5 500205 10 9K 3)) Cache T BCEi BEAT 17— LEAR DG 53, W 50 45 B R W, e
AN AES 1 THIN Bt T BOWHR B 22 A p R S8 sl 1 56, AES L84l I N HIJF SO BB AE AR KR 20 &
AR N SIRC R 10 73 201 % B B, DAL, 0t 7 24 B 53 WRDRG 2 T2 T YR I8 PR K, 5 Tt 0 il A 7 2240 2 3R
P A A PAAT B LA s £ B, £ 199 2% A S th W] e o BRI R I e e 55 s 5 B3 AT SR MG e AR T
—YIsEILT Cache-Memory JZ= IR A7 fifi G5 I VT SEHL e 46 ERAF K AES S92, Wi & 5 21 M 55 4 « L LA Hk
N TR AR U A S LT SEALAR S8, R BRI SR Bl 3 DA FE 0 (K 5RE.

it SERE 4R 2, BE T Cache (¥ AES tF I Mo & AES & R B AE SE I 75 U I LW SENUREAT R SRy
AL PTIEIAT W5 10, BAT T HUGE PR B X b i RIS e . LR A 4kR . BRI Cache

++ Michael Neve {45 th T 3t R 5S4 AES A<t V7 i B8 8 BOaki T o 18 A0t 3008 Bk 0, LR W7 7 075 27 S8 ANPEAC SRR 2
Wi i 2390~2% 2 AR (B HL I BEAT A A1 V140 1 5 5040 1 00 45 L.
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T A% Cache 45 K)H S BBk Cache %5 S T2 20 H T4 10 5 460 185 i 40 2 2 LA A o 2600 38 Oy A 160 9 LA,
EE RN 22 A MR IX 0 P B B FiE bR L EAT Vi e 6, 2 1 T A R P ST T O ) R P .
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