ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software, Vol.20, No.7, July 2009, pp.1986—2004 http://www.jos.org.cn
doi: 10.3724/SP.J.1001.2009.03549 Tel/Fax: +86-10-62562563
© by Institute of Software, the Chinese Academy of Sciences. All rights reserved.

38T H R A S B A AL SOA

wOH LBE, R %

(EHERZE HHENFE S EARR LT 100084)

Enhance the Dependability of Computing Systems: Integration of Virtualization and SOA

LIN Chuang, KONG Xiang-Zhen*, ZHOU Huan

(Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)

+ Corresponding author: E-mail: kxzmail@stu.xjtu.edu.cn, xiangzhen1985@gmail.com, http://www.tsinghua.edu.cn

Lin C, Kong XZ, Zhou H. Enhance the dependability of computing systems: Integration of virtualization and
SOA. Journal of Software, 2009,20(7):1986—-2004. http://www.jos.org.cn/1000-9825/3549.htm

Abstract: With the advance of computer hardware and software techniques and the continuous growth of
application requirements, the computing systems, which have computers as their centers, have increasingly
broadened the scope of application, while the complexity is also growing quickly. The demand for evaluating and
improving the dependability of computing systems is more and more urgent. This paper gives the definition of
computing systems’ dependability, and a series of quantitative indicators are presented to evaluate the dependability.
At the same time, the threats to system dependability are classified and analyzed in details. Since the traditional
methods are incapable of dealing with the diverse dependability problem faced by the increasingly complex systems,
people are constantly searching for new techniques. In this context, the virtualization technique comes to its
renaissance, and is rapidly becoming a major research focus in recent years. In this paper, the existing research
results on applying virtualization to enhance the dependability of computing systems are summed up, and the main
characteristics and mechanisms of virtualization on enhancing dependability are introduced. But due to the
restrictions of the existing computing systems architecture, the superiority of virtualization can not work fully.
Service Oriented Architecture (SOA) meets the requirements of virtualization well for the loosely coupled, platform
independence characteristics. Therefore, at the last part of this paper, a framework which integrates SOA and
virtualization is proposed to enhance the dependability of computing systems, which is called Service Oriented
Virtualization (SOV). This paper analyzes how this system framework can enhance the system dependability by
mechanisms of virtualization and architecture superiority, when faced with many kinds of dependability threats.

Key words: computing system; dependability; virtualization; SOA (service oriented architecture); service-

oriented virtualization
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KA B R A RRR G AN AT ARG H ARG TR ERD a0 EASE THIEAR
ot TS b 6 L I R LT —E B ZRN AT, B B 33+ A& S @l 0 B4 =T 13 Mt s 84T T % 21
09 )2 K AT AR G b T VA L3 F 2% A G W 0 BT T A3 B IF) L, AN A2 TR B 3 TSR A3 69 R R L A A2
A HF T AG L RA— KR RE NGB T OA R ARG 5% £ 57T 15 Hikk LA X 9 R 50 AR FF

PR AR LI IR R T B @ A9k 3 - K 45 1 Sk @ @) IR 4494k & 25 4 (service oriented architecture,
AR SOA)AEARNEABAE . T & LA ME4 SARIFHIE N T & ILHE AR E K B, R4 SOA A= i K48
AR T IR AR TS B 69 R SR A, P 8 &) IR 444 B2 BMb SOV (service oriented virtualization), 5+
SHT SOV Z Gt f f218 % &t T 45 Mtk NS 5 ) 4 & 25 AR % Ao i LR 69 B AP LB RIE R AT 15
WU

KB HE A TS Bubk R SR SOA(service oriented architecture); & %) iR 444 & 3o04%,

HEE S ES: TP302 SCHEKFRIRAD: A

ARG A E R A R AR G e AT 55 B 0 I AR AR, AR A A T 4R 2 B AL 28 LT R K K,
BT ICE SR R AT ] VPO AT BGE R ST RIS A 0 SRk A AU A AU L
T PR EEVF AT R A0 R GEAT R AT A 18 U (K 2R IO B T SEHLBOR (9 e 28 B[R
A R JE v SRR e I BE A R IR L 5 2 Tk A T b K R N ST LR R W R e AR A o ML A A
TEAEVFZ K& R AR B R EEIEM ARE 0T Sl 7 Dok as A DR i v SEPLRE AR . R AT,
A I R 5 ) 4 L R A I () A B — SRR RR O T SRR GG AR B R G I AR R U W, — feda o
SLARGE). R GL I i (1 A 58 KBS 2% o ot A D A A (R 1 N S SO 2R e I 14038 25 1) T AR 24 55

B THE AR GE 0 B A% PERRE R A5 1 11 2 SRR S B 5, A ATTAS BT 3 3K 7 VR R B R DUR & R W W] {5
SR (R A 20— LA A5 1 AT AR, BB E N T ERAE B T RS R R HORR AR 20 T 70 440N
TAEZ AN P AL B SV SN URE P 5 9 i 7= A T2 0 % 0 AR ) AR ARG, B AU AR TR T — B il
TEBE A AATT R IR A0 5 AR 386 58 R G {5 vk TR PR AR 3 B U BT 20 40 90 AFAR T M Bk ) &2
DR A E R G HAR TG O — KA, [ R 3 44  LI Gartner A (R R R 1T+ K s 1 4%
ZNL N £ R IE N

Qo] S U T R G0 SR R SRR R G T (M 1 — Bl T BB S  C/S B IAR 2 5 A7 AR B A R
it 55 445 i 43 A AR AR AR R R S 2 L e DU A5 1) B 0N DA AR TR AN BT R 20T (1 4 2 B KUk 2 T
il IR 45 ¥R R 344 SOA(service-oriented architecture) B3 i 4. SOA 11+ 1996 4E42 i H 4 H 028 T ik

ZE AT ENL.E 2003 i )5,06% Web Service fEAT,SOA H B[R B T AATHI AL EF h JF H.A2 2] T Wi
IBM, Intel,Microsoft, HP FI Sun &&= % 1T /A & (57, 1 B4 N F— L8 BURF LRI T Y 2 4, 1 56 [ [ B 358
(Department of Defense, i /% DOD) (K] C2 £ 45 1514% L7 # Rtk 22 (11 7157 8 45 1F £ 5k L1K7 3 F] SOA [ & 4544,

FEAMAG B AR T T e YAl B S I T A 5 KR A S & (R G AR R R R G T LR [ 1 RSP
G TR X P A A IE & SOA M — KAFAEAN T 3K 1M SOA nJ LU ok ik 45 Jof 3 AN w4 S N i IR 45 5
BAERGT B INIRRE A BRI U, A SC 45 & EBLAGAT SOA 12 HY — v 8] 17 JIR 25 (1) R UL AL AE 48 SOVLIE i 37 FH e 45« 45
VER 48 UL R SR AR~ & (R AR R S, 5% (38 B 2 P R 2R3 2k, S T B ™ A TR0 sF, 7 FH TR 45 R R R TEF &
ZMWITH . B80T REMNEH .. HRIEE

ARICH 1 AT R G AE W 05 S ATE B R — AN AR, e S A A E M AR SO X — K 4
HATA A I AG eI EES 2 W EEANFERLER I F 0T AL R R & 2R 5] {5 it
PR 5 AL 3 TG LB RS 50 R S8 T (St b E WS, S e AT A s AN R AT 43
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M. 28 4 156 SOA M J2 AR DL K SRR PEREAT /- 41565 5 4 204 SOA [FI AT {5 #t AL, 1 6 SOA 5 4%
AR B G R FE L AR AT A 0B A BB AT 18R 55 6 AR — R M R S S I AR A 4R SOV, I s ik
SOV 2 GE U] {43E AT A5 3E J5 5 55 7 W R4 Sk AT gk F HR 8 N — b I mE 9t A%

1 RFEAEHMEREEM

11 A[EEMEMEX

20 120 50 4FAX, {7 8 14 (dependability) O HE 22 4 1 U85 i, mI A AUE dee I e SCMAE— 8 26 AF 1 RS AE
5 (RIS TR DX 8] P9 58 J— € DIRER RE ). A LR A D — TRER G 4R b, e A A 35 T Sk ) F R A m] 24 1 25
Jai Ak LA £ 18] Bl A 28 40 D e ANk B8 (K AN W4 T, 4 2K T 2 48 S % P 1K) Ja 38, T A 0 1) 1A e R 7 S A A AN
b 04 b 78 N A S AN () L SRR B A A v X T 5 A 11 R St AN A ), ARk e g K 3 1. 2004 4,
Algirdas % A AT {5 AR T R G800 S A5 D AT (S MM A VP A — A AR G0 G R T T (IR 45 R B i T
0B AT 2 3 A A Y RE 0, O ELO A A

| Reliability R YEAE T HE— L 40 4y
[ Avaitability |» S F % A e 5 T AP 2 1) 1 56 3R, T 435 i
L B4R SRR 2 B O R, I A 2 A i
| Maintainability B RGN R T B 10, 2 4 P 22 50 T
DN [ [ ey || [ Seoutiry | AR S T R 5 AT
L 9 W o AL, B 4 000 5 3R 537 1 T B A1 i 1
«— Integrity [ 65 T B 3,0 A 5 0 — A L M, L A o 5
N . (confidentiality). 5¢ %% 1 H A 422 4P g M A 2
Confidentiability = TG0 {5 U T (1,191 401 4 % 5 — 9 1 K
Fig.1 Main attributes of dependability!® 58 R G A M IR, AN 75 B2 5 R AL Y Ok 1k R 0, 7 A
B 1 RS R A 1 ST 1R ST 0 0 298 22 4 WA T4 0 05 o i £

J A AN FIA] A O O 4 S s T ) 4 B Rt
SR A5 AT MM 2 (R A 28 P A X AR AN AT AE T B DK 3R, A M8 1 ) 2 504N ).

AT B R G w5 W BT S Ak BT AT A PR — AN SR A M N A B 2 MO TR B 4, DU R
FGE AN [0 T 6 PO 4 5 T S 1 (reliability) « T FH 1 (availability) . 7T 2547 1 (maintainability) . {45 1 (safety)
054V (integrity). 0 4 J@ PR R (W AT FE 2k . AT PR PRI LM R O&8E T — L) A2 s v 5
T7IEBL AR AR ST FAT TR — S8 28 B (R 2518 5 A 60 B AT R 48— & ROSE bR (vl i vt . R TE . 52
B A U T EEAT T SCRT .

12 AE#EMELitE

AT AEPER 5 SO R G — AN S IR IR I) (X P9, e 30 42 0E 3 T AR ROMER ¥ X AR R IEW TAEM

i 1) 11 B LR 2, R8I0 T AE M R(Y), B ZR S (e [0, t] i 1) X ] Y IE 5 TAE R
R(t)=P{X>t} €))

AR A AT S R G A IS RGP RIS 0% e T AT B R RGBT LA N S R
GETTSEPEAR S N T AR R G, v M e O ERE M4 R, 20T 55 W B R T ol FPIR S IR AR
LA AE —RR A8 TR I TE) P9 R 4 R 16 T AR (1 ) 8] Lh 26 32 B (8] 56 R, AT B PR AT LAy e i vl PR . R & T
FHAE % [l A7 0 FH A W 0 A e SO R G — I 2040 T 15 TAERA AR % YN t B ZI RS TAER
F, SNERGIER LARREMAES B T Y A@)TRR N

Al()=P{Y(t)eSn} )

ZJERERE T ARG T LA RE MR, IR T H B AR T H B S5 B T E ()RR T T 3
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KFKow:
A (x)d
A =limA () = gimf‘ﬁt(x)X @)
2 TP o P 8 X 3R 5 0 1 T P 6. 4 0 % 18 2 206 T A I I 0 B 45 2 )
R 24 18 A 01 BB 52 ) 07 4 24 O D 26 DR, P L A 2 2
MTBF
R L S— )
MTBF + MTTR
IITBI 42 -4 g ) 5 ) MITTR 44 005 0 S0 T T 00, 7 T 5 4 o T 28 6 45 10 45 4
N D 5 12 5K HL TG 160 IR 25 2 0 0 9 S 26 295 0 i P RS R PR 25 e 47 M6 2
G5 A T4 M 5 BT U T 2 R 0 20 4 I 5, 1L 5 B 56 A2 R 6 LA 70 3% S0 U 0 A T T FED R A5 (B £
FYEIT A A MTBF), 2., A R4 T AT LR & (R4 I A MTTR).
R R TR 5 S 1 9T, T L PP B A ST MTTR Kt 7T L
SRS 5 42 1 5 1 I ) €A 0 S (TR R 5 S, Z 2 TR G b T 26 2k AR A 0 i 0 1 4
T M(t) KR

I
Tk

= F

M(t)=P{z<t} (5)

PR A R GRS AT 2L A LI AN FH P R PR 35 3 i 9 M S O Bl T LA R, B Sk
TR ARGBATRE T I 2 2R APREES MREYE S W 3&oR 4

s=Yr 6)

igSg
Horb,m R GAETIRES T IN RS HER
S BN S ARABANIE 14 1 2R 1 S5 i 2 O SR AT LR AN 1 2R A8 SO FR 0 T A IR A g T L

X 2 G0 s FEVE I AL AT UF 55 2 AR AR 22 I A0S 28 G0 58 B R T BB (1 D A IR S I U2 TR HE BB R 458
HEVEE BB PRSI AN S, W FRATAT AT OR B S ABL ) 5 2ok v ST 8 4k 1
1= W
ig$S

MR TT 0 A BER AR, T SCHTRT A5 Ak SR PR SR b R SOAT LY 3 J058 1 R ARGS WHR M M dids, &
TR SR A 5 B2 45 5 R G ORI A, I R B M RN 58 48 5 2 R s vl (5 e b, ORI 45 5 R 4
(7 A LR, ol SEAE (D D m SEEA B K R FF 22 1B W T AR RE D) tooollf, T SEVERE ) T 0,5 8RR HAT ),
95 3 LM ATAERNE SR b, W m] A AT R (A AR 5 A RRRAS R B P E SC). 28R, BT A i bR ade vl LU
TE0 ZR AT 5 FSEA R SR AT BURLAR, 07 3 (K0 P AR AT LA SRR SR A 45 RAH HLIGUE. B 20 45 i 17wl sk

FRPR U A2 R R
T

Compute
transient state —
probability
State-Model based > Availability | | Simulation based
analytical method "| maintainability analytical method
Compute
steady state |—
probability Safety
" integrity

Fig.2 Computing methods of dependability indexes
K2 R {srEfisbeot 5075
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1.3 RIEAMERIEE 68 B

FR G0 T A5 M S T e B R AR 1R B R A bug S A BRIE SR G T RE A BTN IR R AR 2 R
ki 3 /. 73 A0 A L i N ST SRR G0 AL 1R 25 (R BB 45 R e (W T (M M s SR BB 0 T R b i 5 IX 4
A A P, SRR (16T 40 T4 A0 4 5 A 2 T ) A S R R0 2R 495 (1 53 i B 443K 8 T {5 gt e £
JHMIEAT 328 SCHR[6] SO0 B AT TR 43 FERAR B 465G R AE T 1E— 20 1A AR IR AR SO OV IR ST B &R
S Al A5 O B0k BB (Fault) . 4535 (error) A (failure).

BB R TR AE R BR FE R AE A& B AR AR A R R R, DL SR AT R 5 R R 1AM R 2R (R
F 40 S A 1) S e M) BB m DAk — 20 4l 43 2 IF R B (development fault). #)#E5k [ (physical fault)f138 .
B (interaction fault)®81 T %z it b3 00 35 JIr 5 75 28 8 TT 42 3o F2 0 5N ) 2R 0 5 5% et s B e 3 935 T 4 5% i
R GEREAE I T ZR 50 P R A8 TGk MR BT A T RE T | R R Ge A R N A IR 3 R R A

B ERAR T S IEIPRE XM B SR ARG R AW AW T REN AR 4 PLHm
B A, 1 | BT 2 — AR 2R I £ B B R T BRSO R 158 R 455 (detected error); 1l
AR R AR AR AT ARSI 3, B 3L A 75 AR 152 (latent error).

WA RE A2 8 2R 6 1) 3 — Ty B TG V2 4 S 0 W 1) S 5 B, A 29 10 IR AR FE 5 1R AR TR 1) )5 R e )
e 1) 2 2R 48 L 6 TG V2 532 ORI P i S WT 42 A2 M T BRI b 7 R gl L RE W LA O I R il R (development
failure). JI% 45 b (service failure) il nJ {3 i Mk % (dependability failure)® JT & ik J $6 75 R 48 IT Ko b, &
G 11 T O ) (1 5 Th RE AR R AR i) A A SO RO R A 145 (roll back) £ 48 28 11 il 45 e b 2 i e 5 28 A5 1
RGN HELL RS 15 B T T I8 A8 IR 5% 5 vl A5 Mt P e B 2 388 AR e 1K 48 FH I B, B 777 1) IR 25 i B A 5 % A,
FHERG R A T2 1 B P BT RE T &, JCVE 2 RATIUE M 2K

BB BER S OB L TR R R RN 4 OC R ] 3 TR

Fig.3 Transition process of dependability threats
B3 nl A M e e e

ARG AT B 25 Tl N AR A D 383 B 2R Ge i B, o T 2 2 DR (BB T L B Bt ),
AL R IO, AT T R 7 A e A SR 5 T BB T AN 23 i B R G AR TR IR 5% H— LA R AL HE S
AL AT ZR 8 R 55 K OB 777 A R, Bt 2 1 2R 00 6 Ty e A ) i . 28 08 i B o 50 S A8 SRR I,
AT 2 5 RSB (R R e, I A T 1 50 SR [6, 16] 71 i i ik 14 v {5 A o e 46 .

B, — HURGE I T2 2 D e A ™ A e, AR ) 2 0 T ANl M8 B2 00 R 48, R A1 R 48 T0 V5 58 R BEAT 45 1
Uihe, S8 T R LM% (invalidation) 75 AL 4 1.

14 BBERFAEHEMNAEFRRERE

LA AR NATTHE AT R R 1Y 9 AR S8 vl (5 i 107 ik, A 1O T BOMIBOR AR U S . A0 . A4
PR S LA T5 T AHE, AT B 30 2R G0 mT (5 Bk (0 T B AN R AE AR DO . T . 2 B 2 2 55 75 TR R
(K FE AR AFAE A — LA T R . B BORUE R 5 A LUERAIE 1 2 MU AR N 02 5, H S AR AR
BV R R AR 2R () 5 R S T B AR AR A QA I 0w, i L LA DRAIE A R 19 58 46 1 A A LR R M B AR D
Fe A T BU ok T B PRVRE AR B US4, O ELU SERNAE BILAL % X e AN A A AE W 58N B3 AN T e 25 54T ) RN
LA 55 2 8 v £ 36 .20 HH40 90 AR A I, AATT A I 17 M JUM A B A 18 5 AR 400 £ Mt 1k R BRI A L P A
LA AL BORAE L JLEE AOTUREZ e, T AATTX 38 5 28 8 W A At PR30 70 28 ST 1) B2%.
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2 NMAEBMERAREBREREHME

2.1 ERULEABA

IAE VSR 2 5 H R AU, R L I AR 0 T2 09 N, B an SIS . A &% . R TAAT i S5 55 A
SCWFFUR F BN G2 T EAL R S i FU4K (system virtualization, [ #% i f146).

JE BULAK 2 R 8 45 R, 4% Aol AN [ 0 5 A AN B 9 B 90, -t B T bk p A 1 7 ot B B 2 R 1 1
T R B2 0T LUK 2R 48 R UL B AR 20 A 1477 2L 4% (hardware emulator). 4= BE 34K (full virtualization). kg )
1k (para-virtualization) LL & # 1 58 45 2% K2 U4k (OS-level virtualization). i {241 2T #% & 3 T 47 BUH A 1 i 58 4o A
FOUJEE 2 0 1 oK 52 B 1 AU 4K, AR 9 72 AT Bochst® QEMUIHAE, 4= il il Ak 4 ]l VMM(SURR - Hypervisor) 2B %
FERAE RGN JE A RE A (AR A AR i 35 4 K VMware 23 5] FOEAR 7 S EART IBM L () 2/VMIZI2E o
PR AL Ay T i e 4 R AU AL AR 56 AR 16 e o 1T 4 1 SR 10— TRl 3 100 R AU AR 290 o ke il Ak R v %
PR FR T LR B2 R SRR A SR (2 e AU R AT Denalit Xen314 1 11 28 G 40 1 J AL AE B A
RGP Z A M55 2%, SCREAE ANRAE R GE L 187 500 2 B — S R DU 55 257 4% Sk, B A 2R G2 G AL
AN ELTE R POURE 2B P 1 B — R R AR B A SRR A Linux-Vserver®®, OpenVZ,Zones!*™.
22 ERBEAEBERFAEHENEZENG

R LA B AR 2 Pt LA BE A% 1 R AR 48 TR I, B AT R 4 B LU LA L, 23 A IR 45 45 2K A (server
consolidation). [ & (isolation). Z)A& T (live migration). £ )2 &3 HLiEI(multi-layer backup) BL K A% 25 5/ 5 3
HL7(checkpoint/restart).

(1) MRS BRHEA W SR AT IR S5 2Bk VMM & 95 2R — /MBI 4535 b Bl 5 s, 8 56, e 2 4
G UGN T Dy he S 0 5 R B B AR TR A 1 A T4 5 T BRI ] SR A Lok, R DL R 45 i TR AR
H i, R 55 4 o B8 i R AEUR SR ARAG W 5 R 10%~15%. A1) B R P04k 52 R 1) IR 45 4% 28 45 MLk ml LA SE 78 45 3 )
RV 45 e A DR 0, B I 45 % A ) 3 o i, T o I 45 8% 4 A R T S B 4 o) g 28,

(2) B MRS E RS ST, H T VMM Z 05N SEBLT OS Rl JZ B8 A4 169 AfRS; 55— J5 T, SE 3L
T % Guest OS 2 [1] 1[5 &5, 55— AR H IR 481746 A 11 Guest OS 2 b, AT SR AN B FH IR 45 2 18] fR 3
WE 5 . 15 58, T 54N R IR S5 22 0] 14D R 25, A 45— ol 3 P i 25 7 38 52 B8k 5 A e e AR 2 3 e 38 3G
S IR 4% B i T AT SRR A AT M Hvk, R Guest OS RIS AR 45 5 T8 J2 A (00 A R A 78 A S 7 IR 5%
PIRTER T, SEBLR IR 45 76 A R AR AR & 2 R B 5ok 7T g, R 48 i 7 mT ik 59 4h 5 A B IR 4592 4T
TEERANT) Guest OS i AT LUER 6T 45— AN I FH Ak 45 5 1% I R BR A R 48, DT 472 i 036 4T 28 PR T 4.

0Ss1 0S2

‘ HW 1 ‘ ‘ HW 2 ‘

@ Consolidation

L

( os1 ) os2 ) |:> (om)(osz)(oss)(oul
‘ VMM Isolation ‘ VMM ‘
‘ HW 3 ‘ ‘ HW 3 ‘

Fig.5 Server consolidation and isolation
KI5 kg5 a4 FIRE 2

(3) BT RN sl PR A AT (hot migration) (L, 2 45 £ AN Wi 1 P 152 M 55 (1 15 D0, S B T Ak
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ZEEAS Guest OS — G PLAR 8 B 534t — G HLA LIsAT X B AR A5 R Gl W 4G B B A &
R (0 R 45 A R M B w8 T R S 10 ] A Ry e e 7R 1) SR U7 2 1K 3R Guest OS [T IR, R &1
THC D59 286 44 K AU S AR A SR AR HL 2 AR i B B I PLES B KR Guest OS HATIRES . th TA& 5T B i i F2 7R 1R
T 1) IF 1) P9 58 B, 9 A0 SR B — 6 T B AT DUAS A3 X R A 1 R R P AR A B A B TR s T R & e L H
WL B AT 445 2R 2 - UMLK 1F (0 355, 1 VMware [f) VMotion AP (A&l 6 Fror)# Xen L Live
Migration % A%,

Fig.6 Live migration (Vmotion in VMware[?®)
6 AT HLE (VMware [ VMotion!?)

(4) % 24 UL 46 00 LB £ 5 10 19 38 2 5 0 £ M0 10 T B A2 MM AL AR o, o F D R %6 1 Guiest
OS JUARGE A0, 5075 28 0 01 46 3 5 0012 5, LA AR A0 300 4 I8 P I 25 AR 2 2 110 Guiest OS HHZH 7
R AN PR 25 ¥ 4% (virtual service appliance)Y BLE S IR 45 B £ b BT AH 45 45 4 AR5 T R 5 HLR
A HRARE . 53 B, 2 HEALHLR 26 o 46 03 7T LA 43 10 R 1 2 0 ) — B0 5T L 00 S IR e AL 25 2 46 2 I o L p
A, A% UL LUK 4 B 5 %43 (full-image  backup) 882 SC 1124 % 143 (file-level backup)®2; [l i, AN [rl 1 #0LHK 45
Ve RV 5 M NI s, T I 5 S 10 R 45 7 6 0 T T 1 25 J2 0 6 0 BL .

Checkpoint VMid (5) K5 AT LA ph T8 7 25 T 4% 100 0L B 1
— RGeS T A7 7 T MR e B e, 4005
-n«a@ 1 2 5 7T LA 43 75 38 47 BT B B, 36 047 24 I 032 71K
PP — 252 S I A S L e L 3

PR LT AN R, BRI S TR SR R 4,

GOEATIR AT LU ST 2R 8 SR 32 4T Rk 75 51/
T LA B K M4 5 T R LR 2 0 T e
e B89 T 2R T (35 T 8 - S5 A S A )

el HOOS UK AR B A T
g.7 Im\plementatm;of checkpom‘tﬂn‘]ecirla:l[ssg? TSI 7 T,
SRR U1 FRATT A 0 A A R T o

5 FhBEAIIHLE], £ F— 2 A BAR e A HAE R, AR AR GAT b Lo 0 AR 2 )i T
B ST LA A RN R N 2R 58 .

3 ERUEARERRGEAEHRIELHEANR

31 BEEMR

T o TR ) 43 AT T DL R AR B AR S0 R AT M S T T R TR e 13 B R Ak
A HUE R R, HLt— 20 e H8 R LA B R I8 e 6 DA — 2D $2 vy R 48 T {5 itk i ok 0 4 SRR 9 1A 30
i) /.

TULAX #A R RA PTE MM R G B R 2 — R LA B A B 5 )N 15 46478 5 bn 7 BT FL AR K
W% {i%. Bressoud A1 Schneider® Szl T —AN7E VMM 25 S L2 HEHL I A 5 4% 4 52 1 0 IS0 3X AN W SUAR vk T JE A
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SE A S A IS AT 2 IR AR 34 S 1] B VMware 1) Double-Takel 8V Y 1 5L TRl 2 g iz N 7] 25 52 541 3 P %
P, B B 2 (808 A VM &30 21— AN B 30 L B, DUE T VMs 1] DL R IS i 5200 — AN 26 T RIS Tl
TP U N, P LI G T R i B A

T AL T L2 B R SR R 45 5 6 J2 TP A ARG, (5 75 J2 T8 52 R B80T AN £ 5% i 1 A 4, I
ST LR R ARUATL TG R R J5CR G 1 Bk B R LU 43 B TR B Joshi 55 ALK VM B S VM B E 5
75— BN FEAT A T 2 W4T VM R OS ik S 8 2 B P 1R 3 R R R B b 3 43 A T T
vulnerability-specific, B4 T VE & @i 4 T R H 2 5, RIAE MO AT LLZE VM IE S 384T 30 18] S F SRede A7 48
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LI 60 B S A 4% R UL 5 AR ) SR P RIL A 53 R G0 R 2 b AN DI SN Bt A AN B gt AT ¢
BRI S5 IR R AR SOA, T HAE V- G % KA BICRE 5 A vy 47 Ji& %R 25 g T F) D035, I 28 4 52 3 7 K 1
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4.1 SOAHLA
SOA H Gartner T 1996 432 H, AR W0 B 120 T 248 2 I 1) CIS #ERY 145 JR 48 M 48 T hin 2% B e 7

Service f/#4T,SOA R 2) T AATRIAES b JF H A2 3 7 40 1BM, Intel,Microsoft, HP F1 Sun 5 =% IT A # )
JEVE, I LI S EURHLAA A8 1T 00 K 78 2R 8 F ) 2 o, 5 [ ] B 3151 1) €2 R 4,494 NCES,JBMC2,
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10 fioR) B J2 B ARE - A E:
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CRM. ERP. @MV HE(BI)AE, A8 A AN Al DARRR S ZR G800 A,
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PAT 5 EAT R IR A — B R BT R 55 B DI BER QoS,H HoA F - Bk T ZEB M 40 15 R4

Service:iX — =2 HEA SOA KRG NIZ 0 )=, 604G 4248 B $2 fE 45 2 ) I 5 Tl I 55 IR 25 i B 1R 2 5k
FAHEE G T DY Re BB R I R AR IR 45 2 & o RN 3 eI M LAG I Stk IE mdn & R %5

Business process: Ik 55 711 — 4 41 45 B SE A IR MK 5 i P . SOA SR IR 25 75 AN R b 45 2 1) 1 7, — /Ml
S5 P FE AT LA — 28 IR 45 41 G 1 A, I FLIX 26 I 45 7T LR A 17 3 6 1 Atk iR 45 B AR 4% JROMD S5 VR R IR AR I L 5K
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S HRAE I8 (A WSRP), 3 A R LA T 5 T 52 14 Jo 330 A0 i A0 T i A6 17 il (1 2
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Fig.10 Logical layers in SOAF?
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B e g EL S A R B 0 2 T R A S e v R IR S5 1A B ME— & 4R, ELASORIA B R L

(3) SOA (13 JE A% 22 FF IR b A 20V JEL 0 6 4G SOAPWSDL, XML 55 B 130 & F A 14 (1 5 =X, m BA AR
TEH R0 B 9a P IR 45 T B AR 45 B0 R, R AT 1E A 04T BT 7 B R B 5 T IR 45 (K A DAL £ 0 L

(4) SOA [H°1- & G ks ph T JE B A% 3R Rt 190, 9T BA 8- M 45 22 1) PR A8 4t 5 i 12 JFT B0 T 2% B i ik
AN RGAE A )& G #7425 20 420 19 .

(5) SOA [HIFA#E & ki T SOA IR %5 2 B IR 1, JLIR 45 I AR 3 1R 7 B AR 2 BRI IR A 0 5 e 2 R G0N
W 2 e 2, I 55 2 TR) 1 6 R AR R 5 P T X — s R B T 75— IR S5 A W H BUR IS B0 AR 5w I 42 IR
4510 58 1.

(6) SOA (W& HIPE: IR — IR 45 o1 LAY 2 AN IR %5« = B i A48 A [ 14D R 4% S s, ] DA s AR 48 (0 R A 22
055 Jo 2 I AR A IR 25 o] R 0 T IR S5 B3 9 DL P2 AR B IR 4571548 T R M JT R B8 It ().

© PEFPEBHAFIIFUR  hips/www. jos. org. cn



Mg F 3G iRit A A G TS MUK AR AR kA SOA 1997

(7) SOA R ATy REME BT 2N 55 1 e T2 4B 2 LU IR 35 (KD 0N #0842 A 1 B 1) 0, I 22k 55
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AN B SEARTUR B RS R AT RS Bev R e . RS
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Table 1 Comparison between SOA and the application-central architecturel®®
R 1 U R AL 755 SOA SEHL H

Characteristic Application-Centric architecture SOA
(1) Function oriented (1) Coordination oriented
Design and implementation (2) Build to last (2) Build to change
(3) Long development cycles (3) Build and deployed incrementally
(1) Application silos (1) Enterprise solutions
Resulting system (2) Tightly coupled (2) Loosely coupled
(3) Object-Oriented interactions (3) Semantic message-oriented interactions

(2) SOA L t£ 45 1) Client/Server 424 LL i
53 MM IUAN J7 T EL4sE SOA I CIS HEHA):
@  wAtEAE Client/Server 45 Hh Ik 45 w8 S 2R . 45 B8 R B33 S 1 v o, R BESOT JIR 45 s 11 MR 45 5
W kAT A B B AT (RAE A RG24 M 7E SOA wh 4k7K T CIS MUARFEE. WAIE. Dy ML, I 78 e
it b 30— 20 sk T SR P I 2 A AR DL R IR 45 e 1 B 3L 22 A kAR HER T CFS S,
@  ArEEMES AR AE Client/Server 45 RH, R G0 KR 55 %, — ELIR 5 4% 0 8% AT R MR 25 26 2 2k
A ATAT P 3 SR AR C VL1520 2 B REEREE M £ SOA H, T SOA [¥IFA MU & AL, A A i %
B 2R AN 56 e 4 Ml 25 0 6 P 386 m T R 8 10 T e 2 R e
®  PERELRIUEAE Client/Server 5t 4 Fl P B 38 iy 564N P 43 20 00 R 48 0 I D B8 A R Gk g
FREMIAE SOA HY B HE— IR 45 1 P R RS 0 B, 2R e T LUARSE P 1 5 S8 AT 25 U 5 R ek
b LA A 25 0 95 95 3 B RSB O E T P 7 SR A 0 2
@ Ay RETEAE Client/Server 4584 R 45 2R AL IR S5 55 °F & 45 & B % 9F BRGS0 L 46| 44
FHR S — RHVAT T4 BB R A ARG NE SOA v IR KN, B, gEd.
GAR & RN b ma TR i S ) B A N D s A WAL ST T L o e b vb S TN NN
BTLT Ry R
(3) SOA 5 Mi X R4
MHTTH K] SOA 1) X FRATTT LA tH,SOA MA T FRBE—Fh i X R4 {H SOA 54EGnMiXREH
I DX S50 E600, 3 B B A SOA S T 7 31 JE 1), M 45 S 70 2 A s SO LK PA) S0 A 4 5 O 45 3 10 vy T IR 45 1
I R 45 PR 8 AR B T UF AL AT R 3R ) T B I 55 5 S5 25 A REURE 52 405 e 25 S BRI JE A% 88 2 1 65 G DRI,
SOA 4L T —F 5P & KM MATRCE A Al o . ol 3 1 R 4R A0 2307 20, 4 i TRT 52 30 1) B iR
A AL P A5 L R G0 7 TARAE I — SN R AR T — 4 i U A2 1 4R 22 0 A b S SOA BEAA Iy b3k G
R R 3, A -t 75 T8 2 SR ik 15 0t (PR A TR 1 O 45 4 PO R At W i SONTOMY g <z 7 TS 45, 110 1 ALK 1 A 7T LA
I FHAE SOI (18 22 v LR # B S B R TR ARIE R G vl (5 vk B TR (¥ 00 35 TR 1 7 SOA 46 221 il N i HUl4,
FeAR, 3 R SR AN ok TR 0 S 3 T IR AR FRATTHR T — R R v AT A E R A O HE L B
T ) IR 25 () 8L Ak SOV (Ix BL 75 2 18 W I 2, SOV IX AN ARAE, 3 SOA 72 il ik (¥ iTKO 2] T+ 2007 4F 12 A
PEH I AT VE R SOA A= S VA AR (K T2 BE, 7 5 AR S0 A B AN D).

6 IZSRAIEHIER RFIEIR—SOV

6.1 SOVARLHEL:

T R EE BT S TS (0 R G, AT 1 B e SOA ZE M il & FE B H R (177 % SOVE 454 T SOA
TR FOLAb 3 A A 498 5, 2 50 AT A At L AP 3R A, R 0 A B AR HE 28 2 1) 20 TS 32 B3 il 3 A1 T b 4% Ak B
P E EURN MR 45 P T R o 4 o P T L 45 Ak P T 2 S 4 T A N 7 SR ASA B R 4 58 IR 45 11 3
AN 45 G RS 45 T AR A T — AN B R SR M 95 R BB AT R 10 5 ] A e e o 1 T S e
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1999

11 TRl 45 Kb BE AT JE— 20 R T R I 12 T AN 45 Ab B TR AR L SOA R4 2484 iR 2
X SOA HEAT 745 (10 J ik 15 e (GFAR o 1T 1) H2 45 11O JEE et Mt SONTSM) 0] P el A A ) 2, LA S 47 i 54 2R 48 Wl £
S AN [ PR B A S e (T R 55 8 ) T e e 30 TR S 2, A A 8 P SIS 2 T R 2 P A B U, 3 ) A
JSCRE A itk ¢ it J2 (hardware  infrastructure), i £ 55 & 2 [ AT DLTE IR 2 1 %400 JE B #5328 VMM 181776 &1
PFsE k2 b e A BT B AL A T R U3 At % e J2 (virtual infrastructure). & — 5 T SEIL T L2 EE R
5(VOS RIS ATLE MR UM 114 OS)-5 ik J2 R A4 2 10] (¥ At 4, IR e SE I 1 444~ VOS Z I (K185 5. 5 b VMM 2]
FIAH LR, S2BL T AR A VOS 2 1A 443 VOS HhiIZ AT & TR N I FEFE R 8 L2 A8 AR S5 o0 T ik
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Fig.11 Total framework of SOV
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Fig.12 Detail description of SOV task process plane
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Table 2 Detail description of SOV framework
Fe 2 1RSSR SUALHESE VR AE il ik

Notation Definition Notation Definition
. . Service-Oriented Infrastructure represents the
Hardware resource: the special hardware inf h he whol
which implements some special function SOl Infrastructure that supports the whole system
HR - ' . I of SOA. SOl is composed with hardware
such as monitor. Generally, HR cannot (virtualization) infrastructure laver and the virtual machines
provide service independently. layer Y
Hardware entity is composed by a group
Hard of hardware resource, which can provide Task The task request delivered by user, which has
entity service independently, such as a hardware request to satisfy some descriptive specification.
server.
LAN The high-speed local area network which VMM Virtual machine monitor
is used to connect multi servers.
. . Service scheduling module takes the
Hardware infrastructure is the L . .
N . . responsibility of allocating the tasks into
Hardware aggregation of all the hardware entities Service . .
. virtual servers, according to the status of each
infrastructure | that support the upper software scheduler -
ST server such as load status and dependability
application.
status.
Virtual operating system: It is referred Service broker stores the description and
particularly to the operating system interface definition of each service, and
running in the virtual machine. VOS may Servi provides these information for user requests.
- ] ervice - : ;
VOS be either the general operating system or broker When a request arrives, service broker judges
the customized light-weight operating whether the QoS and dependability request can
system specified to some application be completed, and forward the user request to
service. service.
Virtual infrastructure is composed by Implementing a certain function by applying
many VMMs which cooperate with each some corresponding resources. The services
- other. It isolates the underlying hardware can cooperate with each other, and can
Virtual S g - . . . . .
infrastructure and is in favor of live migration. It mal_<es Service composite to form “new service. There is
the replace and change of underlying loosely coupled relationship between different
hardware not affect the upper application services, and the service interfaces satisfy
software. normal specification..
User of the system services generates and
Virtual A virtual machine includes the VMM and sends service requests according to the service
. User L ; . ! -
machines the upper VOSs here. description and interfaces information acquired
from broker.
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Fig.13 Potential threats to SOV system
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