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Abstract: A trustworthiness-based ad-hoc secure interoperation method is proposed, in which the concept of
trustworthiness is introduced to describe the probability of proper collaboration. The trustworthiness of an
autonomic domain on a user is decided jointly by direct experiences of interactions and other domains’ assessments
on the user. Only the users who satisfy the requirements of target domains’ trust policies have the privileges to
access entry roles. Records of a user’s malicious actions will decrease his trustworthiness and then accordingly
reduce his privileges. Target domain uses weighted majority algorithm to update recommender’s trustworthiness,
which is reduced by unfair ratings. Experimental results show that this method can effectively resist cheating and
malicious actions.
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R4 PE_ 2l Hei i HERF BINE L RN

{seed if i=0 {seed, if i=0
' |sign, (PS; , @ hash(r{ org 0i+1)), if i=1" ' |sign, (PE , ®E}), if i1
Horp sign & 2 4 iR 4L 1 5 @R IR LA SR AR, TS o RN IEHHRAE hash & B 51 & 20 H 7 u s 38Dy b i B4
JE 3 VT G K DR HERC Ly Vi AR P ={rl,...r, } IS Ul AT TL& U E) 7 A28 (05 19 E3iE
RC, = (r™,P,E;,PS,,PE),

Ho, it E D R SR I D (6, P =P, 0P, E, =E, , OF! .

MW RIRC S D AR 52 1 ﬁiﬁi”?l‘iﬁ%ﬂi

B3k 1) DL 3R AT VT [ SEIIE RC, = (™, P, E;, PS;, PE,), 38 Dy A AS 1 75 4T 556 W A H P2 B e 5%

BN VT R AEIERC;.

iyt A FOVFYT R

Bk Horder(n)ik [ 40 €4, r A6V AR I E 5

need_trust(r)iR [FIAMAE AR SEIE T, 52 SCHAT A (4 r Tl (5 AR 1%

1. k=i+1; t;=PSy_1; t,=PE\_1;

2. while k>1 do

3 k=k-1;

4 t, =sign, (t,) @ hash(rf orf o(k +1);

S. t, = Signdk,l t)® E:il;

6. done
7. if t1#t, or ty#seed return FALSE;
8.if (ry,ri™)eF return FALSE;
9. forrin P; do
10. if (r,ri")eR,, return FALSE;
11.  if (Domain(r)=i+1) and (ri*° r) return FALSE;
12. done
13. Trust:™ = (Wt x EX o+ wi™ < RIF) /(we™ + wi™)
14. if Trust™ <need _trust(ri™) return FALSE;
15. return TRUE.
SRR B IE A ER LA E B R E
SIEE 1. BN F ) ) AR BN,
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TE A 45 58 U7 I B AEP={r, 1o, F} HLrg v, e Vi, B DT LB AR 0 58 SURT A, V(i< J) A (L1 € P) > 1 f il
S BUOPE 4 A (L), 000 4% A (2) 1 I8 S TR 8 R) R A OC R AR 2 AT PR I U i) ¢ & (uv)eR, H
Domain(u)=Domain(v) i] £5u,vAN & T [d — 38, (u,v) g Ay i=1, ... ,n, BT A AR= 1 414 (3). O

EHR 2. Bk L R AR e A .

TE A - E A BT O S A AR T 26 A4 B B 2 R TR sign, (sign, (M) = M K=0,....,i, Dy S SEIE AR A U
] FEIE RC 38 V2 48 F 285 44 1) 0PE. W SR Cy T PS FIPE 2 A R, T RAIE U7 ] 6 478 FHHE 37 45 5L 1048 25 1k A 4l
B, TREE A S BT V7 i B AR AL — B Bk U I B AR 4 IR R B n il a4 B4k n=1
I, BT 1) B A2 P = e U oo, 17 T BN AE BN P FH ST EE 1 R0, Py 2 — B0 AR Ben=ii U 1) B 42 P2 — X
(9, N TIE B 2n=i+l TR 1 R U ) B8 42 P [ RE G AL — BUPE K. P = {1y T oo 1 Ty 3 05 (38
D={Dy,...,.Di}. I SLILEE 8 470l 41, (ry, ™) € F i /L 4 PF(2). B9 58 10 47 0] 411, vr € P, (r, ™) & R, i A2 46 1£(3).
Sy P RP S BUIN LA 18:(1) DisreD, ISLVESS 11 470 %01, Vr € P, (Domain(r) = Domain(ri™)) — (ri™° r), ) r f ri™
B H AR LB, B MR U 1) B AR SCRT AR r f el W AL A F(L);(2) Diey @D, AR AL S 1F (). N 5
TR R R SR 2 A 1. O

20 Bl [R5 o (RS AT R 18 R B FE TP AT BV E S R P RS AT O il SR T B LS AT B 1 B, AT 52 i)
REAE AT BN 1 €, H BRI BT 0100 T 222 4 SR 62 AN ) AR N 10 00 [ 5 A0 B s, S 00 3R 9 4 o) 481, N
1A €0 U5 1) 50852 6 JFH P B4 AT B2 v 1 U ] 24 2 (R B B2 R AR 30 g I RIS H bR Il 12 0 R A8 H,
PRI A] BE AR A ANFF G SEBRAE AT 4 BV A5 5L, L A Sal 200 3 1 8 AH 1. 1R 45 AT 82 ik 2D S8 S HE 20 1T A5 AT
JEE FRT 5 W TR) S, B A1 3 0 45 AT P52 A DA 52 M i3k /5 482 P P (045 A B 388 o JF 00 AT 0 (R AR

FEVEEEME SN B 105 AT FE B, H Am 3l 35 ZE 4 WA F1 32 A1 N B 28 B [R] BAR 45 B 22 S A1 3 14) 42 ok
— JH PSR A5 A B AR D 1 2R s 4 4 A, BRI $D (19 T 7 tester i 41 D tester,
Lt £ 25 1) PR — S50k A A R0 P B A 22 ), E b3 SO M5 AT B2 S ek /N 1 48 (I g 26 3l - 1 4%
H B W , BAYs D A7 fidh 7 .

3 KRLRRSI

P13 i S IOk M 2P I AR FE TR AT 1 B 20 22 4 BB AE T v 10 ok & B IF U A AE A7 AE S R B A
SBR[ S92 A TR D A 025 A B35 A .

SEEG I FEU 50 AN RIS S 1 A AL RS U EEIM B A AL RE 6 AN HEFRIED,, .. De, 24T 20
WATEBRR S TERS 10 WHMES S MG B S ik 5 H A M EEA B B, S EN FrAEfA /e 22 57 3R
ATRs HELE IO F P VP 8 — 0 5 b, L3R L1451 T 4 2245 Ere=(1,3,2,0,0)% 7~ I P AT 6 IKBIME 45, TF i 1
WARTS+ 3 REUFFN 2 Ik— M FRAT B P AE— IR 1 P WA T B R AN AT g B ) [0 28 A, AN [R) 25 0%
HRHH P ESEARAT I R A AR A AR 4 i sH P AT 10 SR AT At e s+1 & iE P L SE R AT REALIEFR LA T
3 Fltote+C, by Fity—c, 3 HH G I AR T P30 20 R J3E 36 Pl A5 kA, 1T L BSEABL 11 93 098 1A £ A BE P 4742 10 22 52 S R B
A T A P27 HEAT S 4 TSP A P P 1 24 23 o (£ A S x SRR JUEPA 40 3 Bk :(1) I
SEA B VR fry=x 15 52 B 2 00 12 (2) 38 BE VR4, B PF My =x+ux (1—[x|) 86 T 52 B3 85 (3) I A VF 4, B 3F 44
{(1‘“)”' X2 0 b i, 5 P BP0 TR 4 1 76, 36 o u(0<u<1) IR R 4 1 S 41

-1-(1-u)xx, if x<0
T

AT E A 3 AN [ 270 A S0 e P P02 A S A8 16 3528 8 00, 65 10 B4R T 0 11 5215 AVE, IFATE)
FIWMA. FAT1 1 & IFAH quantile=0.01, WMA T 38 I BT 4R 15 AT Bt =1,i=1,...,6. 3 il 5 AT & 5 2 1) p=0.5 TR KF
ANAE TP AT £ 10 I W 4R L SE A5 AT B t0=0.5, I B P2 B c=0. 1 HEAF AN 2 1E YA A2 B u=0.8. 4 4745 B R 42 [N
T 220,750 7 (3R FE A bR 10 Y B <45 45 SR 1 P48 4.
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Table 1  User’s trustworthiness and evaluation in recommendation

x1 G SHEREE B

Level Trustworthiness Evaluation Value
L1 -1<t<-0.6 Mediocre -0.8
L, —0.6<t<-0.2 Bad -0.4
Ls -0.2<t<0.2 Average 0
L4 0.2<t<0.6 Good 0.4
Ls 0.6<t<1 Excellent 0.8

Pl 2(a) A2 A SR A 2 P HE A A S I ARV O, H AR AR FH P 1) S B AT 55 HE A5 A5 AT 1) 22 e B B HE 75
AR AT BEI IFA T WMA A 2 B0 T A5 )5, IR M IFA {2 B 5 45 B H B0 O 22, 36 I R0k R e 9 T
AN EHERE B 2(b) R A7 AE 20% BEARSFAN IR 100, IFA F1 WMA A0 B (1645 4T J3 5 H230 FH P 1 2 S2 826 1T 40 YR 1
5% v HERE SRS AT 5 B8 A AN K R, 3 R B2 3R A5 F P (WA AT BE Al T 22 e /. 5 IFA A LE WMA 7E B
YETE 5 B I 40 DUG 3R BH (2. 8] 2(c) 2 A7 TE 40% B AR AN IR 1% 400, L B, WMA LU IFA (19 D0 3558 n BH 25 R
s LR W IFA BT WMA HRTE— T8 FR B F A A0 S A EHERE A IFA A T R I B Z v S 8O0 P 1S
AT FE VFAS 11 9% 35 1 B2 5K, T WIMA A B8 482300 LS (.

[—Performance —=—wWMA —IFA —— AVE]

[——Perfomance —=—wmaA _ IFA —— AVE] [——Perfomence —=—wMA — IFA - AVE]
(a) Fair recommendation (b) 20% unfair low recommendation (c) 40% unfair low recommendation
(8) AIEWH (b) 209K AT 1 () 40% FEAR VT it

Fig.2 Experimental results with different rate unfair recommendation
Bl 2 AR 2 TE R 1R Se 45

4 % i

AL ZA 2 A3 I 5 B U I 55 S A AR A S I R (9 H A, 1 3 AR 1R 1 mT K 0 89, B 416
[ FR #2 AS A BE  Th B 2 1) 22 A e BIE TN BAAR B v [T 55 SR 2 ) 9 2 22 4 TR AR 1R 5 (BT VR AT AR A
A SR 7 RS0 AT O AR SO B R TS AR 10 B AL 2 e AR AR 5k, B VR SRR T 7 (R U5 1) SR AN A b 22
xSRI ST ST TR A e SR MRS (07 1) D7 S A0 R O L A AR T S R AT S (B S BOLHER R A
BEEALR, AN T o T A5 B2, 52 MR AR A 5 R AR A 15 U BB 55 TP 1A B R A L 2 6 2 ) ) i 22, 9 Sl A P
T WMA [RJHfERE DAL 0 SR A2 380 5 A L R VP A S 20 A VR S0 15 A P2 ARG, 5% i L A4 LR w3
ARG H IR, FATHI T E S FAR A DR SFEA b, 22 ek S e T 4
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