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Abstract: The design of key management schemes and protocols, whose main objective is to provide secure and
reliable communication, is one of the most important aspects and basic research field of secure wireless sensor
networks. The key management in wireless sensor networks meets many new challenges due to its intrinsic
properties. In this paper, the secure and performance evaluation criterion of key management is introduced, the
taxonomy for the key management schemes and protocols is proposed, the classic key management schemes and
protocols are discussed and compared in detailed, and finally the open research problems and the possible solution
are also pointed out. Recent related work indicates that future work will focus on some key issues such as fully
distributed, self-organized, fault-tolerance and intrusion-tolerance, and location-aware etc.
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Tablel Comparison of random key management schemes and protocols
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1 encryption and
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LEAP 0 N o(logN) o(d+L) Weak
SHELL High High o(k) Moderate
LOCK High High o(k) Moderate
Fast authenticated key establishment protocols™? 760ms 1 437bytes 5.2kbytes | Moderate
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