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Abstract: In this paper, the connections reasoning technique (CRT) based on the predication logic is proposed to
infer the connections between network nodes. This technique interprets the address forwarding tables (AFTS) as a
set of predicate formulas and translates the topology discovery into a mathematic problem of logic reasoning, so
that the topology discovery can be studied by resorting to mathematic tools. An algorithm for topology discovery
based on CRT is proposed in this paper. Compared with current discovery agorithms, this method excels in: 1)
Applying the redundancies in AFTs more effectively, so that the whole topology can be built up by just small part of
AFTs; 2) Naturaly resolving the problem of topology discovery for multi-subnet switched domain without any
extensions. Furthermore, a method with little cost is proposed to discover the dynamic topology-in this paper. This
algorithm is successfully applied to the network management system for CBISN (Community Broadband Integrated
Services Network).
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(switched Ethernet) 5 ,
(Ethernet switch). ,
, hub ,
N ) ( )
1
23] 3
IETF 2000 MIB(management information base),
MIB , 2 )
Myung-Hee Son [12] STP (spanning tree protocol) ,
. [10]
Richard Black [13] ) )
): :
Breitbart AFT(address forwarding table, AFT)
[5.6]
(9] ,
[9],
(512003 ,Bejerano , (.
(skeleton path),
(path constraint), ) ,
Breitbart>® : 91
Ping . )
SNMP UDP , , )
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. Lowekamp SIGCOMM 2001
[ ( )
( ) : ( )
S X : X -7
(MKR ). ,MKR 3 ,
: (1) :
(2 :
2
2.1
. , MAC
:(port,mac), port ,mac p ,
p p MAC ,
1 7
: , 3 ,
, SNMP ; , , ;
(hub), MAC , ,
) (administrative domain),
STP(spanning tree protocol)!Y, , IP
AP 1P
2.2
, () 3 )
, 2
2 1 3 , 2
G=(D,E).D ( ) E
S H ,D=S+H. Port(D,p) D p , Dp.
E={(Ax,By)|JA,BeD Ax By }.
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A (p.D) (Ap.D).
(A,p,D) . AFT(A,p) Port(A,p) .
Link(A,x,B.y) A X B vy , AxBY, A B, Xy
: (A.p,D) A p D X
, Link(A,p,D,x). FS (formulas set).

AFT (A, 1)={B,D}  AFT(B,2) ={D}
AFT (A, 2) ={C} AFT (C, 1) ={A, B, D}
AFT(B,1)={A,C}  AFT(D,1)={AB,C}

(b) AFT
1 FS={A1Bx, A1Dx, A2Cx, B1Ax, B1Cx, B2Dx,
II' C1Ax, C1Bx, C1Dx, D1Ax, D1Bx, D1Cx}

Fig.l AFTsand formulas set

1
CRT(connections reasoning technique)
CRT BRR(basic reasoning rule).
(D] (symmetry rule):Link(A,i,B,j)<Link(B,j,A,i). Port(A,i)  Port(B,j) Port(B,j)
Port(A,i) .
2 | (transition rule I):Link(A,i,C,u)ALink(C,v,Bj)A(u=v)=Link(A,i,B,)).
Link(A,i,C,u) , A C Pi:Ai,...,Cu.  Link(C,v,B,j) , C B
P,:Cv,...,Bj.  u=zv, P, P, . , A B ‘Ai,....,Cu,Cv,...,Bj, Link(A,i,B,)).
|
(©)] Il (transition rule 11):Link(A,i,C,u)ALink(C,v,B,j)=3xLink(A,i,B,x)v3yLink(A,y,B,j). u o
2 4 ( ).
c c c
/ \ I I / I AN
il N il i . Ao N
[~] [e] [ P-{a] [aP--{=] [c] [a] =]
(a@ (b) (c) (d)
Fig.2 The4 cases of transitionrulel
2 I 4
a) UV, | ,Link(Ai,B,j).
u=v, 3 :
b) A C B, Ai,...,.Bx,Bj,...,Cux#=Link(A,i,B,X);
C) B C A, Bj,....,Ay,Al,...,Cu,y=j=Link(Ay,B,));
d) A C B, B C A, D, AiDpADQBjAp=q,
I, Link(A,i,B,j).
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4) (exclusion rule):Link(A,i,B,j)=—(3x3y(Link(AX,B,Y)A(Xi vy#))).
: , :3Ax3Ay((x#ivy#j)ALink(A,x,B,Y)), AB
Link(A,i,B,j), AB Ai,...,Bj.
X#i Y, , . L » , ‘

(5) (inference of exclusion rule):Link(A,i,B,x)ALink(A,y,B,j)=Link(A,i,B,j).

L~ (5 CRT (BRR).
(hypothesis for the completeness of BRRs):BRR . FS
FS

BRR .
[7] MKR(minimum knowledge requirement)
( ). MKR 3 Au Bv ,
3 j
a) BeAFT(Au) and AcAFT(B,v);
b) BeAFT(Au) and 3k=u: AFT(B,V)NAFT(A,k)=O0;
c)  3i,j,i#:AFT(AUYNAFT(B,i)#0AAFT(A,U)NAFT(B,j)=0 Fku: AFT(B,V)NAFT(A,K)=O0.
BRR , , : 3 , Au
Bv . (x ):
a) { AuBx,BvAX} =AuBYv;
b) { AuBx,BvCx,AkCx} =AuBvV (u=Kk);
¢) { AuCx,BiCx,AuDx,BjDx,BVEX,AKEX} =AuBV (i#], u=Kk).
: a)
b):
BVCXAAKCx=AXxBvvAKkBX ( 1)) AAUBXx=AUBvV ( )
C):
AuCxABiCx=AuBXvAXBI ( 1) AuDXABjDx=AuUBXvAXBj ( 1)
A =AuBKX ( ) BVEXAAKEX=BVAXvBXAK ( 1)
) ad
I, MKR )

A =AuBV (

{ AuC1,C2Bv} =AuBv | , AB C
( 3 ) AB , . MKR

(1) MKR BRR ,BRR MKR
(2) BRR . BRR ,
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— 1
D : LA 2 L € Proof:

3 2 A1DXAC1DX=>A1CxvAXC1
1 A2EXAC2Ex=>A2CXvAXC2
8] EEj A =AlC2vA2C1
AB1CX=>A1BxvA2BxvAXB1

AIDx AZEx A3Bx
BICx C1Dx C2Ex ~A3Bx=>A3B1

Fig.3 Infering a connection based on multiple nodes’ AFT

3
2.3
BRR
(1)
AFTable :AFTable[M][N] M,N
AFTable[i][j]1=k(k>0) (i,k,j).AFTabl€[il[j]=0 i
i AFTablei][i]=-1,i=1,....M. 1 AFTable . 1 | AFTable 0
Tablel The AFTable of atopology
1 AFTable
A B c D E F
A 2 1
B 1 2 2 1 3
C 1 1 2 1 1
D 1 1
E 1 1
F 1 1
Connection : . ,Connection(A,B)={ AiBj}
Connection(C,D)={ CiDxvCxDj} .
Undeter minedList( ): Connection .
Connection
2
, AFTable; ,
, 4 AxBy :
i) z :{ AuCx,CyBv} =R1,{ AuDx,DyBv} =R2,...,
{Audx,JyBv} =Rn;
(i) :AXBYARLIAR2A...ARn=Connection(A,B).
(iii) Connection(A,B) AxBy , Connection(A,B)
AxBy Connection ( AxBy , Connection AxBy ), AxCy
BxCy.
(iv) AxBy, Connection(A,B)
Connection(A,B) Connection , 3 ,
Connection(A,C)
(i) AC :Connection(A,B)AConnection(B,C)=R1.Connection(B,C)
UndeterminedList , AFTable ;
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(i) Connection(A,C):R1AConnection(A,C)=R;
(iii) AxCy, Connection(A,C) ;
(iv) Connection(A,C) , Connection(A,C)
3 . , AFTable
i j , AFTable “
1, )
( 4, E F )
2.4
, . [6] FindLeafConnections
, A B , A B
) L= Mx
) O(L). :
. BuildTree(S) /* S */
S ( dev),
(€D} dev , dev S
2
dev A A S dev
S A , dev S
(3) BuildTree(dev);
25
) hub VLAN
(61,
251
(5] : ,
( ) , [6]
) ) 4
4 AD E N;,B,C F N,.
=0, AFT(A,2)UAFT(D,1)=N;y, A D .Bejerano

[11]
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: AFTII][j1=0,

”

(6]

hub

AFT(A2)NAFT(D,1)
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5 AFT (A 1) (8}

1 AFT (A, 2) ={D}
518 1 AFT (B, 1) ={A, E}
[8 F=C @ aacn
2 AFT (B, 3) ={F}
1 AFT (C, 1) ={A, B,E, F}
[c] AFT (C. 2) ={D}
2 AFT (D, 1) ={A E}
1 AFT (E, 1) ={A, D}
D AFT (F, 1) ={B, C}
Fig.4 Multi-Subnet switched domain
4
252
, (D (2 HE)) (4
4 . . ( )
, Ping . SNMP  Trap LinkUp  LinkDown' MIB
ifAdminStatus ~ ifOperStatus'® ,
, . ., Fas A B
D , R , Frp, D R p.
p S, Fsp, S D . D
, A B A B ), Fag=(kB),
B , A k# B ,
B A 1 A ,
, , B ; B A , , A
C B Fces ) s XB X ; X
) ) , B
2.6
2 3 CRT .
, , (1) ,
(2
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2
Completeness of AFTs  Multi-Subnet topology ~ Dynamic topology
CRT No requirement Support Support
Direct connection!® Requirement No support No support
MKR! No requirement Partly support Partly support
Skeleton path™! Requirement Support No support
NS2 ) 3
, (DCOUNT) 12 )
G ) 7 ) , 5s,
On/OFF (EXPOO_Traffic)l® UDP
20%. ,
, 120s,180s  300s. Pentium IV 2.4GHz 256M,
3 4 ,DCOUNT/SCOUNT ;Aging Time
;“Item Losts/Ratio” ;“Node Losts”
“Before CR” “After CR” “ o " “Discovery Time”
, (CR time) (DC time). 4 Aging Time=300s
Table3 The statistic of simulations
3
A Item losts/Ratio (%) Node losts Discovery time
DCOUNT/SCOUNT | Agingtime () |—poro "ep After CR | BeforeCR _ After CR | CRiime(s) _DCiime(s)
120 16000/76.2 154/0.7 500 3 3
500/42 180 14742/70.2 14/0.0 500 1 1 <1
300 12776/60.8 0/0.0 500 0 <1
120 71755/85.4 392/0.4 1000 5 21
1000/84 180 68593/81.7 84/0.1 1000 1 4 <1
300 62660/74.6 0/0.0 1000 0 4
120 304868/91.2  1336/0.4 2 000 8 175
2000/167 180 296000/88.6 334/0.1 2 000 2 65 1
300 280982/84.1 0/0.0 2 000 0 14
Table4 Comparison of simulated results
4
DCOUNT/ . e MKR (after CR) CRT (after CR)
scount | BeforeCRitemlostsRatio (%) |00 CRime (9 | Ttemloss CRtme(s)
200/17 1217/35.8 1129 4 0 <1
500/42 12776/60.8 11 749 60 0 <1
1000/84 62660/74.6 58 280 439 0 4
3 4 ,
(1) : .
, 60%
2 MKR , , 4
, . 3 “Before CR” “After CR" ,
CRT
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3 . Aging Time=300s ,
60%~80%,
3.2
(CBISNMS)
(CBISN) IP . SW1200/200/100 /
, 100 , 500
' ) IP )
.CBISN 5 .CBISNMS CBISN
WAN fibre
Satellite
Video chann Support multicast,
server QoS, IGMP, SNMP

= 000M

A

: 100M : e — '\100M
SW100
= L)l = IE
P phone D-Tv D-T™ Analog TV PC  IPphone
Fig.5 Thelogical topology of CBISN
5 CBISN
CBISNMS / 3 6 . Linux ,
(NM-services) (NM-database),
RPC ;
NM-Services | GUl PostgreSQL 7.3 . (GUI) Windows ,
VC++ 6.0 . (1)
(NodeSearcher): ,
S :((2) MIB (MIBCaollector): :(3)
O
ODBC (TopoCalculator):
\ (TopoViewer)
NM-
Database
. . CBISNMS ,
Fig.6 The architecture of CBISNMS hub
) u
6 CBISNMS ( )
7 , :192.168.91.11 ;VirtualHUB 1406 hub ;
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, ( hub) . 8
192.168.91.16 , ( )
CBISN .7 8 CBISNMS

—
192.168,91.11

e i b . e

—
192-168.-|I91-l4 192.168.91.12  192.168.91.13 Virtua HUB14
f |
il £ [
 192,168.¢ 16391 BL ! 102 168 o122 | 192.168.91.23
192. 168 91.16 192 T68oL2T 192 68013

Ll

192.168.91.36 192.168.91.23
Fig.7 Bridge-Connection view

7
192.168.89.151
192.168.89. 153 192 168 88.195 192.168.88.217
- - - — [— 1 -
192.168.88.76 192.168.89.152 192, 168 89.154 192.168.89.156
192.168.89.141
= — —
192 168.91.14 7}8 .89.16 192.168.89.148 192.168.88.21
/
192.168.89.133
192, 168 80, 1 192, 168 80128 168.80.130
| =3
-' - 192.168.89.144

-"
192.168.89,127 192.168.89.129  192.168.89.132

Fig.8 Bridge-Port view
8

© [ERjEpaE

Bt FI9TET httpy/ www. jos. org. cn



2576 Journal of Software Vol.17, No.12, December 2006

VLAN , hub . ,
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