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Abstract: Guttman et al. introduced a new formulation method, strand spaces theory as a new method for
describing and analyzing cryptographic protocols in 1998 and Guttman introduced the ideal of information algebra
and honesty to analyze the secrecy of Otway-Rees protocol in 1999. Because of the property of ideal, it can be used
to show the relation between different information in some protocol. In this paper, the ideal will be appied to
analyze some security properties of cryptographic protocols, such as secrecy, authentication, and so on.
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TN Ko T K .
A , {(mhkt  mm,.
E C , TNKNENC=0. te TUKUE, t
A . , A .+ , -
(Ztr), x (strand) , Ar x
A , , (trace). ,
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2) acgh acg ach a=gh.

ac{g}v, acg a~{g}«
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), T,
{ |KP[NUMP]UFP} NT=.

A—B:PA(gV®B);
B—>SPA(g""®B),Ps(g"*®A);
S>B: (gNA)NS’(gNB) NS;
B—>A:(g"®)NS Can;
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, B Pa 2 3
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