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Abstract: Trojan horse attacking strategy on quantum cryptography is investigated. First, the fragility of the
quantum cryptographic algorithm employing EPR (Einstein-Podosky-Rosen) pairs as a key against the Trojan horse
attacking strategy is analyzed. To prevent the Trojan horse attacking, an improved scheme which makes use of the
non-orthogonal entangled states is proposed. This scheme is robust to the Trojan horse attacking, without reducing
the security on other kinds of attacking strategies.
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1 Introduction

Trojan horse attacking strategy (THAS)!" has arisen from the drawback of construction of the system e.g.
device, computer program, algorithm or protocol ef al. When a Trojan horse can be hidden without easy detection in

a system, attacker can make use of this kind of strategy to break the system and then obtain useful information.
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Unfortunately, this strategy is available not only in the classic cryptography but also in the recently proposed
quantum cryptography[zNS]. This strategy on the quantum key distribution has been analyzed in Refs.[3,4,6], and a
scheme for preventing this strategy was proposed in Ref.[6].

In this paper we consider the THAS on the quantum cryptographic algorithm, which employs EPR pairs as the
symmetrical key. Three aspects will be investigated, including the mechanism, the attacking way on the quantum
cryptographic algorithm, and the preventing approach for this attacking strategy. Especially the improvement
scheme will be investigated in detail.

This paper is arranged as follows. In Section 2, we investigate the THAS on the quantum cryptographic
algorithm which employs EPR pairs as the key. An improvement scheme for preventing the THAS is presented in

Section 3. After these a simple remark is presented in Section 4. Finally, conclusions are drawn in Section 5.

2 Trojan Horse Attacking Strategy on Quantum Cryptographic Algorithm

Recently, two interesting quantum vernam algorithms based on EPR pairs have been proposed. They employ
EPR pairs as the symmetrical keys of the algorithms. In Ref.[7] the message is encrypted by means of a quantum
controlled-NOT, with the employment of a symmetrical key which consists of one EPR pair and one bilateral
rotation. In Ref.[8] the message is encrypted with a key which consists of two EPR pairs. A common feature of the
above quantum vernam algorithms is that EPR pairs are applied as a shared key between the two legitimate users,
Alice and Bob. However, the algorithms can not circumvent the THAS. In the following, we investigate the fragility
of these algorithms against the THAS which employs pre-lurked Trojan horse (in this section and the following
section we suppose the Trojan horse is a tiny device pre-inserted in Alice's or Bob's apparatus).

To show fragility of the quantum cryptographic algorithm employing EPR pair(s) as the key against the THAS,

we first give a simple description for this kind of algorithm. In general, this kind of algorithm can be summarized
generally as follows. Suppose Alice and Bob sharing n EPR pairs as the key K = {| k1>,|k2>, ...,|kn>} . Each key

element is associated with an EPR pair which can be expressed as

1

Ik,>:|®?>=$( 1)) ()

where subscripts a,b denote respectively Alice’s particles P, and Bob’s P, of each EPR pair, |ki> denotes the i

0"0">+

a b

key element, and i=1,2,...,n. Denote the plaintext (message) by

|l//'">:a|0>+/)’|l> )
the corresponding particle is expressed as P,, where ”0{”2 +||ﬂ||2 =1. Suppose Alice is the sender, then Alice
encrypts the qubit |l//m> by making use of the quantum controlled-NOT operations on her each EPR particle P,
(key particle) and the message particle P,. After that, Alice obtains the ciphertext |‘I’C> , which can be described as:
k)|w") )

where C:}k represents the i quantum controlled-NOT gate on P,, and P,, the subscript mk denotes the quantum

e

mk

k ).C

n-1 " mk

mk

w)=c:

gate operating on the message particle and the key particle. Then Alice sends the ciphertext to Bob via a quantum

channel. After received the ciphertext |‘PC>, Bob decrypts the ciphertext by making use of an inverse process

controlled by the key. Finally, Bob gets the message.
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Now let us investigate THAS on the above quantum algorithm. First, we consider the situation of using only

one EPR pair as the key. In this case, the key is just the EPR pair, i.e, |K> = |<1)+> , which can be written as:

o)~ (0.0)+]1.1) o

o)y =[0,0,)®[p" ) +[11,)®@ X,

where X, is the quantum X-gate on the particle P,,. Eq.(5) illustrates that when Alice’s and Bob’s EPR particles are

then the ciphertext can be expressed as:

v)-c.

v") 5)

k

in the states |0a0b> , then the message particle is in the state ‘(//'”> ; otherwise, the state of the message particle is in
x|y

Obviously, if Alice’s and Bob's EPR particles can not be disturbed by the attacker, the above algorithm is
secure. However, if the attacker can pre-lurks a Trojan horse in Alice’s or Bob’s apparatus, the legitimate

communicators Alice and Bob will not be lucky since the attacker can obtain their useful information through the

THAS. This can be done very easily. Suppose the attacker puts successfully a Trojan hose, Y , e.g. a set of tiny

devices which can distinguish the eigenstates states |0> and |l> (for example, a device can recognize the ‘bright’

and ‘dark’ pulse) and send feedback information, in Alice's apparatus (this is available since in practice the users are
not experts so that they can not easily find the ‘robot horse’ which is ulteriorly pre-lurked by the dishonest

manufacturers), then the key can be written as |q>‘ (Y)> . Subsequently Alice's encrypting transformation by making

use of controlled-NOT yields a ciphertext state, which can be written as:
|w )y =]o.m0,) 8|y ) +[La)yex |y 6)
where 4 and &, are the feedback information of the Trojan horse. After Alice has encrypted her message |1//>

using the EPR pair, the Trojan horse is activated automatically. For example, if the attacker pre-lurks a measurement

bases for the eigenstates states |0> and |1> , the Trojan horse only needs to measure Alice's EPR particle. Now the
'horse' feeds back the result /; when the measurement result is |O>, otherwise the 'horse' feeds back the result 4.

Then, what the attacker needs to do is to wait Alice's ciphertext |‘I’> and the feedback information of the Trojan

horse. If the attacker can successfully intercept the ciphertext particle P,, which is sent to Bob, then the attacker can

completely obtain the qubit |1//> by making use of the feedback information /4, and %, and the intercepted particle
P,. For example, if the feedback information shows that Bob’s key bit is |O>, attacker gets |(//> If the feedback
information shows that Bob’s key bit is |1> , attacker gets X |y/> . By this knowledge, the attacker can

completely obtain the plaintext (message).
In the above we have analyzed the Trojan horse attacking strategy for the situation which makes use of only one

EPR pair as a key. For the case of two EPR pairs |(D1> and |<1)2> as the key (see Ref.[8]), the Trojan horse

attacking strategy can also be successful. In this case the key can be expressed as:

e =[or)= (00} +[n)). Ie)=[or)=

0°0; )+

1)) ™
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Suppose the attacker pre-lurks successfully two ‘horse’ Y, and Y, into Alice’s or Bob’s devices using the similar

ways described in above. After Alice’s encryption using the controlled-X and controlled-Z gates on the key particle

and message particle, the ciphertext state can be written as:

[¥:) =<l el r)vr)le: (r.)))

0:0; (7)) ®[y")+

(i) ezlv)) ®

oo ()

00, (1))@ X, |v) [l (1)) e x.2.|v")

1 141 1
+ \/_ |1«1h (hL )>(
2
where the superscripts 1 and 2 refer to the particles in the pairs |(I)I> and |<I)+> , h' and hi are the feedback

information of the Trojan horse Y, h’ and hj are the feedback information of the Trojan horse Y,. Y, and

Y, are associated with Bob’s particles. It is clear that the attacker can get the message by a similar way to that of
employing one EPR pair as the key. Therefore, the quantum cryptographic algorithms based on the EPR pairs as
keys are fragile against the THAS, although they are secure against the other attacking strategies.

Actually, if the possible states of Alice's key particles P, (or Bob’s key particle P;) are orthogonal states, any
quantum cryptographic algorithm which employs directly such a kind of key is not robust to the THAS. Because, in

such a situation, the successful Trojan horse can recognize the possible states of the key particle. For example, while
Alice and Bob employ the EPR pair as the key, Alice’s or Bob’s key particle takes the state |0> or |1> . Then a

proper Trojan horse, e.g. a device which can distinguish the eigenstates |0> or |1> , can recognize exactly the state

of the key particle as described above. Thus feedback information available can be obtained by the attacker.
Therefore, to prevent the THAS one should use the non-orthogonal states as a shared key in the symmetrical

quantum cryptographic algorithm.

3 Prevention of Trojan Horse Attacking Strategy

In this section we will show that the mentioned THAS can be prevented by making use of the non-orthogonal
entanglement state as the key. The process is as follows. The legitimate users Alice and Bob create a set of EPR

pairs, each pair can be expressed as:
. 1 1
o)== 00 1) =51+ )+l ) 0
where |i> = %GO) i|1>). Then Alice or Bob randomly chooses an operator from {/,H} to apply on her (his)
2

EPR particles until all EPR pairs have been operated, where / and H are respectively the unit operation and the
Hadamard gate. This operation yields:
) =1]0")=|o7) (10)
and
lv,)=H|o) (11)

In bases |0> ) |l> s |+> , and |—> ) |l//2> can be expressed as:

© e

http:/ www. jos. org. cn




C AL FBARR DR ETHETFERLLN 1263

=)ol ) =gl ) o) 2

2
After these operations, Alice and Bob obtain a random sequence which consists of {| v, > ,| l//2>} . Finally, Alice and

Bob take this sequence as the key. Since <l//I |l//2>¢0, which means that the states |V/1> and |l//2> are
non-orthogonal, any quantum attacking strategies can not be available. This point is guaranteed by the no-cloning
theorem. In the following we will show this property can also be employed to prevent the Trojan horse attacking

strategy.
To the attacker, the key |K> is a superposition of |l//]> and |l//2>, ie.

) =a v+l 0
then the ciphertext state can be written as:
i) =)y
=(a]0,0,)+ 5o, -, ))®|v") (14)
w(a )+ A+ ))ex, |v)

where 07: =c /\/5 b ﬁNZ =c, /\/E . After the encrypting transformation, Alice obtains the ciphertext, i.e. Eq.(14).

Then Alice sends the particle P, to Bob.
Now let us show how to prevent the Trojan horse attacking strategy. Suppose the attacker successfully lurks a

‘horse’, Y, in Bob’s apparatus, then the ciphertext state takes
(Wi (1) =, {e v, (D) +e]w, O |v")
=(a[0.0, (n))+ Ao, -, ()))@|w") (1s)
+(a Ly, (r))y+ B |1+, (m)) @ X, |v")

where h7 and h; denote the inconclusive feedback information. Although the key is a superposition state (see

Eq.(13)), for each encrypting operation Alice and Bob only choose one state from {|!//1>,|l//2>} as the key

element. Accordingly, if the attacker pre-lurks one Trojan horse, e.g. Y, (for {| 0> ,|l>} ), in Bob’s apparatus, then

another state, i.e. {| +>, —>} can not be recognized exactly. If the attacker employs two Trojan horses, e.g., ‘robot

horse’ Y, and ‘robot horse’ Y, (for {|+>,|—>} ), the attacker is also impossible to get the useful feedback

information. Because Alice and Bob’s choices for the key are completely random, this leads the impossibility for the

Trojan horses Y, and Y, to follow completely the changes of the key elements. In other words, because there are

two pairs of the random bases, i.e. {|0>,|1>} and {|+>,|—>} in Alice’s and Bob’s apparatuses, it is impossible

for the attacker’s ‘horse’ to recognize these bases. Subsequently, the ‘horses’ are blind and can not give correct

feedback information. The security is the same as that of the BB84 protocol™.

4 Remark
In the above we have analyzed the fragility of the quantum cryptographic algorithm against the Trojan horse

strategy, where the EPR pairs are employed as a key. However, we here would like to stress that the quantum key

distribution protocols which are implemented by making use of the EPR pairs do not suffer this kind of drawbacks,
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because in the quantum key distribution the EPR pair initially carries no information, especially the users’s
measurement for obtaining the final key is completely random. This random feature leads to the Trojan horse

employed in the above section to be of no use.

5 Conclusions

In this paper, the fragility of the THAS on the quantum cryptographic algorithm implemented by the EPR pairs
as the key has been analyzed in detail. It is found that any quantum cryptographic algorithm exploiting a set of
orthogonal states as the symmetrical key can not circumvent the THAS. To prevent this kind of attacking strategy we
propose a new approach which makes use of the non-orthogonal entangled states. The improvement scheme is robust
to the THAS. In addition, the mechanism for the THAS on the quantum cryptography as well as the classic

cryptography is also investigated. In any THAS, the Trojan horse is very important.
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