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Abstract: Key management system is an important part of secure multicast, while the number of keys held by
each user and the cost of re-keying are crucial factors which closely related to the performance of key management
system. The key management system with less number of keys held by each user and less cost of re-keying is
efficient. In this paper, the key management problem is investigated based on the user probability model by using
the source coding theory. And it is proved that in the key management system using Huffman hierarchy, the average
cost of re-keying and the number of keys held by each user are minimal. Meanwhile, the lower bounds of the
average cost of re-keying and the number of keys held by each user in theory are provided.

Key words: multicast; key management; Huffman tree

W OE gHRY 3&%%%&&@%&6?%@15&%\ WP EAGHERBAEHRRN IR EEAETEA
Aoy X EE. —A B FRATERARE LB NN P RAGEERER EHRN A RAERRD

BERNFRTETA Pa‘%ﬁeﬁ& 8 FARE FE AR AE PR T SRR %48 Huffman B R M FAAE R A5 H

FHEHRM PR P ERAEERDFINLHFHET FAEREMNOELTH TR EHARNFR P E4H

B8 0 T IR

KR A%, FHATEERIHR

hEE S ES: TP309 SCERARIRED: A

Wt ) 5% () TR 3 R B, B T 20 S T LR AR 55 IR R . I B IR SRR Y R

* Supported by the Assisting Project of Ministry of Education of China for Backbone Teachers of University and College under
Grant No.2992 (15 ZHUF 4 e S5 e 15 1 1480 2 By o)
E—1EHEEM: Eﬁl(l%l*),w,@%ﬁJ WAL ol e SRS T R R SR RS S Y e LR

© e

http:/ www. jos. org. cn




152 Journal of Software #AFF I 2003,14(1)

AT IE RV 2R A5 B A 2 22 . o T AR A 21 2 (30 15 7 20, 0 22 4 Pk i 2R 5 Lk A [

YLHE 22 A % AL (1) A 2 4 BT A AL T 0T LU B AL B8 A5 6 AR 2 B AS BE R e LB £ S
(2) B4, R AR TN I B mT DU RR AR S, 0RO (0 B 4L 7 AN Re S AL 1 45 R AT b, %2
G AR B — A LR AL AT A 7 BN BRI AL R 0 e SR RS O A5 B R AR N B0 T 4L
Eiig

YRR 22 A n] DU I AL R SE B AL R AL BEE A3 PSS A, B B IR ST 2 RN AL ) 3L 18 % 9,
s s B o T N AL A R e i B I A e 2 A T DUR ] 3 e 1 A B L0
fife s 2H AR SN AR AT AR D o T AN I 2 U B0 P R, T i SR I B, DA AN B 2 A AR S
AR BI85 A 55 % OB S 15, N P O R R SRR 0 I B O R T B
BB A AR R T A

I A B ) R % 324 D 3R BAT MR 1B B B B, NP O n IR,
R A BEAL LT o3 e Ul B WAL 7 5 A4 T RV 2 3 B, S A o 25 2 — AN
V2 TT LI 3 B R 55 4 1 SN B T 7 S0 2 U A, 5 1 S H AR A O(n) 3 B B HT AR <> BE AL 7 B e ik
AR TR, o A1 5 B ST A QA 2 2 4 2 3 5 D B ) — A X B [ L 2 R 3 A ) 8 AT R ik 42 SCRR[1~3]
R DY) U A R gl T D P A ST R e 0 S AR, 127 ik U o D i 4 i e O AR S 1S
AR BRARE] Olog, n) JLrfr d g J2 K G5 Koy O K5 1824 1T A8 S0 S SE03 AR A K STk (4, 5175 i 6l 1
TN A S 5 2 1 B ) AR A8 5 B S A A A0 P P AR S AR T G 30— 2 A1 1 B S A, ey T
T AR, T I N AL T AL A775 I S8 SCHR (61 14 I 20 1) R AR 5% 7 R 3 )2 U S A L
A it AT BRI (E R % B8 8 B B i) L

H - Y SR G P B AR S RE IR 5 W) B DA W R SO T R ST ) L AR SCAE R IR R
it LK A5 5 2 A AR SRS ) Huffman 2 % 775 5 I\ B8 D12 D041 (1) 23 AR T 88 O 20 (R M0 23 e P ey 3 %
B] Huffman B J22 K G54 UE 2% 45 K B AT S AR IR P 34 H P 3 99 5 0 AU A DA Gt R HE A5t T )2 Ik & 1
(11~ 350 B B AN il R PR,

1 %4%A Huffman 2R 454 K %A B # SR B

1.1 EAR

SCHR[1~312R FH 32 4 25 B J2 Uk &5 ) e e 35 ) A L ) L, 35 0 o 5 ) IR 45 38 7 A2 T A L S 3 23 IR 5 ), T
Pl 1 2 P T s X 2 IR G R S ABL T T I ARG R 0k S R Ay 5 BRSS9 R — T AR — N A AR
MR RS SK(session key), M5 s AR 5 H P —— XN - B8 PK(private key), H 1R 75 s /AR 413541
GK(group key). 2 T T4k 55 P 5 40, A SCAE AN 58 32 SCRY IR 77 1) Ay e Pt BB AR 198 77 1m0 s 60 A 374 T
LB BB AR Y S AR O R AR R Y SR I AU R RO RN AT R P s (RFA
B1 PK; BB AR K B AR BERR Ny PK; K95 Ay B 1O 8 B R 250 = maxc () 5B IR AE SR o 52 SO PP R e KR
PR AR B R S5 R AT R A P TR A % P T AR R AR AT O R I % A

T PRAIE 2 4 22 A A 2 R P D0 N 028 T 4L I o0 20 B S 8 B A FH P mT DA A RS L I T L P A R
frE ARSI E 1 PToR, AT we BTN, BB SS & ROE N IR AR B B BN ({GK g pe, - {GK 5} i, »
{SKI-S}GKH ,{SK1-8}0K4,6 ’{SK1-8}6K7,8)’;/H\;EP {m}, Lo Y] k(S m.

1.2 ZHHMESELEN

BB I3 2 SR 1) A R P A DY ST R UL, DL MR T AL 3 A, SCR (6] P A T A 1)
WA E n WP U = {1,2.3,..ny FoR 4URR L A 4,3 913350 A A U T w BT LIRS h

MF1<i<nifig: ip,. =1 U7 P By P B i 2R T B )™ 2 I 20 (0 AR 4 -
i=1

© PEBREBALTU bt/ www. jos. org. cn



B3 &A%Y Huffman B K B40% 32 153

H==3 plog, p; - &)

ug leaving

Private key | PKy | | PKy | | PK3| | PKy | | PKs | | PKe| | PKy7| | PKg | i PKoi |PK; | |PK, || PKs||PKy||PKs||PKs||PK7||PKg

Users uy 72 us Uy Us ug u; ug Uy
Fig.1 Key tree and keys updating for user leaving
BT 3P BT P B IR AR 2 5 S

FEFE PIBS GAE TP T 0 BB AR N R 100 By S A T4 U5 200 A o AR S5 A B0 5%, PRTIE D ) 1) B/
S35 B AT A B A A R I e A P B4 Kl AR A 90 e i Sl 2 G B A UV RT DASIE A, P
A1 FRIN, % 9] Huffman J2 0S5 2 58 AT S/ (1011 P 8 DA Ak AR SO Kk W G R AT e/ (01 B 8 A 0
B
1.3 Z4AHuffman/Z k44

ASCH A Huffman % 6% 75 209 3% % 81 Huffman )22 S5 AER3E d 4E Huffman 0 I8, 55 0100 AAROT 46 70

VAT I N
m=(s—1)(d-1)+d . @)
Myt Huffman #,455€ h 8% d, 14 5058 R 50 m, 0 0E T 30 n 2 15006 2 20(2), 857 2, ) m=n; 85 AN 2,
W)([ x| 2 KT 84 T x i /N B 50

n—d
m:[d_l—‘(d—l)+d. 3)
A T AREE R T 0 m—n SRR 0 IZF P AL B, T AE m—n<d -1.
R T 2 TR0 T P AT 73 41588 m A 28 T (0.45)
M R /INHEBR BB 2R K (R £ i R 23 /0N B IR AE T T RE 5 T AR 2 3 (0055)

Fdg /N d Ao R TR AN LRI d AN R

T R0 05 10 R, T 314135 AR LA e ors
T HE N, TR 2R BN AN H R B P LR A L o) |
PR 22 P BB R A Huffman 5548, FORR FOREZE 4 1,505 4 PKy 0.1
2R R T 58] Huffman RS H. 0 T AR PKs 0-08}
RN T 25 T B TP 0 (97 F 2 0 8 3 2 iy B 1 43 i iﬁ gg;
B SRR TUAR P IRE 2 B 2 B U9 U S/ T P K, Ojos}
HE. PK, 0

2L B AR AE A 8 NP AR SALAI ST Fig.2  The construction of Huffman tree
¥ 25 JT W % 4> % 2k {0.05,0.05,0.07,0.08,0.1,0.15,0.2,0.3}, ¥% it Bl 2 Huffman )i

d=3 1% H Huffman JZ R 258 AR5 30(3),m=9, 75 ZIE I — MR Ry 0 (128 H P A B MR 5 /N 3 N P Ak
AN AT, S B HE P UM R N 3 AT S B P s — AN A DA SRR B 2 TR T
Huffman #, 5% J5 2 HE 35 910 BN B 3 s 1940 2 4544

1.4 ZHEIRE
A P IO B TR AL, Ry ORI A 2 4 A 20 S A AR TR0 A 8 P NN T v R T SR

© HHEREBAAIGUT http:/ www. jos. org. cn



154 Journal of Software #AFF I 2003,14(1)

*

PK, PKs PK;

PK, | | Pk, | | PK;

Fig.3 Grouping keys with Huffman hierarchy
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