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Model Checking Analysis of Needham-Schroeder Public-Key Protocol

ZHANG Yu-ging'? WANG Lei’ XTAO Guo-zhen? WU Jian-ping'
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Abstract It is an important and hard problem in the area of computer network security to analyze crypto-
graphic protocols, A methodology is presented using a model checker of formal methods, SMV (symbolic model
verifier) s to analyze the well known Needham-Schroeder Public-Key Protocol. The SMV is used to discover an
attack upon the protocol, which has never been discovered by BAN logic. Finally. the protocol is adapted, and
then the SMV is used to show that the new protocol is secure.
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