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Distributed Model of Intrusion Detection System Based on Agent

MA Heng-tai JIANG Jizn-chun CHEN Wei-feng QING Si-han

(State Key Laboratory of Information Security  Institute of Softrware  The Chinese Academy of Sciences  Beijing  100080)
(Engincering Research Center for Information Secerity Technology  The Chinese Academy of Sciences  Helying 1000800

Abstract The framework model proposed in this paper is a real time intrusion detection system based on
Agent, which provides an interface for intrusion detection components. Such interface can be used to derect in-
trusion behaviors based on both network and hosts, According to the different system or network usage patterns
and environment diversity, a set of various ageuts will be created which cooperate to detect the znomalous
aspects. The proposed model is an open system, which has good scalability. It is easy to add new cooperating
hosts and agents and to expard new intrusion patierns. agents work in a concurrent way without any central
controlling module. The cooperation among Agents is implemented just by communication. Agents ate indepern-
dent but are capable of communicating with each other when they tzke their actions. The state-checking and
policy of suchentication mechanism ensure the scourity of the agents themselves and the communicanon among
them, This mode! is ivdependent of specific applicalivn environments thus providing a general-purpose frame-
work for intrusion derection systems.

Key words  Intrusion detection, distributed model, Agent, communication, cgoperation.

© v [

Bl RIS hitp:/ www. jos. org. cn




