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Fast Content Verification for Named Data Networking

WANG Yi'%, LIU Bin?

!(Huawei Future Network Theory Laboratory, Hong Kong 999077, China)
%(Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)

Abstract: Named Data Networking (NDN) improves the transfer efficiency by caching the contents in routers. To prevent polluted
content from being spread in NDN, NDN routers should verify every content that is published in NDN. Since the verification scheme in
NDN applies the asymmetric encryption algorithm to sign the content, the verification speed is too slow to satisfy the high speed
requirement. This paper proposes a Staining-based verification scheme to improve the verification speed by reducing the computation
complexity of the content verification. Staining-based verification scheme stains the content that is sent to the network for the first time;
then when the stained content is sent to the network again, the router can utilize the staining information to verify this content. By
replacing the asymmetric encryption algorithm with symmetric encryption algorithm, Staining-based scheme can improve the verification
speed effectively.

Key words: named data networking; polluted content; cache; content verification; staining content
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Fig.1 The content verification process in NDN
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Fig.3 The router cooperation content verification process
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Fig.4 The content verification with staning mechanism
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Table 2 The performance of asymmetrical encryption algorithms
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Table 3 The speeds for a content with 1 000 Bytes
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Scheme Hash time (ms) Encryption and decryption time (ms) Total time (ms)
NDN-Verify 0.003 9 0.08 0.083 9
User-Verify 0 0 0

Router-Verify (online) 0 1.46 1.46
Staining-Verify (First time) 0.003 9 0.08 0.083 9
Staining-Verify (Not first time) 0.003 9 0.000 55 0.004 45
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Table 4 The overheads of different mechanisms
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Scheme Message (Byte) Ciphertext (Byte) Total (Byte)
NDN-Verify 0 64M 64M
User-Verify M 136M+8 144M+8

Router-Verify 8 80+64M 88+64M
Staining-Verify (First time) 0 64+72x(M-1) 72M-8
Staining-Verify (Not first time) 0 72M 72M
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