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Backbone Active IP Address Space Detection Based on Flow Records

ZHANG Ling-Feng, DING Wei, GONG Jian, MIAO Li-Hua

(School of Computer Science and Engineering, Southeast University, Nanjing 211189, China)

Abstract: Understanding the utilization of IP addresses is very important for the research of network administrators and network
security. This paper proposes a methodology of detecting active IP addresses based on sampled flow records. The core idea of the
methodology is that IP addresses with two-way communication traffic are active. The method is based on passive measurements and uses
sampled flow records as data source, making it possible to be deployed at the boundary of backbones. Furthermore, the impacts of flows’
sampling and spoofed traffic on the method are discussed. DPI technology is used to validate accuracy and efficiency of the method.
Finally, the method is deployed at all 38 nodes of CERNET, detecting active IP address space in the whole CERENT network.

Key words: [P address activity; flow records; sampling; two-way traffic
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