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Network Processing Development Kit Based on Self-Described Buffer

TANG Lu, XU Dong-Lai, LU Gao-Feng, LITao, SUN Zhi-Gang

(College of Computer, National University of Defense Technology, Changsha 410073, China)

Abstract: Incremental performance gain, especially in terms of higher I/O bandwidth and more complex packet processing capability,
has made general purpose and multicore processors a preferable option building network devices in core networks, which brings
unprecedented flexibility and universality into forwarding plane. However, challenges still exist because of lagging processing and
forwarding performance. Firstly, with network link rate continuing booming, the multicore processor needs to offer corresponding higher
processing throughput. Secondly, the increasing complexity of network services and applications will introduce more packet processing
overhead inside network devices in forwarding and processing processes, indirectly resulting in higher requirements on pure I/O
capabilities. Self-Described Buffer (SDB) is a hardware-based buffer management mechanism proposed in this paper which features low
overhead in hardware and high performance in software. Furthermore, NPDK, a general network processing development environment has
been designed and built based on SDB. It adopts zero interrupt and zero copy technology, provides kernel space and user space drivers and
can be applied for general purposes and multicore systems. NPDK is not only easy to implement, flexible to program, feasible to deploy,
but it also supports per-CPU-based hierarchical packet processing programmability in the kernel space, as well as monopolistic

multi-threaded and shared multi-process programming in the user space. Experimental results show that NPDK can reach near line rate
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forwarding under 10Gbps link rate. Specifically 7.49Gbps for 64 Bytes packets. Currently NPDK has already been deployed and applied
in Click routers, OpenFlow switches and network probing applications.

Key words: network processing development kit (NPDK); self-described buffer; zero interrupt; zero copy; user driver
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Fig.1 Hardware buffer management of SDB
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Table 1 Programming interface functions

F1 FREORH

Name Function
npe_lookup_register Registering forwarding function in kKLibNPE
base npe_lookup Prototype definition of forwarding function interface
create_net_device Creating NPE device in user space
read_pkt_from_thread Acquring packets form a thread
send_pkt Sending a packet

WAL AS TT R e 11 STREFIT A 5 b5 v DAOK X B8 45 AH SG IR BT B N A% JT R AR, T b 8 1 T 36t R 8% o
& AT R DB EFRUER SOCKET M. libpeap H1 libnet 25 5 F IT %

3 NPDK KN B F %=l

R4 NPDK JR B ff | NPDK FREEHR4E T 19 P A& se B — AN H P S 2dE 10 #REE R PEREINNR R
PoF.PoF M) & 4 £ AL F5:NPE Jii# 5% . NPDK £ PoF R 4.
PoF SEHL T — AN 170 #a% R vERE AR R 48, v] LU i F - B X80 0s 1/0 i K gk 45 i g N e A

4t
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Heay DU A5 858 REGE VO BaTde R AV O 5 HEAT CPU TS YA U7 I B B
(1) #1464k NPDK
NPDK ¥4 58 K Br A #CRE 1 (1 40 46 40 bR 24 50 #48 dab 286 £ 34 355 7 A 98, 0 U D 40 46 4K e 2
create_net_device(dma_cnt,disp_mode)¥V 0] dma_cnt F£RWIERBIZ /0 DMA 038, 5 54 Ab PR FEEO6 b,
> DMA JEIE XN —AN b PR FR G0 52 7 — AR 2 1) CPU #% 3BT disp_mode $i& 4R 35 IR AR 2, o) LLZ 1
RO IR, AR T B 3 148 58 40 YR NPDK (1) Ho A AT 45 44 1A #7E b o 0 P9 348 58 k.
(2) B 55 Ab BEEL 2
MR P SRk 0 AN Bl A g K3 FF DMA EHUE L N @l mE WA pthread_create(&p_t,
&attr,start_npe_thread,tp) ¥ 50, ¥ B |1 ) & 2 4> 4k B2k B, B i £k ?I B SR 5 AT ) dma_cnt B
[F,start_npe_thread R1}NV55 AEFRERE LR B Jo i HI " BoR s @ 982 B4~ CPU 2 LisfT &iE M ald 5
CPU I # AL F AR HETR) libpthread J2 R 4L
(3) VO ##: kK
Ak F 2 R )R B 58 Bn T BLI T NPDK ﬁ%fﬁﬂﬁ%qﬂl%&)‘(IZI%IXTM:%%ELﬂ’]%&)‘L‘MﬁUiﬁﬁﬁf"i’ﬂ
read_pkt_from_thread(threadid). 24§ threadid Wt W & WSS R 72 1132, ML 2k A2 4 5 5 il #F DMA il I 5 — B, B4
A B2 FR AR XS N — > DMA Tl 18 1 BA B E S B SC.
PoF R LE AR EESE VO HeRVMERE, JF AN IROSCHEAT AL AT 45 Ab PRI RE AR A7 B, 2 R 46 1) 24 3T
J S B AR SR B B AT RIE 58 18— AR OSC I 8 A A R 0% BR B send_pht(¥*pkt,outport,pkt_len),pkt 375
ST ED outport RT3 15 pht_len FRon RIEK S AR E M E L 1 FioR.
&% 1. Raw 1/O forwarding.
Input: thread_id, type, num.
Output: pkt.
while(1){
pkt=read_pkt _from_thread(thread_id);
if (pkt){
switch(type){
case 10:
test 10();
break;
case MEM:
test_ mem(num);
break;
case MD5:
test_ mdS(num);
break;
i
send_pkt(pkt,outport,pkt len);
}
}
(4) k55 fig )i
ot S 0 BT A M 25 454 AT DL 45 o B 3S:CPU SR 77, Hovh CPU LA I ARHER MD5 #5002 %k
e, Vi A7 LA HE SO AR P A7 1K HE CACHE Vi 1n) kb AE 170 36 R SR P i N — N 45 68 0 DU B B n) DAIE 1o 4
RNERERIAZ A AT DL B AEAS R 5 R ge B 1) ] NPDK BEAT %04 1/0 fEA Z G, e vr i -
35 2 W AT I V5 A4 R30S CPU TS i Ltk T LT 5 FH b 5 ARRS 7EAS [ AR & 5 354 E R4 30
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CPU Sl 2, i 47 30 A ] DU TE A AR AT I, 2l 45 Ak P A A A0 I, ] A o [ S L g
4 SRS

{4 FH PoF 2245505 A ] 4 Se ik AT 36 2 ek B R, [R) 15 76 A [R] 2 80T 6F DPDK (1% 5 Pk B3k AT AH 7] I,
4.1 MRINE

ARG IARIAEE T A HE 4 ANEE 0 AR, HRSS 88 S DPDK 193 Jk K AT NPE ¥ )7 S M = p B

J3J6 W 53 Sl 4 £ i 55 4 19 PCTE A HR I A8008 I8 18 6 B A R P IR A3 4 53 HEAT 5 il 15 45 R e o
Kok VR IC B LR 2.

Table 2 Configuration parameters of test equipment

F2 MARAAESH

Tester Server DPDK NPDK
Device Ixia IBM Intel 82599 NPE
CPU 2.0G 2.8G/40core oG ¥
Memory 2GB 64GB .5 pn
Network 2x10G = 2x10G 4x10G

4.2 LW 5HIE

FTAT S 56 Bt 1 2 2% 2k R s AR AN K R 36 308 DPDK A bR vERY 1.6.0 fRAACHS, EH s 7 — 43k
Tuity e R R AR TR 7, L Rk A BRI AR B 7y 5 PoF R4 58 A AH ), HUR R SC Bl 5k 1% 48 il DPDK i 1 42
1 3% 2.

W 3 Af FH PoF R 40X NPDK HEAT AR FEHR SC ¥ 1/0 % & B8 3 3047 3R, NPDK 32 17 AN [F) 4 e 28 R R 3¢
1/O % K B, 1 ] 3 () 7. AR A P 4R SOOI B4 43Uk O 20, R T 22 0% 90 AT 6 1 BE A IR S IR 3 T T 64 21 K
FERRSCANT 1 A e 28R it T LLIK B B K #6 R M g, 1 R i R 3 AR DR B 2R 64 71 K JE IR SCAE B 2k
R I R RN A 4.9Gbps,4 L HE A n] Ok B M B % k45 K AE 7.49Gbps.

1 3(b) 17k, DPDK 5 NPDK 7 AS [F] 775 [ B A% (R A5 ¥ % e ) FE AR B A 64 15 R 3L %% K B ,DPDK
PEREZE R 1.89Gbps. HoAth #5717 % & 14 & DPDK “F34 it 0.119Gbps.

NPDK 5 DPDK A4 AV 2% B il A i, ] LI 8 70 AN [R) 4R SO B R 3o 7 b 4 NS R IR 3L MID'S
T B AE CACHE i 17 B e e P RE O S .

WiE 3(c)fi7n, 1 NPDK £ SCHE R IMAARFEIR ALY MDS W5 G e ek 5 B P S0 0 1K
MD5 5. 3(d)s& DPDK BN 45 5 AP LEER T H NPDK 78 I MDS w55 P fe 4 2k 8 K11 DPDK
HAE/NT 512 FAT R CE MDS v E IR BOE I 6 UG 74 H BRI BE A2 46 NPDK ] CPU 1 REVHAER KW i% 5
FLUK ) 109G W e AT %, 78 JE AR SC AL BT A8 M 4R S0 2 A8 CPU (R 24l v, A S R SCAR BER A 2L 1E
i Fl CPU 347 ] 3C b B th B 7] 4 76 X6 40 SCEAT 56 W B2 1.

TERR S R P I NAE CACHE ViA7 )5 I PE R AR A, M I IR EU N T 500 B, PR R AR AS K AR, E 1 500
AR RN, B E CACHE Vi 42 BT 38 i, DPDK. 5% 5% 1, 45 44, E, NPDK K.
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(a) I/O forwarding performance (b) Raw 1/0 forwarding performance
in different threads (NPDK) with single core (NPDK & DPDK)

1 10

ml

Bandwidth (Gbps)
S = N Wk UL N ® O O

Bandwidth (Gbps)
O = N W ke L NN X O

64 512 1024 1500 64 512 1024 1500
Size (B) Size (B)
(c) Forwarding performance with MD5 computing (d) Forwarding performance with MD5 computing
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Fig.3 Experimental results (NPDK & DPDK)
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4.3 MiRER S

@i PoF RZLXT NPDK )74 GEMIR & B, 26 A0 R (W AR & S5 1E R A5 R ,NPDK [IPERELE 64 1K
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17,NPDK 5@ FH T I 2 TR 4 4 o 9 4 %1 95 ki . IDS 1 DPI 25 3% H .

5 H%RIE

T FH 22 4% A FE28 AT 90 RR B 22, B R BR N  H 1/O 645 L Al B h RE RO Ak AT AR AR KR
A s VO YERE.NPDK 5 DPDK #8R] DUEUASEL U B 2R NPDK. 1) 3= ZEAL 3 22 o DX (o) Bl A 38 °F 48, 7
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