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Abstract: To address the issue in fuzzy C-means algorithm (FCM) that clustering number has to be pre-defined, a
clustering algorithm, F-CMSVM (fuzzy C-means and support vector machine algorithm), is proposed for automatic
clustering number determination. Above all, the data set is classified into two clusters by FCM. Then, support vector
machine (SVM) with a fuzzy membership function is used to testify whether the data set can be classified further.
Finally, the result of clusters can be obtained by repeating the computation process. Because affiliating matrix,
obtained by the introduction of SVM into FCM, is defined to be the fuzzy membership function, each different input
data sample can have different penalty value, and the separating hyper-plane is optimized. F-CMSVM is an
unsupervised algorithm in which it is neither needed to label training data set nor specify clustering number. As
shown from our simulation experiment over networks connection records from KDD CUP 1999 data set, F-CMSVM
has efficient performance in clustering number optimization and intrusion detection.
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it T —H b ik K (fuzzy C-means and support vector machine agorithm, & #k F-CMSVM).’¢ & 2t A4
C ¥{E F ik de B ATSIRE 00 P & RS AR 70 0 AR s R % 469 2 3% ZAL(support vector machine, 8 #& SVM) 5
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Fig.3 Error rate of numerical fields for classifying
K3 Bl s 73 S H 4 5
33 HIEmLE
XS A0 S P FRATTHEAT 4 i Ak B Aok FL AR DAy B A o0 T BB P, AN () A MR A AN (D £ 2 R AR A 2 7 R
KHE /N B i) R, BRI 1) 0 6 J8 Pk R AR AR HE 75 T M8 X A il 0 200N BHRR (14 R A0E e AT bR U
b, FRA IV A 49



2146

Journal of Software #4434k Vol.19, No.8, August 2008

1) tHHEABIR L0 i 2= S

l n
s=ﬁ§(xi—m)

Ferp X Bn FEAS m Ol FEAS S 42 1T

2) T HARMEAL I H

yXom
S

(12)

(13)

(14)

A 2 TR G vt 45 MK T S 9] 0 o P R S 28— o4 £ 22 1) A R k2> T P i i)

34 LEHER

5 S 56 v i HT 92567 & WindowsXPJAVA i & 4 2, Intel Pentium 1.80GHz CPU,512MB P ££.

T ISR A S B EERT AR AT I BE T, B 4 45t T 3 AN B AR K T3 K I 26 DR(detection rate) Fll iR A 22
FR(false alarm rate) () ROC(receiver operating characteristic) il £k €. /i1 & ob Al %0, i 4 M A 24K 2R 04 80%0, i
% Ay 1.5%; T 5 4 58 28 20 0 1T N A0 00 £ Portnoy ™) (6 0 28 5 K 0 28 24 509%, 4R % 4 1%.3X 787 &
HH A S PR B30T R B NARAT DA A6 I (1 v AT Pk R A 280k

90
80+
70}
60}
50
40
30}
20
10}

Detection rate

0
0 03 06 09 12 15 18 21
False alarm rate

Fig.4 Detectionratevs. fase alarm rate
B 4 S AR R A 2 1R AR R i 2

oh T U B A SRR R B BOPE N AR AR U b A A, FRATT NS 2 P R e BOEAT T R AL A R LR LN ER
A (ARG I 238 R R 22 T LAt A SR 38 . R B30 AT K.
Tablel Comparison for different fitness functions

R ANIFIE L B R LA

Fitness functions

Clustering number Detection rate (%) False alarm rate (%)

Bezdek

Xie-Beni

Kwon

This paper

1Q k
—=2" > 100,44 12
n i=1j=1
n k 22
22 45d5(X;,C))
i=1j=1 35
(i,

n k 1 k —
_ 1Z;ﬂi]2dijz(xiij)+EZ;djz(ijc) 4
i=1 j= i=
Tigld%(zp,zq)
a
nk 19k 7
> dij(xivcj)*’Ez 2 47(C.C)

i=1j=1 i=1 j=i+1

74.0 2.68
78.0 4.3
68.0 21
80.0 15




H 2P S RN T B Sk REMKE & 2147

T IR UE AR S0 1 8 FES A HE R P, AT 23 I A SCI SRE MBI C (L SRR IR B kAT T
S, JF R0 45 AT T VPO, SR WE 5 P, I Rl UG H B0 C BB SVE A AR SRR BT 5 (1 28
REMEAERT (S RA R NA T LA ST HIERES B 8000k i 4615 B4 I RSB (k D A SC S A5 2 10
RIH).

k
Cluster number
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Table2 Detection rate for four attacks
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Class Detection rate for new attacksin Detection rate for new attacksin
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